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Attach Compute Zone t0 LOCALION GrOUP .......uvveeiiiiiieeiiiiie et 635
Detach Compute Zone from LOCAtION GrOUP .......ccciuurieiiiiirieeiiiieeeiiiieeesiieeeesiieee e 635
Attach Data Store Zone to LOCation GrOUP........coiuiiieiiiiieeiiiiie et 636
Detach Data Store Zone from Location Group ..........cccoeeeieiiiiiiiiiiieeeeeeeeeeeeeeeee 637
Attach Network Zone to LOCAtION GrOUP......cuiieeiiiiiiiiiieeaeee ettt ie e e e e e aiiieeee e e e e e 637
Detach Network Zone from LOCAtION GrOUP ....ccooiiiiviiiiiieeeaiiiiiiieee e e 638
Attach Backup Server Zone to LOCatioN GrOUP .......uveerieieeaiiiiiiiiieeee e e eeiiieeee e e e e e 638
Detach Backup Server Zone from LOCation GrOUP .......ccueeeriiiiiiiieiieeaiaiiiiieee e e 639
Get List of Compute Zones Attached to Location GroUp ........ccoocvvvieeeeeeeeiiiiiiiiieeeeennn 639
Get List of Data Store Zones Attached to Location Group .........cccceevrvveeeiivieeesiinnneen 642
Get List of Network Zones Attached to Location Group ..........coccvveeiiiieeeiiiiieesiinenn 643
Get List of Backup Server Zones Attached to Location Group........c.ccceeeevvvveeeiiinnnen. 644
0 0 N 645
Get LISt Of LOG IEEIMS ...t 645
Get LOg IEM DELAIIS ...ttt 646
Get LiSt Of VS LOQ ITEIMS ...ttt a e e e 646
Get VS LOg ItEM DELAIIS ....eeeiiiiiiiiiie e 647
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50.5 Get Resource Difference DetailS ..........oooeiiiiiiiiiiie e 648
51 [0 Y0 ) € L =T=] O PUPPRN 651
51.1 [0 T0 ] A == I =Y 0 = PRSP 651
51.1.1  Get List Of LOOK&FEEI TRHEMES......cciiiiiiiiiiie et e e a e e 651
51.1.2 Get Look&Feel Theme DetailS ... 653
51.1.3  Add LOOK&FEEl TREME ... 655
51.1.4  Edit LOOK&FEEl TheME.. ..o 655
51.1.5 Delete LOOK&FEEl ThEME ... 656
51.2 SErviCe INSEITION GIOUPS .....vveiiiiiiiieiiiie ettt ettt e e nnee e s 656
51.2.1  Get List of Service INSErtion GrOUPS ........eiiiiiiiiiiiiieie e e e ettt e e e e e e e et e e e e e e s eaaaaaeaaee e 657
51.2.2  Get Service Insertion Group DetailS............ccoiiiiiiiiiiiiiiiiiiee e 657
51.2.3  Add ServiCe INSErtiON GIOUP ......eiiieiiiiiiiieee e et eeeiii et e e e e e et e e e e e s st e e e e e e s s st rar e e e e e s s enssraaeaaaeeaan 658
51.2.4  Edit SErvICe INSEITION GIOUP ....vieeieeiiiiiiiieee e e e ettt e e e e e e e e e e e e e et e e e e e e e s stbaeaeeeeessensbaaseaaeeaaas 659
51.2.5 Delete Service INSErtioN GrOUP .......ccccuriiirieeeiiiiiiiee e e e e e eeiiie e e e e e e e s st a e e e e e s s saaraseeaeeesensaanaeaaeaaaas 659
51.3 SEIVICE INSEIION PAJES . vvvieiieeeii ittt e e e e sttt e e s e e e e e e e e e et a e e e e e s s nrnbaaeeaaeaen 660
51.3.1  Get List Of Service INSErtioN PAQgES ........ccoiiiiiiiiiiieiiii et 660
51.3.2  Get Service Insertion Page DetailS ..........coiiiiiiiiiiiiiee e 661
51.3.3  Add Service INSEItION PAgE......coiuiiiiiiiiieiiei et 662
51.3.4  Edit SErviCe INSEItION PAgE .....cciiuiiieiiiiieiieie ettt 663
51.3.5  Delete ServiCe INSEITION Page........cceiiuiiiiiiiiiee it et et e et e e ae et e e e aneeeeaneees 664
52 MY TEMPIALE GIrOUPS .uuuuuiiiiiiii s 666
52.1 Get My Template GroUPS LISt .....ccuuiiiiiieeeis it e e e e e ae e e 666
52.2 Get My Template Group DetailS ......ccuviiiiiiiiiiiiiiiiiiieieieieeeeeeeeee e eeaaaaaanees 669
52.3 Add MY TeMPIALE GrOUP . ... s 670
52.4 Add Child GrOUP. .. s 671
525 Edit My Template GroUD .....ccooeeeeeeeeee e 673
52.6 Delete My Template GroUP ......cooeee e, 674
52.7 Get List of Templates Attached tO GrOUP. ......vvviiiiiiiiiiiiiieiieieeeeeeeeeeeee e eeveeeaeeeeeaeeeaeeeees 674
52.8 AttaCh TEMPIALE tO GrOUP. ..cuveeeeiiiiie ettt 676
52.9 Detach Template from GrOUP. ......coiuuiiiiiiiiie et 677
53 NEIWOTK INTEITACES ...uiiiiiii s 679
53.1 Get List of VS NetwWork INtErfaCeS.......ovvviiiiiiiiiiiieieieeeieeeeeeeeeeeeeeeeeeeeavaaaaaeaes 679
53.2 Get Network INterface DELAlS .......ovvvviiiiiiiiieieeeeeeee et aaaaanaes 680
53.3 Add Network INnterface tO VS ... 680
53.4 Edit Network Interface..........ooooo i 681
53.5 Delete Network INnterface ... 681
53.6 Get VS Network Interface Usage StatiStiCS ......vvviviviiiiiiieiiiiieieiiiiieeeieeeeeeeeeeeeeeeveeaeaeees 682
54 LYV Y RN 684
54.1 Gt LiSt Of NEIWOIKS....ociiiiiieieiiieieeeeeeee ettt eaeeennnnnnnes 684
54.2 Get NEtWOIK DELAIIS .....ooviieiiiiiiieieeeeeeeeeeeeeeee e aaaaaaaaaaees 684
54.3 P [0 I AN =T ATV 0] o 685
54.4 Lo [ L= Yo T RN 686
54.5 RebUild VS NEtWOTK .....ccooeiiii 686
54.6 (B LY [ (N L= Yo | RN 687
55 NEIWOTK ZOMES ..ttt s 688
55.1 Get List Of NEIWOIK ZONES ....oovevieiiiiieieeeeeeeeeeeeeee ettt eaeannnees 688
B5.1. 1 PAYE NISTOMY .ttt 688
55.2 Get NetWork Zone DEtallS .......uuiii it 689
B55.2.1  PAOE NISTOMY ..ttt 689
55.3 20 Lo I ALY ATV 0] o 1 689
B55.3. 1 PAOE NISTOMY ..ot 690
55.4 Lo [ A L=y VYo T 4G o] L= N 690
B55.4.1  PAOE NISTOMY ..ttt 691
55.5 Delete NEtWOrK ZONE ......cooooiiiiiieeeeeeeee e 691
55.6 Attach Network t0 NEtWOrK ZONE .....uiii i 692
55.7 Remove Network from NetWOrk ZONE.........uuciieiiiiiiiiiiee e 692
56 ONAPP ENGINE ettt 694
56.1 Get ONAPP ENGING SEALUS....coiiiiiiiiiiii ettt e et e e e e 694
56.2 Start ONAPP ENGINE ...t a e e e e e e as 695
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Y 0] o @0V AN o] oI =1 3T 11 = 0 PSSR 696
Reload ONAPP ENGINE ..eveiiiieii ittt e s a e e e s e st reeaeeeannnnnes 696
OV A S ettt 698
GEL LIST Of OVAS ..ttt e e e s et e e e e e e e e et eeeaaeeeas 698

[ T (=3 1) (o VPP TS PO TP 700
Get List Of SYSIEM OVAS ..ooiiie ittt e e e e s e e e e e e s et abaeaaaaeaen 701

[ T (=3 1) (o VPP T R PSPPI 703
Get LiSt Of OWN OVAS .....oiiiiiii ettt 704

[ T (=3 1) (o VPP TS PO TP 706
Get LISt Of USEI OVAS......eiiiiiiiiiieee ettt 707

[ T [ 1] (o VU RT SRR 709
GEE OVA DELAIIS....ee ettt 709

[ T [ 1] (o PRSP 712
[]0] (0= To [ AV USSP PESP 712

[ T [ 1] (o VU PR ST 713
CONVEIT OV A ..o e 714
UNIOCK OV A ettt e et e e st e e an e e e e nnn e e e e 715
EQIE OV A et 715

L (o TN o ] (o] o SRR 716
MBKE OVA PUDBIIC ......ceeieiireiie et 716
SEAICH OV A L ettt e e e e e e e e e e e e e e e e e eaeaea s 717

L (o Tl o 111 (o] Y PSPPSR 720
Delete OVA FIIES ...ttt ettt e e e e et e e e e e e s e st eeeaeeeeeannnes 720
(=] 1 (ST O A SO PERPN 720
PAGINALION L.uttiiiiiiii s 722
=Y 1= 01 ST PO PUPPPPPPPPN 725
Get List Of All USEr PAYMENTS .......eiiiiiiiiiiiiiii ettt 725
L= (o TN 0151 (0] RS PPPR 725
Get List of Payments Of Particular USEr...........coouviiiiiiiiiiiiiiiec e 726
L= (o TN 0151 (o] RS SPPR 727
Get User PAyment DLAIIS ........ocuueiiiiiiiiieiiee et 727
Lo [ 011 (o] VPP U PR UOTPPPRPPN 728
Create USEr PAYIMENT ......uviiiiiiiii ittt e e e e e 728
Edit USEI PAYMENT......iiiiiiiiiiiiiiie ettt e s ee e e 728
Delete USEr PAYMENT......iuiiiiiiiiiie ittt e st e e e e 729
PUDBTISNING RUIES .o 730
Get List of PUBIISNING RUIES........ccoviiiiiiiieieeeeeeeeeeeeeeee et aeneees 730
Add PUDBIISNING RUIE.......e s 731
Delete Publishing RUIE..........coo o 732
RECIPE GIOUPS ittt ettt e bbbt e e sttt e e sttt e e s bbb e e s nnneeee s 733
Get List Of RECIPE GrOUPS....oiiviiiiiiiiiiieiiieieieeeeeeeeeteeeeee et e eeeeeeaeaaaeseseseseassesssssessnennnnnes 733
Get ReCiPE Group DELAIIS .....ceiiiiiiiiiiiii e 735

F Yo [0l = Tol o L= €1 (o 11 PP RTT PP 736
Add Child RECIPE GIOUP ...eeeiiiiiee ittt ettt ettt e s 736
Edit RECIPE GIOUP....utiiiiiiiiee ettt e et e e et e e e abeeeeeeaes 737
Delete RECIPE GIOUP ..oeiiiiiiiei ittt e et e e e st e e et e e e anbeeeeeanes 737
Get List of Recipes Attached to RECIPE GrOUP ......cieiiiiiieiiiiiiieiiiiie e 738
Attach Recipe t0 RECIPE GIOUP ...ciiiiiiiiiiiiiiieee ettt e e e e e e e e neaes 738
Remove Recipe from ReECIPE GrOUP .....ooiuuviiiiiiee ittt e e 739
= Tol ] o L= PSPPSR 740
Gt LISt Of RECIPES. ...ttt e e e et a e e e as 740
Get List Of Servers USING RECIPE ......uuiiii ittt 742
Get RECIPE DELAIIS ...ttt a e 743

F Yo [0 =T ol o1 PRSP 745
o 11 =T ot o= TP UPRPPPPRPN 746
DEIELE RECIPE ...ttt e et et e e et e et e e e ane 746
MaNAGE RECIPE SEEPS ..ot iiiiiii ittt e ettt e et e e et e e e sbe e e e anes 747
Get the LiSt Of RECIPE STEPS ...ttt e e e et e e e e e eeeas 747
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(O (i L Tol o[ (=] o F RSP EER RSP 750
Lo L =TT o TSI =7 o LU RR ST 752
REMOVE RECIPE SEEP ...eiiiiiiiiiiiii ettt ettt e e e e e ettt e e e e e e e et e e e e e e e e nnneeeaaeaaan 753
SWap RECIPE STEPS LOCALIONS ...uvvveiiieeiiiiiiiiiee e e e ettt e et e e e e e e e e e e e s e e e e e e e s e asaaaaeeeas 753
Manage Virtual SErVer RECIPES .....couuiiiiiiiiie ittt 754
Get the List Of Virtual SErVer RECIPES .......uvviiiiiiiiiciiieee et e e 754
AsSIgN RECIPE 10 VIMTUAI SEIVET .....uiiiiiiiiie ettt e e e e e e e e e e e eaees 754
Remove RecCipe from VIMTUal SEIVET .........cuiii i a e 755
Run Recipe on MUltiple Virtual SEIVEIS.......ccooiiiiiiiiee e 755
Manage Smart SEIVEI RECIPES .. uuuuiiie ettt et e e e a e e e s ataere e e e e e s annnes 756
Get the List Of Smart SErver RECIPES.......oiiiiiiiiiiiii ittt 756
ASSIgN RECIPE 10 SMAIT SEIVET .....eiiiiiiii ettt 756
Remove RecCipe from SMAIt SEIVET .......ccooiiiiiiiiiii et 757
Run Recipe 0N MUlipIe SMAIT SEIVETS ......coeiiiiiiiiieee et e e e e e e e 758
Manage Baremetal SErver RECIPES .......oiiuuriiiiiiiieiiiieee ettt 758
Get the List of Baremetal SErver RECIPES ......ouii it e e e 759
Assign Recipe t0 Bar€mMeEtal SEIVET .........ccoiiuiiiiiie ettt aa e e 759
Remove Recipe from Baremetal SEIVET..........coiiuuiiiiii it 759
Manage Template RECIPES .....ouuiiiiiiiie e 760
Get the List Of TEMPIAIE RECIPES .. ..uiiiiiiiiei it 760
ASSIgN RECIPE 10 TEMPIALE ....eeeiiiiieiiiiie et e e e e et e e s eeeaneeeeeanes 760
Remove Recipe from TEMPIALE .......ccoiiiiiiiiiie e 761
Manage Compute ZoNe RECIPES ......cccceeiiiieeeeeee e 761
Get the List of COMPULE ZONE RECIPES ....eeeiiueiiieiiiiieeeieie ettt 761
ASSIgN RECIPE 10 COMPULE ZONE.....cuuiiieiiiiieeiiii ettt e e e e e 762
Remove Recipe from COMPULIE ZONE.......cocuiiiiiiiiieiiiie et 763
Manage Control Panel RECIPES ........coooiiiiiiiii 763
Get the List of Control Panel RECIPES ........coiuiiiiiiiiiiiiii e 763
Assign Recipe to COoNtrol PANEl ...........oiiiiiiiiiiiii e 764
Remove Recipe from Control PANEL...........ccuuiiiiiiiiiiiiiie et 765
RESOIVEIS ..ot e et e e e e e e e e e e e 766
Gt LiSt Of RESOIVEIS......ciiiiiiiie ittt e e e e et eaeeeeean 766
Get RESOIVEr DELAIIS ... 766
A RESOIVET ...ttt e e e e e e e e e e e e e e 767
Eit RESOIVET ...ttt e e e e 767
DElEIE RESOIVEN ...ttt e e et a e e e e e aaaes 768
RESTIICIIONS SELS ..uiiiiiiiiei ittt e e e e e e e e e e e e et e e e e e e e e annneennees 769
Get List Of RESINCHONS SIS ...cooiiiiiiiiiiie et 769
Get ReSHrICtioNS St DELAIIS ....ceii it e e 770
Get List of All RESEIICtIONS RESOUICES ....ccooiiiiiiiieee e e e eae e e 772
Create RESIICHONS SEL....uuiiiiii it e e e e e e e e e e s e eeeeee s 773
Edit RESIIICHONS SEL....ueiiiiieieiiiieiie et e e e e e e e e e e s e st e e eeeeaennnnes 773
R OIS et e e e 775
LCT=) ] Ao ) o 1= SRR 775
Gt ROIE DELAIIS .....ceeeiieeee e 776
A ROIE .t e e e e e e e e e 776
EQIt ROIE.....ceeeeeeeeee ettt e e ettt e e e e et e e e e e e 777
DEIELE ROIE .ttt 777
Edit User ROIE ASSIGNMENT........uueiiiiiiiiiiiii it a e e ee e e e e e nnees 778
Get List Of All PEIMISSIONS ...vveeeiiiiiiiiiiie e e e sttt e e s s setee e e e e s et ee e e e e e e nnenteneeeeeeean 778
(04 (o L= o ] [ SRR 779
SAML ID PIOVIAEIS ...ttt e e e e e e et e e e e e e e e nnbeeeeeaaeeeaannnes 781
Get List Of SAML ID PrOVIOEIS ....ueuiiiiiiieeeee ittt e e e s e sttee e e e e e snnnteeen e e e e e s nnenseneneeee s 781
Get SAML ID Provider DetallS ........uuuviiieeeiiiiiiiieeie e e e e ee e e e 783
SIMAIT SEIVEIS i 786
Get LiSt Of SMAIT SEIVEIS....ciiiiiiiiiiiiie ettt e e e e e e e 786
Get SMArt SEIVEr DELAIIS .....cccoiiiiiiii e 789
A SIMAIT SEIVET ...t e e e et e e e e e s et eeeeaeeeeaannes 789
PAGE NISTOMY .ttt 792
View Encrypted Smart Server PasSWOrd.........ccueveeeiieiiiiiiiiiiecieee e 792
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67.5 BUIID SMAIT SEIVET ....eeiiiiiieiie ettt e e et e et eeeeenes 792
67.6 EdIt SIMAIT SEIVET ...ttt e et e e et e e e abeeeeeanes 793
67.7 Change SMart SEIVEr OWNET........c.uuviiiiieeeieiiiiiee et e e e s s ee e e e e s s et e e e e e e e s ananreareaaeaen 794
67.8 MIGrate SIMAIT SEIVET ....ciiiiiii ittt e e st e e s b e e e e 795
67.9 DElEIE SMAIT SEIVET ....eeeiiieeei ettt e e e e et e e e e e s e st eeeeeeeaannnnes 796
67.10  StArt UP SMAMT SEIVEN ..ccoiiiiiiiiiiiie ettt 796
B67.11  REDOOL SMAI SEIVEN ..ottt e e e e e et e e e e e e e nnreeeeeas 797
67.12 Reboot Smart SErver in RECOVETY ........cciiii ittt 797
67.13  SUSPENA SIMAIT SEIVET .. ..eiiiiiiiieei ittt 798
67.14  UNSUSPENT SMAIT SEIVEL ... .uuiiiiiiee e i ittt e e s et ee e e e e s e a e e e e e asta e aeeeeaesnsnreaeees 798
67.15  UNIOCK SMAI SEIVET ....iiiiieiiiiie ettt ettt e et e e enbee e e e nees 798
67.16  ShUt dOWN SIMAI SEIVET ...cceiiiiiiiei ittt e e snbee e e s 799
B7.17  STOP SMAIT SEIVEL .uiiiiiiiiieiiii ettt e et e et e e e aa b e e e e et eeababnaeeeaees 799
67.18  Open SMart SEIVEr CONSOI.......ccciiiiiiiiie et e e et e e e e e e e e e e s e ennrraeees 799
67.19  Smart SErver AUIOSCAlING .. .uvuviriieee it cr e e s e e e e e e e e e e e e e e e ennrraeees 800
67.19.1 Get the List of Autoscaling Rules for SmMart SEIVEr ..........ccoociiieiieeiiieiiieieee e 800
67.19.2 Create AUtoscaling RUIE TOF SS ......iiiiiiiiiei e 801
67.19.3 Edit AUtosCaling RUIE fOr SS ... 801
67.19.4 Delete AULOSCAIING RUIE. ..ottt 801
67.20 Smart Server Billing STatiSTICS.....uuuuuuriuiiiiiiiiiiii s 802
67.21 Search Smart Servers by Label ... 806
67.22 Get Smart Server CPU Usage STatiSHiCS ......uuuuuuuuuiiiiiiiiii s 806
B67.23  RESIZE SMAIT SEIVE ..o iiiiiiteiee ettt e e e et e e e e e aaebe e es 807
67.24  Add/Edit Admin/User Note for Smart SEIVErS..........cuoiiiiiiiiiiiiiieeee e 808
68 SOTIWAIE LICEINSES ...t ee ettt e e e et e e e e e e et e e e e e e e annenes 810
68.1 Get List Of SOftWare LICENSES .....c..uviiiiiieee ettt e et a e e 810
68.2 Get Software LiICENSE DEtailS..........uuuiiiiieeiiiiiiie it 810
68.3 Add SOfIWAIE LICENSE ...oiiieiie ittt e e e e e e s s e e e e e e eennnnes 811
68.4 Edit SOftWAIE LICENSE ...eeiiieeeiiiiiiiiie ettt e e e e e e e s s st eeeeaeeeeennnnes 812
68.5 Delete SOftWAre LICENSE ...ccceii ettt e e e e s ee e e e e e e e nnnnes 813
69 SSH KBY S ittt 814
69.1 Gt LiSt Of SSH KBYS ..eiiiiiiiiiiiiiiiiie ettt ae e e eaaseeseseannennees 814
69.2 A SSH KBY ..ottt e e e a e e e 814
69.3 EQit SSH KBY ..ttt ettt e e e e e e e nae 815
69.4 Delete SSH KEY ...ttt a e e 815
70 RS = L] € oSO 817
70.1 USAQE TreNdS SEALISTICS ....vveeeiiiieie ittt e et e et eeeanes 817
70.2 CloUd USAQE StALISICS .. eeiiuveeeeiiiiiiee ittt e e 818
71 Storage Server BaCKUPS ..oooov e 820
71.1 Get All Storage Server Backups DetailS ........ccoiiuiiiiiiiiiiiiiiiie e 820
71.2 Get Normal Storage Server Backups DetailS .........ccovvviiiiiiiiiiiiiiiciiieee e 822
71.3 Get Incremental Server Backups DetailS..........ocuviiiiiiiiiiiiiiiicicc e 823
71.4 Add Backup fOr StOrage SEIVET ... s 825
71.5 Add/Edit Storage Server Backup NOE ........ccooiiiiiiiiiiiicicccccecce e 827
71.6 Restore Storage Server Backup ..o 828
72 System CONFIGUIALTION ...oviiiiiiiiiiiiie et e e e r e e e e e s s eanbr e e eeeeaennnnes 829
72.1 View System CONFIQUIATION ........ciiiiiiiiieii et 829
7 T R - To [ 4 1] (o] VPRSP OPTPPPRPT 837
72.2 Edit System ConfiguIation ............eeiiiiiiiie e 840
T2.2.1  PAOE NISTOMY ittt et 849
73 Y C VLo =3 Ao o o 1SR 853
73.1 Get List Of SErviCe AQO-0NS .....coiiiiiiiieiie et 853
S T O R - To [ 1 1] (o VTP RSP OPTPPRPT 854
73.2 Get Service Add-0N DetailS.........ocuuiiiiiiiiii e 854
ST R - To [ o 1] (o] VPP P PSP PPRRT 855
73.3 Create ServiCe AU-0N........ciii ittt e et e e e e e bt e eaaaea s 855
T3.3.1  PAOE NISTONY ittt 856
73.4 Edit SEIVICE AQU-0MN ...ttt e e e e e e e e e e nnne 856
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LT [ 0 TS] (o] YU UU SO PPRRR 857
Delete SErviCe AO-0N ........oiiiiiiiii et et e e e eeeeanes 857
Service Add-0N EVENTS ..ooooiiiiiiieiie ettt e e e e e e st e e e e e e e s aneees 858
Get List of Service Add-0N EVENTS ........coiiiiiiiiiiiiiee e 858
Create Service Add-on RUN RECIPE ACHION.......uuiiiieiiiiiiiieee e 859
T [ a1 S] (o] YRR TUPPRRR 859
Create Service Add-on Raise EVENt ACHON .......cuviiiiiiiiieiiiii e 859
Edit Service Add-0N EVENL.......c.uiiiiiiiiii ettt e e 860
Delete Service Add-0N EVENL.........iiiiiiiiiiiiii e e e e nnees 860
SYeT AV ToT YA [0 Rt oT o I €10 ] U1 1= RSP 862
Get List of Service Add-0N GrOUPS .......ccieiiiiiiaiiiiiieiiiie ettt 862
Get Service Add-on Group DetailS ..........ooouviiiiiiiiiiiiiiic e 864
Get Service Add-ons Attached to Service Add-0N GrouP.........occvveeiiieeeiniieeeniiieen 865
Create Service AAd-0N GIOUP .......oiiiiiiiiaiiiii ettt aaeeee s 866
Add Service Add-on to Service Add-0N GrOUP ......uevveeeeeiiiiiiieeeee e crieier e e e e s snrenee s 867
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The API enables cloud integration with third party applications. This guide is a complete
reference for all API calls and includes detailed API information, code and output examples. The
version of the guide corresponds to the latest OnApp API version. For comprehensive
instructions on previous versions, refer to corresponding guides at docs.onapp.com.

il

f
f
f

The OnApp APl is RESTful
All function calls respond to XML and JSON exchange formats
All function calls need authorization and authentication (Basic HTTP or API key)

The OnApp API is backward compatible within one major version. However, a new major
version might include changes that are not backward compatible with the previous one.
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1 AP Aut henticati on

To authenticate using HTTP Basic, just use your username/password combination. Curl
example:

curl - u user:userpass

To authenticate using API key, put your account email as a login and the key to the server as a
password.
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2 HTTP Met hods

The API uses the following HTTP methods:

GET - used for retrieving information from a particular URI
POST - used for creating new object and adding new transactions into the queue

PUT - used for altering object properties

NOTE: updated_at value is changed in PUT requests even if the request
fails.

DELETE - used for object deletion
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response codes

The API returns appropriate HTTP status codes for every request:

200 OK

204 No content

201 Scheduled
403 Forbidden
404 Not Found

422
Unprocessable
Entity

500 Internal Server
Error

503 Service
Unavailable

The request completed successfully

The request completed successfully. The 204 status is returned on
DELETE and PUT requests

The request has been accepted and scheduled for processing
The request is correct, but could not be processed.

The requested URL is incorrect or the resource does not exist. For
example, if you request to delete a user with ID {5}, but there is no such a
user in the cloud, you will get a 404 error.

The sent parameters are erroneous.

An error occurred. Please contact support.

The request cannot be handled currently, due to a temporary overloading
or maintenance of the server. This condition is temporary and the request
will be handed after a certain delay.
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nami ng

The table below represents all the existing formatting and naming conventions used in this

guide:
Convention

user:userpass

onapp.test

;id

italics
* (asterisk)

preformatted

info

note

warning

Figure 1
(lightbulb)

il

Explanation

stands for username:password
combination

stands for address, where your
Control Panel is located

stands for the resource ID.
Sometimes also: :resource_id

all the parameters are italicised
marks the required parameters

indicates request examples in XML
or JSON

Code block indicates console
requests and response examples.

An info message emphasizes or
explains the information within the
chapter.

A note message contains
information essential for the task
completion.

A warning message informs you of
something you should not do or be
cautious.

The element showing new
parameters added in the latest
release of API.

Ex
Ad

Ex

23

ample

min:123456

ample.com

currency_code

label *

GET /roles.xml

convent

-

Clicking the OFF button
performs graceful shutdown
and then powers off the VS.

The maximum length of a
Mount Point is 256
characters.

You won't be able to restore
a VS after deleting it.

= limit_type 1 hourly or monthly limit

type set for the resource

24
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5 FAQ

Q: Is it possible to enable API access via https?

A: We can enable https for your cloud, which can be used for both WebUI access and API
access. Or you can do so yourself: the Apache config file is located at:
/etc/httpd/conf.d/onapp.conf

Q: Can you create a VS on behalf of another user?

A: No. It is possible to switch VS owners, however . Refer to Change a VS owner section for
details.

Q: How are passwords stored i in plain text?

A: No, passwords are not stored in plain text. Except for a login and password combination, you
can use email + API key combination to authorize a user via the API. API keys can be
generated and changed easily on a user's profile page (as well as through the API). For security
reasons we recommend users authenticate through the API key, not the login and password.

Q: Which parameters are required, and which are optional?

A: Required parameters are marked in this guide with an asterisk *.

25


https://docs.onapp.com/display/31API/Change+VS+Owner

OnApp Cloud 5.7 - API Guide

6 OnApp 5. 7

Added
1 Added Convert OVA section
1 Added Get CPU Configuration Details for Compute Zone section
1 Added Hardware Info chapter
1 Added the following sections to the Access Control chapter:
0 Getthe List of Access Controls for Smart Server Type
0 Add Access Control for Smart Server Type
o Edit Access Control for Smart Server Type
0 Delete Resource from Access Control for Smart Server Type
0 Get List of Access Controls for Baremetal Server Type
0 Add Access Control for Baremetal Server Type
o Edit Access Control for Baremetal Server Type
o0 Delete Resource from Access Control for Baremetal Server Type
1 Added the following sections to the Rate Card chapter:
0 Getthe List of Rate Cards for Smart Server Type
0 Add Rate Cards for Smart Server Type
o Edit Rate Cards for Smart Server Type
0 Delete Resources from Rate Cards for Smart Server Type
0 Get List of Rate Cards for Baremetal Server Type
0 Add Rate Cards for Baremetal Server Type
o Edit Rate Cards for Baremetal Server Type
0 Delete Resources from Rate Cards for Baremetal Server Type
Updated
1 Moved the operating_system_arch, initial_password and initial_username parameters to
those that can be applied to OVAs in the following docs:
0 Get List of OVAs
0 Get List of System OVAs
0 Get List of Own OVAs
0 Get List of User OVAs
0 Get OVA Details
1 Added the preferences parameter and the preconfigured_servers_resource resource type
that can have the hypervisor_group_ids, data_store_group_ids and network_group_ids
parameters to the following docs:
0 Get List of Access Controls for Virtual Server Type
0 Add Access Control for Virtual Server Type
o0 Edit Access Control for Virtual Server Type
1 Added the preconfigured_servers_resource resource type that can have the price_on,

price_off and price_overused_bandwidth parameters to the following docs:

0 Get List of Rate Cards for Virtual Server Type

26


https://docs.onapp.com/display/APIM/Get+CPU+Configuration+Details+for+Compute+Zone?src=contextnavpagetreemode

OnApp Cloud 5.7 - API Guide

o Add Rate Cards for Virtual Server Type

o Edit Rate Cards for Virtual Server Type

Added the baseline_cpu_flag parameter to Update CPU Flags for Compute Zone.

1 Added the cpu_model parameter to the following docs:

o0 Get List of Compute Resources

o0 Get Compute Resource Details

1 Added the following parameters to View System Configuration and Edit System
Configuration:

0 support_help_email

0 intra_hypervisor_balance_threshold_ratio

0 inter_hypervisor_balance_threshold_ratio

o uniform_node_capacity_threshold_ratio
0 pagination_dashboard_pages_limit
Deprecated
1 Removed deprecated API requests from the following docs:

0 Removed the GET
[settings/hypervisor_zones/:hypervisor_zone_id/cpu_flags/common.xml API
reguest.

To get the extended CPU configuration details, the GET
[settings/hypervisor_zones/:hypervisor_zone_id/cpu_configuration.xml request
should be used.
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7 Add&Zabbi x Server

To add a Zabbix server to your system, use the following request:
POST /sysadmin_tools/infrastructure/zabbix_setup.xml

POST /sysadmin_tools/infrastructure/zabbix_setup.json

If you already have a Zabbix server, you can connect it to your cloud. For
more information, see Edit System Configuration.

XML Request example

curl  -i -XPOST

http://onapp.test/sysadmin_tools/infrastructure/zabbix_setup.xml -d
'<zabbix_setup><ip_address>1.2.3.4</ip_address></zabbix_set up>' -u
user:userpass - H 'Accept: application/xml' -H'Content - type:
application/xml'

JSON Request example

curl  -i -XPOST

http://onapp.test/sysadmin_tools/infrastructure/zabbix_setup.json -d
{"zabbix_setup":{"ip_address™: "1.2.3.4"}}' - U user:userpass - H 'Accept:
application/json' - H'Content - type: application/json’

Where:

ip_address - the IP address of the server on which OnApp will
automatically configure Zabbix. It can be either a physical server or
a virtual one.
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8 Al ert s

To get the list of alerts on Zombie disks, Zombie data stores, Zombie virtual servers and Zombie
transactions, use the following request:

GET /alerts.xml
GET /alerts.json

XML Output example

<?xml version="1.0" encoding="UTF -8"?>
<alerts>

<zombie_data_stores type="array"/>

<zombie_ transactions type="array"/>

<zombie_disks type="array">
<zombie_disk>/dev/[DATASTORE_IDENTIFIER]/[DISK_IDENTIFIER]</zombie_disk>
</zombie_disks>

<zombie_domains type="array">
<zombie_domain>[VM_IDENTIFIER]</zombie_domain>
</zombie_domains>

</alerts>

Explanation of the data returned:

zombie_data_stores - data stores, which are not mounted to a compute
resource

zombie_transactions - transactions, which have "running" status, but
their PIDs do not exist in the system

zombie_disks - disks, whick exist on data stores, but are not in the
database

zombie_domains - an array of zombie VSs, which are running on a

compute resource, but are not in the DB
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9 Application Servers

Application Server is a regular VS based on default CentOS template with pre-installed
additional software. This software allows you to install and have up & running various
PHP/Perl/Python frameworks (like Drupal, Joomla, Wordpress etc.) on a server using web
interface.

API requests for application servers are the same as for virtual servers, just make the following
replacement:

virtual_machines - >application_servers

Below you can find the list of operations applicable for application
servers:

Get Lis t of servers

Get server details

Get statuses for all servers

Get server status

Add server
Build server
Edit server

Change server owner

Migrate server

Set VIP status for server

Delete server

Start up server

Segregate server

Reboot server

Reboot serve  rin recovery

Suspend server

Unlock server

Unsuspend server

Shut down server

Stop server

Server autoscaling

Server billing statistics

Search server by label

Get server CPU usage s tatistics

= =4 4 -4 A4 -4 -4 -8 -4 -5 -5 -4 -4 -4 -4 -4 -4 -2 -2 -4 -2 _a _a2 -2 -2

Add/edit admin/user note for server
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9.1 Create Application Server

To create an application server, use the following request:

POST /application_servers.xml
POST /application_servers.json

XML Request example

curl -i -XPOST -H 'Accept: application/xml' -H'Content - type:
application/xml’ - U user:userpass -d
'<application_server><location_id>1</location_id><label>zaza
xml</label><hostname>zaza</hostname><domain>localdomain</domain><hyperviso
r_group_id>6< /hypervisor_group_id><hypervisor_id>2</hypervisor_id><memory>
384</memory><cpus>1</cpus><cpu_shares>1</cpu_shares><data_store_group_prim
ary_id>1</data_store_group_primary_id><primary_disk_size>5</primary_disk_s

ize><data_store_group_swap_id>1</data_store_gro up_swap_id><swap_disk_size>

1</swap_disk_size><primary_network_group_id>16</primary_network_group_id><
required_ip_address_assignment>1</required_ip_address_assignment><rate_lim

it>0</rate_limit><user_group_id>2500</user_group_id><vdc_id>192</vdc_id><d

ata_sto re_id>236</data_store_id><network_id>653</network_id><required_virt
ual_machine_build>1</required_virtual_machine_build></application_server>'

-- url http://onapp.test/application_servers.xml

JSON Request example

curl -i -XPOST -H 'Accept: application/jso n' -H'Content -type:
application/json' - U user:userpass -d
{"application_server":{"location_id":"1", "label":"zaza JSON",
"hostname":"zaza",,"domain":"localdomain" "hypervisor_group_id":"6",

"hypervisor_id":"2", "memory":"384", "cpus":"1", "cpu_shares":"1 "

"data_store_group_primary_id":"1", "primary_disk_size":"5",
"data_store_group_swap_id":"1", "swap_disk_size":"1",
"primary_network_group_id":"16", "user_group_id":"2500", "vdc_id":"192",
"data_store_id":"236", "network_id":"653",

"required_ip_address_a ssignment™:"1", "rate_limit":"0",
"required_virtual_machine_build":"1"}}' -- url
http://onapp.test/application_servers.json

XML Output example

<application_server>
<add_to_marketplace nil="true"/>
<admin_note nil="true"/>
<allowed_hot_migrate type=" boolean">true</allowed_hot_migrate>
<allowed_swap type="boolean">true</allowed_swap>
<booted type="boolean">false</booted>
<built type="boolean">false</built>
<cores_per_socket type="integer">0</cores_per_socket>
<cpu_shares type="integer">1</cpu _shares>
<cpu_sockets nil="true"/>
<cpu_threads nil="true"/>
<cpu_units type="integer">10</cpu_units>
<cpus type="integer">1</cpus>
<created_at type="datetime">2015 - 06- 23T15:33:36+03:00</created_at>
<customer_network_id nil="true"/>
<deleted_ at nil="true"/>
<domain>localdomain</domain>
<edge_server_type nil="true"/>
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<enable_autoscale nil="true"/>

<enable_monitis nil="true"/>

<firewall_notrack type="boolean">false</firewall_notrack>
<hostname>zaza</hostname>

<hot_add_cpu nil="true ">

<hot_add_memory nil="true"/>

<hypervisor_id type="integer">2</hypervisor_id>

<id type="integer">411</id>
<identifier>th6s00085zqig2</identifier>
<initial_root_password_encrypted

type="boolean">false</initial_root_password_encrypted>

<instan ce_package_id nil="true"/>
<iso_id nil="true"/>
<label>zaza xmi</label>

<local_remote_access_ip_address>10.0.24.32</local_remote_access_ip_address

>

<local_remote_access_port nil="true"/>
<locked type="boolean">true</locked>
<memory type="intege r'>384</memory>
<min_disk_size type="integer">5</min_disk_size>
<note nil="true"/>
<operating_system>linux</operating_system>
<operating_system_distro>rhel</operating_system_distro>
<preferred_hvs type="array"/>
<recovery_mode nil="true"/>
<r emote_access_password>Re044gmSyF92</remote_access_password>
<service_password nil="true"/>
<state>building</state>
<storage_server_type nil="true"/>
<strict_virtual_machine_id nil="true"/>
<suspended type="boolean">false</suspended>
<template_i d type="integer">155</template_id>
<template_label>CentOS 6.6 x64 ApplicationServer</template_label>
<time_zone nil="true"/>
<updated_at type="datetime">2015 - 06- 23T15:33:41+03:00</updated_at>
<user_id type="integer">1</user_id>
<vip nil="true"/>
<xen_id nil="true"/>
<ip_addresses type="array">
<ip_address>
<address>69.168.237.56</address>
<broadcast>69.168.237.255</broadcast>
<created_at type="datetime">2015 - 05- 14T12:19:08+03:00</created_at>
<customer_network_id nil ="true"/>
<disallowed_primary type="boolean">false</disallowed_primary>
<gateway>69.168.237.1</gateway>
<hypervisor_id nil="true"/>
<id type="integer">340</id>
<ip_address_pool_id nil="true"/>
<network address>69.168.237 .0</network_address>
<network_id type="integer">3</network_id>
<pxe type="boolean">false</pxe>
<updated_at type="datetime">2015 - 06- 23T15:33:37+03:00</updated_at>
<user_id nil="true"/>
<free type="boolean">false</free>
<netmask>255.255.255.0</netmask>
</ip_address>
</ip_addresses>
<monthly_bandwidth_used>0</monthly_bandwidth_used>
<total_disk_size type="integer">6</total_disk_size>
<price_per_hour type="float">769.0</price_per_hour>
<price_per_hour_powered_of f

type="float">384.01</price_per_hour_powered_off>

<support_incremental_backups

type="boolean">true</support_incremental_backups>
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<cpu_priority type="integer">1</cpu_priority>
</application_server>

Where:

add_to_marketplace T true, if the serveris added to marketplace. The
default value is "false". This parameter is for CDN servers only.

admin_note - administrator comment for the VS

allowed_hot_migrate I true if hot migration is allowed, otherwise

false

allowed_swap 1 true if swap is allowed, otherw ise false

booted - true, if the VS is boothed, otherwise false

built - true, if the VS is built, otherwise false

cpu_shares - the percentage of allocated CPU priority resource
cpu_sockets - the amount of CPU sockets per core. This parameter can
be set for KVM compute resources only by those users who have Enable
CPU topology permission granted

cpu_threads - the amount of CPU threads per core. This parameter can
be set for KVM compute resources only by those users who have Enable

CPU topology permission granted

cpu_units - the amount of CPU units per core if the CPU priority is

replaced with CPU units in a bucket.

cpus - number of CPUs assigned to the VS

created_at i the date when the VS was created in the
[YYYY][MM][DD]T[hh][mm][ss] format

updated_at i1 the date when the VS was updated in the
[YYYY][MM][DD]T[hh][mm][ss] format

customer_network_id - ID of the customer network

domain - specify the domain for this VS. The default value is

localdomain. This parameter is not applicable for Windows virtual

serve Trs.

edge_server_type - type of the CDN edge server. This parameter is for
CDN servers only.

enable_autoscale 0 true if autoscaling is allowed for this VS
enable_monitis - deprecated attribute

firewall notrack - parameter for adding firewall rules. It is t rue for
edge servers only.

hostname - VS hostname

hypervisor_id i the ID of the compute resource, on which the server is
deployed

hypervisor_group_id i the ID of the compute zone, on which the server
is deployed

id 1 the VS ID in OnApp CP database

identifier i the VS identifier

instance_package_id - ID of the instance package
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iso_id - ID of the ISO you want to use

label - wuser -friendly VS description

local_remote_access_ip_address - IP address for remote connection
local_remote_access_port - port for remote connection

locked - true if the VS is locked; otherwise false

memory - the RAM size allocated to this VS

min_disk_size & the minimum disk size required to build a VS from a
specified template

note - optional note
operating_system & operating sys tem used by the VS

operating_system_distro o the distribution of the OS from which this
VS is built

preferred_hvs - the array of preferable compute resources based on
compute zone that meet some VS configuration settings

rate_limit - the port speed. The m inimum recommended speed is 10Mbps
(if allowed by your bucket)

recovery_mode - true if recovery mode allowed, otherwise false
remote_access_password o8 the password for the remote access
service_password - password of a service user

state T application server state

storage_server_type - set http or streaming server type.

strict_virtual_machine_id - the ID of a virtual machine that will
never reside on the same compute resource with this VS

suspended - true if VS is suspended, otherwise fal se
template_id - the ID of the template the VS is based on
template_label - the name of the template from which this VS is built
time_zone 1 the time zone of the user

user_id 0 the ID of a user assigned to this VS

vip 0 true if the VS has VIP status (gives migration priority)

xen_id 08 the VS ID set by the virtualization engine

ip_addresses - an array of IP addresses with the following parameters:

1 address - IP address

1 broadcast - broadcast address

I created_at - the date when the IP address was created in the
[YYYY][MM][DD]T[hh][mm][ss]Z format

1 customer_network_id - ID of the customer network which will be
used for this blueprint

1 disallowed_primary - true if not allowed to be used as primary (for
VS build), ot herwise false

1 ogateway - gateway address

1 hypervisor id - the ID of the compute resource

T id - theID of the IP address
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1 ip_address_pool _id - ID of the IP address pool to the IP address
belongs to

1 network_address - the address of the network

1 network id - the ID of the network

1 pxe - true, if this compute resource address can be used for
cloudbooting a compute resource

1 updated_at - the date when the IP address was updated in the
[YYYY][MM][DD]T[hh][mm][ss]Z format

M user_id - the D of a user associated with this IP address

1 free - true if free, otherwise false

1 netmask - netmask for the IP address
monthly_bandwidth_used - VS monthly bandwidth in KB
total_disk_size - total VS disk size

price_per_hour - server's price per hour

price_per_hour_powered_off - price per hour when server is powered off

support_incremental_backups - 1, if virtual server supports incremental backups, and O if it does

not

cpu_priority - this is a new parameter reserved for further use; currently will have the same
value as cpu_shares

9.1.1 Page History
v.5.4

1 Added domain parameter
v.4.2

1 Removed initial_root_password and initial_root_password_encrypted parameters as they
are not required and skipped when creating an application server
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100Apps for Application Servers

An application is a piece of software that brings additional features into the basic functionality.
OnApp allows you to deploy a wide range of applications by means of additional software. To
install different applications on your cloud, you shoud create an Application Server. An
application server is a regular VS based on CentOS but with pre-installed software. Application
Servers allow you to install various applications (like Drupal, Joomla, Wordpress etc.) on a
server using web interface.

10.1Get List of All Installed Applications

To get the list of all installed applications, use the following request:
GET /application_servers/:application_server_id/applications.xml
GET /application_servers/:application_server_id/applications.json
XML Request example

curl -i -XGET -uuseriuse rpass - H 'Accept: application/xml' -H'Content -
type: application/xml' - url
http://onapp.test/application_servers/:application_server_id/applications.
xml'

JSON Request example

curl -i -XGET -uuser.userpass - H 'Accept: application/json’ -H
'‘Content - type: application/json’ - url
http://onapp.test/application_servers/:application_server_id/applications.
json’

XML Output example

<applications type="array">

<application>

<admin_ url>http://109.1.125.2/wp/wp - admin/</admin_url>
<application_type>WordPress</application_type>

<errors type="array"/>

<id>26_74947</id>
<software_url>http://109.1.125.2/wp</software_url>
<software_version>4.2.2</software_version>

</application>

</applicati ons>

Where:

admin_url - this URL is a link for administrator, where they can enter
credentials to log into application

application_type - the name of application

id - the ID of an application

software_url - this URL is a link to the application itself
software_version - the version of the application software installed
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10.2Get List of All Available for Installation Applications

To get the list of all applications, available for installation, use the following request:

GET

/application_servers/:application_s erver_id/applications/available.xml
GET

/application_servers/:application_server_id/applications/available.jso

n

XML Request example

curl  -i -XGET -uuser.userpass - H 'Accept: application/xml’ -H'Content -
type: application/xml' - url

http://onapp.test/app lication_servers/:application_server_id/applications/

available.xml'

JSON Request example

curl -i -XGET -uuser.userpass - H 'Accept: application/json’ -H'Content -
type: application/json’ - url
http://onapp.test/application_servers/:application_server_id/applications/

available.json’

XML Output example

<applications type="array">

<application>

<category>cms</category>

<description>

Zikula is a Web Application Toolkit, which allows you to run imp ressive
websites and build powerful online applications.

</description>

<name>Zikula</name>

<script_id>1</script_id>

<software_version>1.3.9</software_version>

</application>

<application>

<category>forums</category>

<description>The most widely used Open Source forum solution</description>
<name>phpBB</name>

<script_id>2</script_id>

<software_version>3.1.4</software_version>

</application>

<application>...</application>

</applications>

Where:

category - the category, to which an application refers (for e xample -
cms,forums, blogs, frameworks etc.)

description - the short description of main application features
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name - the standard name of an application

script_id - the ID of an application in the list of all applications,
available for installation

softw are_version - the version of application software

10.3Get Application Attributes

To get attributes required for installation of an application and their default values, use the
following request:

GET /application_servers/:application_server_id/script/script_i d.xml
GET /application_servers/:application_server_id/script/script_id.json

XML Request example

curl  -i -XGET - uuser:password - H 'Accept: application/xml' -H'Content -
type: application/xml' - url

http://onapp.test/application_servers/:application_server_ id/script/script
_id.xml

JSON Request example

curl -i -XGET -uuser:password - H 'Accept: application/json’ -H'Content -
type: application/json’ - url
http://onapp.test/application_servers/:application_server_id/script/script

_id.json

Where:

script_id - the ID of an application in the list of all applications,
available for installation. List of all available scripts can be

extracted using request from the Get List of All Available for
Installation Applications section. In this request you will get the
following parameters:

category - the category, to which an application refers (for example -
cms,forums, blogs, frameworks etc.)

description - the short description of main application features
name - the standard name of an application

script_id - the ID of an application in the list of all applications,
available for installation

software_version - the version of application software

10.4Install Application

To install application:
POST /application_servers/:applicat ion_server_id/applications.xml

POST /application_servers/:application_server_id/applications.json
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XML Request example

curl  -i -XPOST - u user.userpass
http://onapp.test/application_servers/:application_server_id/applications.
xml - H'Accept: application/xml ' -H'Content - type: application/xml' -d

‘<application><script_id>1</script_id><softdirectory>XML_Zikula</softdirec
tory><admin_username>admin</admin_username><admin_pass>pass</admin_pass><a
dmin_email>user@onapp.com</admin_email></application>'

JSON Reques t example

curl -i -XPOST -u user.userpass
http://onapp.test/application_servers/:application_server_id/applications.
json - H 'Accept: application/json’ -H 'Content - type: application/json’ -d

‘{"application": {"script_id": "1", "softdirectory": "Zikula1000"
"admin_username™: "admin", "admin_pass": "pass", "admin_email":
"user@onapp.com"}}’

Where:

script_id - the ID of an application in the list of all applications,
available for installation.

softdirectory - the directory where an application will be stored. The
label of the directory should contain only lowercase characters.

The following parameters depend on the type of an application:

admin_username - the username of an administrator, who wants to
insta |l an application

admin_pass - the password of an administrator, who wants to install an
application

admin_email - the email of an administrator, who wants to install an
application

Parameters are different for every application. All the parameters that are
required for successful installation of the application can be retrieved via the
Get Application Attributes API call. Put extracted parameters inside
<application> </application> parameter.

10.5Back Up Application

To back up an application:

POST

/application_servers/:application_server_id/applications/:id/backup.xm
I

POST

/application_servers/:application_server_id/applications/:id/backup.js
on
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XML Request example

curl  -i -XPOST - H 'Accept: application/xml' -H'Conten t - type:
application/xml' - U user:password - url
http://onapp.test/application_servers/:application_server_id/applications/
:application_id/backup.xml -d
'<backup><application_id>1_31528</application_id><backup_directory>1</back
up_directory><backup_database> 1</backup_database><note>xml
backup</note></backup>"'

JSON Request example

curl  -i -XPOST - H 'Accept: application/json’ -H'Content - type:
application/json' - u user:password - url
http://onapp.test/application_servers/:application_server_id/applications/
:application_id/backup.json - d {"backup": {"application_id": "1_23728",

"backup_directory": "1", "backup_database": "1", "note": "json backup"} }'

Where:
application_id - the ID of an application
backup_directory - set 1 to back up directory, otherwise set 0
backup_data_directory - set 1 to back up data directory, otherwise
set0
backup_database - set 1 to back up database, otherwise set 0
note - a back up note (optional p arameter)

Parameters backup_directory, backup_database can be used with any
value (for example, "1" or "true") to back up a corresponding thing. Do not
include a parameter in order not to back up particular part of an application.

10.6Delete Application

To delete an application:

DELETE
/application_servers/:application_server_id/applications/:id.xml

DELETE
/application_servers/:application_server_id/applications/:id.json

XML Request example

curl -i -XDELETE - H 'Accept: application/xml' - H'Content - type:

app lication/xml' - u user:password -- url
http://onapp.test/application_servers/:application_server_id/applications/

fid.xml -d

'<application><application_id>1_31528</application_id><remove_directory>1<
/remove_directory><remove_database>1</remove_database><remov e_database_use
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r>1</remove_database_user></application>'

JSON Request example

curl -i -XDELETE - H 'Accept: application/json’ -H'Content - type:
application/json' - u user:password - url
http://onapp.test/application_servers/:application_server_id/applicati ons/
;id.json - d '{"application": {"application_id"; "1_23728",
"remove_directory": "1", "remove_database": "1", "remove_database_user":
lllll} }l
Where:
application_id - the ID of an application
remove_database_user - set 1 to remove database user, otherwi se set0
remove_database - set 1 toremove database, otherwise set 0
remove_directory - set 1 to remove directory, otherwise set 0
remove_data_directory - set 1 to remove data directory, otherwise set

0

10.7Get List of All Application Backups

To get the list of all backups taken for this particular application server, use the following
request::

GET
/application_servers/:application_server_id/applications/backups.xmi

GET
/application_servers/:application_server_id/applications/backups.json

XML Request example

curl -i -XGET -uuser.userpass - H 'Accept: application/xml' -H'Content -
type: application/xml' -- url
http://onapp.test/application_servers/:application_server_id/applications/

backups.xml’

JSON Request example

curl -i -XGET -uuser:userpass - H 'Accept: application/json’ -H'Content -
type: application/json’ - url
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http://onapp.test/application_servers/:application_server_id/applications/
backups.json’

XML Output example

<backups type="array">

<backup>

<application_id>123_70977</application_id>
<application_type>Codelgniter</application_type>
<backup_note>Code Igniter Backup #1</backup_note>
<identifier>475d8fd0e008941b19c9819d8dc8a410</identifier>
<software_url>http://109.123.125.26/igniter</software_url>
<software_version>3.0.0</software_version >
<size>1.369 MB</size>

</backup>

<backup>

<application_id>123_70977</application_id>
<application_type>Codelgniter</application_type>
<backup_note>Code Igniter Backup #1</backup_note>
<identifier>7d0c93305dc816282e17e432903e33eb</identifier>
<software_url  >http://109.123.125.26/igniter</software_url>
<software_version>3.0.0</software_version>

<size>1.369 MB</size>

</backup>

<backup>...</backup>

</backups>
Where:
application_id - the ID of the application, which was backed up
application_type - the name of the application, which was backed up
backup_note - the note, that was written during backup creation
identifier - identifier of the application backup
software_url - this URL is a link to application itself
software_version - the version of application software
size - backup size

10.8Restore Application Backup

To restore application backup:

POST
/application_servers/:application_server_id/applications/backups/:iden
tifier/restore.xml

POST
/application_servers/:application_serve r_id/applications/backups/:iden
tifier/restore.json

XML Request example

42



OnApp Cloud 5.7 - API Guide

curl -i -XPOST -H 'Accept: application/xml' -H'Content - type:
application/xml’ - U user:userpass - url
http://onapp.test/application_servers/:application_server_id/applications/

:applic  ation_id/backups/:identifier/restore.xml -d

'<backup><restore_directory>1</restore_directory><restore_database>1</rest
ore_database></backup>'

JSON Request example

curl -i -XPOST -H 'Accept: application/json’ -H'Content - type:
application/json' -uuser. userpass -- url
http://onapp.test/application_servers/:application_server_id/applications/
:application_id/backups/:identifier/restore.json - d '{"backup":

{"restore_directory": "1", "restore_database": "1"} }'

Where:

restore_directory - set 1 to restore di rectory, otherwise set 0
restore_database - set 1 to restore database, otherwise set 0
identifier - identifier of the application backup. It can be found
using the Get List of All Application Backups request.

10.9Remove Application Backup

To remove application backup:

DELETE
/application_servers/:application_server_id/applications/backups/:iden
tifier/destroy.xml

DELETE
/application_servers/:application_server_id/applications/backups/:iden
tifier/destroy.json

XML Request ex ample

curl -i -XDELETE - u user:userpass - url
http://onapp.test/application_servers/:application_server_id/applications/
backups/:identifier/destroy.xml - H'Content - type: application/xml’ -

H'Accept: application/xml'

JSON Request example

curl -i -XDELETE - u user:userpass - url
http://onapp.test/application_servers/:application_server_id/applications/
backups/:identifier/destroy.json - H'Content - type: application/json’ -

H'Accept: application/json’

Where:
identifier - identifier of the application backup. It can be found
using the Get List of All Application Backups request.
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10.10 System Applications

There are system applications within an application server. You can install or switch PHP
versions by means of system applications.

10.10.1 Get List of System Applications

To get the list of system applications, use the following request:
GET /application_servers/:application_server_id/system_apps.xml
GET /application_servers/:application_server_id/system_apps.json

XML Request example

curl -i -XGET -uuser.userpass - H 'Accept: application/xml’ -H'Content -
type: application/xml' - url
http://onapp.test/application_servers/:application_server_id/system_apps.x

ml'

JSON Request example

curl -i -XGET -uuser.userpass - H 'Accept: application /json' -H'Content -
type: application/json’ - url
http://onapp.test/application_servers/application_server_id/system_apps.js

on

XML Output example

<system_apps type="array">
<system_app>
<api_name>php54</api_name>
<default type="boolean">true</default>
<id>2</id>

<installed type="boolean">true</installed>
<name>PHP 5.4</name>
<version>5.4.45</version>
</system_app>
<system_app>...</system_app>
</system_apps>

Where:
api_name - the API name of a system application
id - the ID of a system application

name - the name of a system application

version - the version number of a system application

10.10.2 Install System Application

To install a system application:
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PUT
/application_servers/:application_server_id/system_apps/system_app_id/
install.xml

PUT
/application_ser vers/:application_server_id/system_apps/system_app_id/
install.json

XML Request example

curl  -i -XPUT -uuser.userpass
http://onapp.test/application_servers/:application_server_id/system_apps/s
ystem_app_id/install.xml - H 'Accept: application/xml’ -H'Conte nt -type:
application/xml'

JSON Request example

curl -i -XPUT -uuser.userpass
http://onapp.test/application_servers/:application_server_id/system_apps/s
ystem_app_id/install.json - H 'Accept: application/json’ -H'Content - type:
application/json'

Where:

application_server_id* - the ID of an application server where you
want to install a system application

system_app_id* - the ID of the system application which you want to
install

You can get system application ID with the Get List of System Applications
API request.

10.10.3 Switch PHP Version

To switch a PHP version:

PUT /application_servers/:id/settings/switch_php_version.xml
PUT /application_servers/:id/settings/switch_php_version.json

XML Request example

curl -i -XPUT -uuser.userpass
http://onapp.test/application_servers/:id/settings/switch_php_version.xml
- H 'Accept: application/xml' -H 'Content - type: application/xml' -d

'‘<php_version>php55</php_version>'

JSON Request example

curl  -i -XPUT -uuser.us erpass
http://onapp.test/application_servers/:id/settings/switch_php_version.json
- H 'Accept: application/json’ -H'Content - type: application/json' -d
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{"php_version":"php55"}'

Where:

php_version* - the name of PHP version to which you want to switch

10.10.4 Uninstall System Application

To uninstall a system application:

PUT
/application_servers/:application_server_id/system_apps/system_app_id/
uninstall.xml

PUT
/application_servers/:application_server_id/system_apps/system_app_id/
uninstall.json

XML Request example

curl -i -XPUT -uuser.userpass
http://onapp.test/application_servers/:application_server_id/system_apps/s
ystem_app_id/uninstall.xml - H 'Accept: application/xml’ -H'Content - type:
application/xml’

JSON Request example

curl -i -XPUT -uuseriuser pass
http://onapp.test/application_servers/:application_server_id/system_apps/s
ystem_app_id/uninstall.json - H 'Accept: application/json’ -H'Content -

type: application/json’

Where:

application_server_id* - the ID of an application server where you
wantt o uninstall a system application

system_app_id* - the ID of the system application which you want to
uninstall

You can get system application ID with the Get List of System Applications
API request.

46




OnApp Cloud 5.7 - API Guide

10.11 Domains

This section contains the API requests you can apply to manage Application Server domains.

10.11.1 Get List of Domains

To get the list of application server domains, use the following request:

GET /application_servers/:application_server_id/domains.xml
GET /applic  ation_servers/:application_server_id/domains.json

XML Request example

curl -i -XGET -uuser.userpass - H 'Accept: application/xml’ -H'Content -
type: application/xml’ - url
http://onapp.test/application_servers/:application_server_id/domains.xml'

JSON Request example
curl -i -XGET -uuser.userpass - H 'Accept: application/json’ -H'Content -
type: application/json’ - url

http://onapp.test/application_servers/:application_server_id/domains.json'

XML Output example

<domains type="array">

<domain>

<identifier >3dd0d7734983e2db8ba7677bd5b11a70</identifier>
<name>domain_name</name>
<path>/home/onapp/public_html</path>

<type>primary</type>
</domain>
<domain>...</domain>
</domains>
Where:
identifier - the domain's identifier

name - the name of the domain
path - the route to the domain folder

type - the type of the domain

10.11.2 Create Domain

To create a domain, use the following request:
POST /application_servers/:application_server_id/domains.xml

POST /application_servers/:application_server_id/domains.json

There a re several options for domain creation:

1 Addon domain creation with custom path
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1 Domain addition to an existing application

1 Creation of parked domain

10.11.2.1 Addon domain creation with custom path
XML Request example

curl -i -XPOST -u user.userpass
http://onapp.test/application_servers/:application_server_id/domains.xml -
H 'Accept: application/xml' -H'Content - type: application/xml' -d

‘<domain><path>Zikula Test</path><domain>addon.com</domain></domain>"'

JSON Request example

curl  -i -XPOST - u user.userpass
http://onapp.test/application_servers/:application_server_id/domains.json
- H 'Accept: application/json’ -H'Content - type: application/json’ -d

{"domai n": {"path": "ZikulaTest","domain": "addon.com"}}'

Where:
domain - specify the name of the domain

path - indicate the route to domain folder

10.11.2.2 Domain addition to an existing application
XML Request example

curl -i -XPOST -u user:.userpass
http://onapp.test/application_servers/:application_server_id/domains.xml
'Accept: application/xml’ - H'Content - type: application/xml' -d

‘<domain><domain>existed.com</domain><application_id>None</application_id>
</domain>"'

JSON Request example

curl -i -XPOST -u user:userpass
http://onapp.test/application_servers/:application_server_id/domains.json
'Accept: application/json’ -H'Content - type: application/json’ -d
{"domain": {"domain": "existed.com"”,
"application_id": nul i}y
Where:

domain - the name of the domain

application_id - the ID of an application to which you want to add the domain

10.11.2.3 Creation of parked domain
XML Request example
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curl -i -XPOST -u user.userpass
http://onapp.test/application_servers/:application_server_id/domains.xml
'Accept: application/xml' -H'Content - type: application/xml' -d

‘<domain><domain>parked.com</domain><application_id>Null</application_id><
/domain>'

JSON Request example

curl -i -XPOST -u user.userpass
http://onapp.test/application_servers/:application_server_id/domains.json
'‘Accept: application/json’ -H'Content - type: application/json’ -d
{"domain"; {"domain"; "parked.com"”,
"application_id": null} ¥
Where:

domain - the name of the domain

10.11.3 Delete Domain

To delete a domain:

DELETE
/application_servers/:application_server_id/domains/:domain_identifier
xml

DELETE
/application_servers/:application_server_id/domains/:domain_identifier
.json

XML Request example
curl -i -XDELETE - H 'Accept: application/xml' - H'Content - type:
application/xml' - U user:userpass - url

http://onapp.test/application_servers/:application_server_id/domains/:doma
in_identifier.xml

JSON Request example

curl -i -XDELETE -H'Accept : application/json' -H'Content - type:
application/json’ - U user:userpass - url
http://onapp.test/application_servers/:application_server_id/domains/:doma
in_identifier.json

Where:

domain_identifier - the identifier of the domain you want to delete.

You can check identifier of the required domain with GET method:
GET /application_servers/:application_server_id/domains.xml
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GET /application_servers/:application_server_id/domains.json

10.12 FTP Users

This section contains the API requests you can apply to manage FTP users.

10.12.1 Get List of FTP Users

To get the list of FTP users, use the following request:

GET /application_servers/:application_server_id/ftp_users.xml
GET /application_servers/:application_server_id/ftp_users.json

XML Request example

curl -i -XGET -uuser.userpass - H 'Accept: application/xml’ -H'Content -
type: application/xml' - url
http://onapp.test/application_servers/:application_server_id/ftp_users.xml

JSON Request example
curl -i -XGET -uuser:userpass - H 'Accept: application/json’ -H'Con tent -
type: application/json’ -- url

http://onapp.test/application_servers/:application_server_id/ftp_users.jso
n

XML Output example

<?xml version="1.0" encoding="UTF -8"?>
<ftp_users type="array">
<ftp_user>
<identifier>eb9baa2fdc5043e4535a17862e5f2a b5</identifier>

<login>onapp</login>
<path>/home/onapp</path>
<usage type="integer">0</usage>
</ftp_user>
<ftp_user>
<identifier>0fd3345dcc4b4c20b46f8ee33f52ba75</identifier>
<login>test_onapp.test</login>
<path>/home/onapp/www/ test</path>
<usage type="integer">0</usage>
</ftp_user>
<ftp_user>...</ftp_user>
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</ftp_users>

| Where:

identifier - the user's identifier
login - the user's login name

path - the route to FTP folder

usage - the amount of FTP folder space, used by this user (in MB)

10.12.2 Create FTP User

To create an FTP user, use the following request:

POST /application_servers/:application_server_id/ftp_users.xml
POST /application_servers/:application_server_id/ftp_users.json
XM Request example

curl  -i -XPOST - u user.userpass
http://onapp.test/application_servers/:application_server_id/ftp_users.xml

'Accept: application/xml’ - H'Content - type: application/xml' -d
'<ftp_user><password>1234</password><password_confirmation>1234</p assword_
confirmation><login>login364</login><path>www/usr2</path></ftp_user>'

JSON Request example

curl -i -XPOST -u user.userpass
http://onapp.test/application_servers/:application_server_id/ftp_users.jso
n ‘Accept: application/json' -H'Content -type:a pplication/json’ -d

{"ftp_user": {"password": "1234", "password_confirmation": "1234",
"login": "login364", "path™: "www/usr2"}}'

Where:

password - create user's password

password_confirmation - enter user's password one more time
login - provide user's login name

path - indicate the route to FTP folder

10.12.3 Delete FTP User

To delete an FTP user:

DELETE

/application_servers/:application_server_id/ftp_users/:ftp_user_identi
fier.xml

DELETE

/application_servers/:application_server_id/ftp_users/:ftp_user_identi
fier.json

XML Request example
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curl -i -XDELETE - H 'Accept: application/xml' -H'Content - type:
application/xml’ - U user:userpass -- url
http://onapp.test/application_servers/:application_ server_id/ftp_users/:ft

p_user_identifier.xml

JSON Request example

curl -i -XDELETE - H 'Accept: application/json’ -H'Content - type:
application/json' - U user:userpass - url
http://onapp.test/application_servers/:application_server_id/ftp_users/:ft

p_user_ identifier.json

Where:
ftp_user_identifier - the identifier of the user you want to delete.

You can check identifier of the required FTP user with GET method:
GET /application_servers/:application_server_id/ftp_users.xml
GET /application_servers/:application_server_id/ftp_users.json

10.13 Databases

This section contains the API requests you can apply to manage databases available for your
Application Server.

10.13.1 Get List of Databases

To get the list of databases, use the following request:

GET /application_servers/:application_server_id/databases.xml

GET /application_servers/:application_server_id/databases.json

XML Request example
curl -i -XGET -uuser:userpass - H 'Accept: application/xml' -H 'Content -
type: application/xml' - url

‘http://onapp.test/application_servers/:application_server_id/databases.xm
||

JSON Request example
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curl -i -XGET -uuser.userpass - H 'Accept: application/json’ -H'Content -
type: application/json’ - url

‘http://onapp. test/application_servers/:application_server_id/databases.js

on'

XML Output example

<?xml version="1.0" encoding="UTF -8"?>
<databases type="array">
<database>
<db>Testl</db>
</database>
<database>
<db>cmfsfs</db>
</database>
</databases>

Where:

db - the name of the database

10.13.2 Create Database

To create a database, use the following request:

POST /application_servers/:application_server_id/databases.xml
POST /application_servers/:application_server_id/databases.json
XML Request example

curl -i -XPOST -u user.userpass
http://onapp.test/application_servers/:application_server_id/databases.xml
- H 'Accept: application/xml’ - H'Content - type: application/xml’ -d

'<database><db>Testl</db></database>'

JSON Request example

curl -i -XPOST -uuseru serpass
http://onapp.test/application_servers/:application_server_id/databases.jso
n - H'Accept: application/json’ -H'Content - type: application/json' -d

'{"database": {"db":"Test1"}}'

Where:

db - the name of the database

10.13.3 Delete Database

To delete a database:
DELETE /application_servers/:application_server_id/databases/:db.xml
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DELETE /application_servers/:application_server_id/databases/:db.json

XML Request example

curl  -i -XDELETE - H 'Accept: application/xml' -H 'Content - type:
application/xml' -uuser.us erpass - url
‘http://onapp.test/application_servers/:application_server_id/databases/:d

b.xml'

JSON Request example

curl -i -XDELETE - H 'Accept: application/json’ -H'Content - type:
application/json' - U user:userpass - url
‘http://onapp.test/application_servers/:application_server_id/databases/:d
b.json’

Where:

db- the name of the database you want to delete.

You can check name of the required database with GET method:
GET /application_servers/:application_server_id/databases.xml
GET /application_servers/:application_server_id/databases.json

10.13.4 Get List of Database Users

To get the list of database users, use the following request:
GET /application_servers/:application_server_id/database_users.xml
GET /application_serv ers/:application_server_id/database_users.json

XML Request example

curl -i -XGET -uuser:userpass - H 'Accept: application/xml’ -H'Content -
type: application/xml' - url
‘http://onapp.test/application_servers/:application_server_id/database_use

rs.xml'

JSON Request example

curl -i -XGET -uuser.userpass - H 'Accept: application/json’ -H'Content -
type: application/json’ -- url
'http://onapp.test/application_servers/:application_server_id/database_use
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rs.json'

XML Output example

<?xml version="1.0" encoding="UTF - 8"?>
<database_users type="array">
<database_user>
<name>user</name>
</database_user>
<database_user>
<name>cmfsfs</name>
</database_user>
</database_users>

Where:

name - the name of the database user

10.13.5 Get List of Users Assigned to Database

To get the list of users assigned to a certain database and their permissions, use the following
request:

GET
/application_servers/:application_server_id/databases/:.db/privileges.x
ml

GET
/application_servers/:application_server_id/database s/:db/privileges.]
son

XML Request example

curl -i -XGET -uuser:userpass - H 'Accept: application/xml' -H'Content -
type: application/xml' - url
'http://onapp.test/application_servers/:application_server_id/databases/:d

b/privileges.xml’

JSON Request examp le

curl -i -XGET -uuser:userpass - H 'Accept: application/json’ -H'Content -
type: application/json’ - url
‘http://onapp.test/application_servers/:application_server_id/databases/:d

b/privileges.json'

Where:
db - the name of the required database

XML Output example
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<?xml version="1.0" encoding="UTF -8"?>
<database_users type="array">
<database_user>

<p

rilist>

<DELETE>false</DELETE>
<SHOW_VIEW>false</SHOW_VIEW>
<HOST>localhost</HOST>

<DROP>false</DROP >
<CREATE>false</CREATE>
<CREATE_VIEW>false</CREATE_VIEW>
<EXECUTE>false</EXECUTE>
<TRIGGER>false</TRIGGER>
<INDEX>false</INDEX>
<CREATE_ROUTINE>false</CREATE_ROUTINE>
<CREATE_TEMPORARYABLES>false</CREATE_TEMPORARY_TABLES>
<LOCK_TABLES>false</LOCK_TABLES>
<REFERENCES>false</REFERENCES>
<SELECT>true</SELECT>
<INSERT>false</INSERT>
<UPDATE>false</UPDATE>
<ALTER>false</ALTER>

</prilist>
<name>test_db</name>
</database_user>
</database_users>

Where:
prilist -

the list of privileges (permissions) assigned to the

database user.

Below you can find the list of privileges:

SELECT
CREATE
INSERT
UPDATE
ALTER
DHE.ETE
INDEX

CREATE_TEMPORARY_TABLES

EXECUTE
DROP

LOCK_TABLES
REFERENCES
CREATE_ROUTINE
CREATE_VIEW

SHOW_VIEW
TRIGGER

name - the name of the database user

10.13.6 Create Database User

To create a database user, use the following request:

POST /application_servers/:a pplication_server_id/database_users.xml

POST /application_servers/:application_server_id/database_users.json

XML Request

example
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curl -i -XPOST -u user.userpass
http://onapp.test/application_servers/:application_server_id/database_user
s.xml - H'Accept: ap plication/xml' -H 'Content - type: application/xml' -d
'<database_user><name>user</name><password>pass</password></database_user>

JSON Request example
curl  -i -XPOST - u user.userpass
http://onapp.test/application_servers/:application_server_id/database_u ser
s.json - H'Accept: application/json' -H'Content - type: application/json’ -
d {"database_user": {"name": "user", "password": "pass"}}'

Where:

name - the name of the database user
The length of name should not exceed 11 characters.

password - the password for the database user

10.13.7 Assign User to Database

To assign user to a database, use the following request:

POST

/application_servers/:application_server_id/databases/:db/assign_user.

xml

POST

/application_servers/:application_server_id/databases /:db/assign_user.

json

XML Request example

curl -i -XPOST -u user:userpass
http://onapp.test/application_servers/:application_server_id/databases/:db
/assign_user.xml - H 'Accept: application/xml’ -H'Content - type:
application/xml’ -d

'<database><db_user>use r</db_user><host>localhost</host><prilist><SELECT>t
rue</SELECT></prilist></database>'

JSON Request example

curl -i -XPOST -u user.userpass
http://onapp.test/application_servers/:application_server_id/databases/:db
/assign_user.json - H 'Accept: application/json' -H'Content - type:
application/json’ - d {"database™: {"db_user": "user", "host":

"localhost", "prilist":{"SELECT":true}}}'

Where:
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db - the name of the database to which you want to assign users
db_user - the name of the database user

prilist - the list of privileges (permissions) which you want to
assign to the database user. Set “true’ to the specific privilege to
assign it to the user.

Below you can find the list of privileges:

SELECT

CREATE

INSERT

UPDATE

ALTER

DELETE

INDEX
CREATE_EMPORARY_TABLES
EXECUTE

DROP
LOCK_TABLES
REFERENCES
CREATE_ROUTINE
CREATE_VIEW
SHOW_VIEW
TRIGGER

host - indicate a host name for the database. There are several
options of host names:

1 localhost - specify this parameter to choose a local host name
1 % - spec ify this parameter to choose any host name

1 27.0.0.1 - specify any IP Address

10.13.8 Update Database User Privileges

To update a database user privileges, use the following request:

PUT
/application_servers/:application_server_id/database_users/:name/privi
leges.xm |

PUT
/application_servers/:application_server_id/database_users/:name/privi
leges.json

XML Request example

curl -i -XPUT -uuser:userpass
http://onapp.test/application_servers/:application_server_id/database_user
s/:name/privileges.xml - H 'Accept: applicat ion/xml’ -H'Content - type:
application/xml’ -d

'<database_user><db_name>label</db_name><host>localhost</host><prilist><SE
LECT>true</SELECT></prilist></database_user>'

JSON Request example

curl -i -XPUT -uuser.userpass
http://onapp.test/application_servers/:application_server_id/database_user
s/:name/privileges.json - H 'Accept: application/json’ -H'Content - type:
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application/json' - d {"database_user": {"db_name": "label", "host":
"localhost", "prilist":{"SELECT":true}}}'

Where:
db_name - the name of the database

prilist - the list of privileges (permissions) which you want to
assign to the database user. Put “true’ next to the specific privilege
to assign it to the user.

Below you can find the list of privileges:

SELECT

CREATE

INSERT

UPDATE

ALTER

DELETE

INDEX
CREATE_TEMPORARY_TABLES
EXECUTE

DROP
LOCK_TABLES
REFERENCES
CREATE_ROUTINE
CREATE_VIEW
SHOW_VIEW
TRIGGER

host - indicate a host name for the database. There are several
options of host names:

1 localhost - specify th is parameter to choose a local host name
1 % - specify this parameter to choose any host name

T 27.0.0.1 - specify any IP Address

10.13.9 Change Database User Password
To change a database user password, use the following request:

PUT
/application_servers/:application_server_id/database_users/:name/chang
e_password.xml

PUT
/application_servers/:application_server_id/database_users/:name/chang
e_password.json

XML Request example

curl  -i -XPUT -uu ser:userpass
http://onapp.test/application_servers/:application_server_id/database_user
s/:name/change_password.xml - H 'Accept: application/xml’ - H 'Content
application/xml’ -d
'<database_user><password>newpass</password></database_user>'

- type:
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JSON Request example

curl  -i -XPUT -uuser.userpass
http://onapp.test/application_servers/:application_server_id/database_user
s/:name/change_password.json - H 'Accept: application/json’ - H 'Content
type: application/json’ - d {"database_user": {"password": "newpass"}}

Where:

password - the password for the database user

10.13.10 Unassign User from Database

To unassign user from a database, use the following request:

PUT
/application_servers/:application_server_id/database_users/:name/privi
leges.xml

PUT
/applicatio n_servers/:application_server_id/database_users/:name/privi
leges.json

XML Request example

curl -i -XPUT -uuser.userpass
http://onapp.test/application_servers/:application_server_id/database_user
s/:name/privileges.xml - H 'Accept: application/xml’ -H'Cont ent - type:
application/xml’ -d

'<database_user><db_name>label</db_name></database_user>'

JSON Request example

curl -i -XPUT -uuser:userpass
http://onapp.test/application_servers/:application_server_id/database_user

s/:name/privileges.json - H 'Accept: app lication/json’ -H'Content - type:

application/json' - d {"database_user": {"db_name": "label"}}’

Where:

db_name - the name of the database

10.13.11 Delete Database User

To delete a database user:
DELETE

/application_servers/:application_server_id/database_users/:n ame.xml

DELETE
/application_servers/:application_server_id/database_users/:name.json

XML Request example

curl -i -XDELETE - H 'Accept: application/xml' - H'Content - type:
application/xml' - U user:userpass - url
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‘http://onapp.test/application_servers/:application_server_id/database_use
rs/:name.xml’

JSON Request example

curl -i -XDELETE - H 'Accept: application/json’ -H'Content - type:
application/json' - U user:userpass - url
‘http://onapp.test/application_servers [:application_server_id/database_use
rs/:name.json’

Where:
name- the name of the database user you want to delete.

You can check name of the required database user with GET method:
GET /application_servers/:application_server_id/database_users.xml
GET /application_servers/:application_server_id/database_users.json

10.14 Email Accounts

This section contains the API requests you can apply to manage email accounts for domains.

10.14.1 Get List of Email Accounts

To get the list of email accounts, use the following request:

GET /application_servers/:application_server_id/email_accounts.xml
GET /application_servers/:application_server_id/email_accounts.json

XML Request example

curl -i -XGET -uuser.userpass - H 'Accept: application/xml' - H 'Content
type: application/x ml" - url
http://onapp.test/application_servers/:application_server_id/email_account

s.xml'

JSON Request example

curl -i -XGET -uuser:userpass - H 'Accept: application/json’ - H 'Content

type: application/json’ - url
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http://onapp.test/application_servers/ :application_server_id/email_account
s.json'

XML Output example

<?xml version="1.0" encoding="UTF -8"?>
<email_accounts type="array">
<email_account>
<count type="integer">0</count>
<identifier>27b5fcd7f638f8088ealc78196c37ae9</identifier>
<space></space>
<user>test@109.123.91.19</user>
</email_account>
<email_account>
<count type="integer">0</count>
<identifier>8fbbcfa4101c61b5b8c5d0157353dc8b</identifier>
<space></space>
<user>test2@109.123.91.19</user>
</email_acc ount>
</email_accounts>

Where:
identifier - the email account's identifier
user - the email account

10.14.2 Get List of Email Accounts for Specific Domain

To get the list of email accounts for a specific domain, use the following request:

GET
/application_server s/:application_server_id/email_accounts?domain=exam
ple.com.xml

GET
/application_servers/:application_server_id/email_accounts?domain=exam
ple.com.json

XML Request example

curl -i -XGET -uuser:userpass - H 'Accept: application/xml’ -H'Content -
type:  application/xml’ - url
http://onapp.test/application_servers/:application_server_id/email_account
s?domain=example.com.xml’

JSON Request example

curl -i -XGET -uuser:userpass - H 'Accept: application/json’ -H'Content -
type: application/json’ -- url

http:/  /onapp.test/application_servers/:application_server_id/email_account
s?domain=example.com.json’

XML Output example
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<?xml version="1.0" encoding="UTF -8"?>
<email_accounts type="array">
<email_account>
<count type="integer">0</count>
<identifier>2 7b5fcd7f638f8088ealc78196c37ae9</identifier>
<space></space>
<user>test@109.123.91.19</user>
</email_account>
<email_account>
<count type="integer">0</count>
<identifier>8fbbcfa4101c61b5b8c5d0157353dc8b</identifier>
<space></space>
<user>test2@109.123.91.19</user>
</email_account>
</email_accounts>

Where:
identifier - the email account's identifier
user - the email account

10.14.3 Create Email Account

To create an email account, use the following request:

POST /application_servers/:a pplication_server_id/email_accounts.xml
POST /application_servers/:application_server_id/email_accounts.json

XML Request example

curl -i -XPOST -u user:userpass
http://onapp.test/application_servers/:application_server_id/email_account
s.xml 'Accept: appli cation/xml' -H'Content - type: application/xml' -d

'<email_account><password>1234</password><password_confirmation>1234</pass
word_confirmation><user>login364</user><domain>example.com</domain></email
account>'

JSON Request example

curl -i -XPOST -u user:userpass
http://onapp.test/application_servers/:application_server_id/email_account
s.json 'Accept: application/json’ -H'Content - type: application/json’ -d
"{"email_account": {"password": "1234", "password_confirmation": "1234",
"user": "login364", "d omain™: "example.com"}}'
Where:
password - create a password for this email account
password_confirmation - repeat the password to confirm it
user - add text, which will be the part of email account before the @
symbol
domain - indicate the specific dom ain
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10.14.4 Delete Email Account for Default Domain

To delete an email account:

DELETE
/application_servers/:application_server_id/email_accounts/:email_acco
unt_identifier.xml

DELETE
/application_servers/:application_server_idemail_accounts/:email_accou
nt_identifi er.json

XML Request example

curl -i -XDELETE - H 'Accept: application/xml' -H'Content - type:
application/xml’ - U user:userpass - url
http://onapp.test/application_servers/:application_server_id/email_account
s/:email_account_identifier.xml

JSON Request ex ample

curl -i -XDELETE - H 'Accept: application/json’ -H'Content - type:
application/json' - U user:userpass - url
http://onapp.test/application_servers/:application_server_id/email_account
s/:email_account_identifier.json

Where:

email_account_identifier - the identifier of the email account you
want to delete.

You can check identifier of the required email account with GET method:
GET /application_servers/:application_server_id/email_accounts.xml
GET /application_servers/:application_server_id/email_accounts.json

10.14.5 Delete Email Account for Specific Domain
To delete an email account for a specific domain:

DELETE
/application_servers/:application_server_id/email_accounts/:email_acco
unt_identifier. xml

DELETE
/application_servers/:application_server_idemail_accounts/:email_accou
nt_identifier.json

XML Request example
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curl -i -XDELETE -u user.userpass - url
http://onapp.test/application_servers/:application_server_id

/email_accounts/:email_account_ide ntifier.xml - H 'Accept: application/xml’

-H'Content - type:
application/xml' - d '<domain_name>existed.com</domain_name>'

JSON Request example

curl -i -XDELETE - u user:userpass - url
http://onapp.test/application_servers/:application_server_id
/email_accounts/:email_account_identifier.json -H
'Accept:application/json’ -H'Content - type:application/json' -

d'{"domain_name": "existed.com"}'

Where:

email_account_identifier - the identifier of the email account you
want to delete.

domain_name - the name of a specific domain

You can check identifier of the required email account with GET method:
GET /application_servers/:application_server_id/email_accounts.xml
GET /application_servers/:application_server_id/email_accounts.json

10.15 Services

This section contains the API requests you can apply to manage application server services.

10.15.1 Get List of Services

To get the list of services, use the following request:

GET /application_servers/:application_server_id/services.xml
GET /application_servers/:application_server_id/services.json

XML Request example

curl -i -XGET -uuser.userpass - H 'Accept: application/xml' - H 'Content

type: application/xml' - url
http://onapp.test/application_servers/:application_server_id/services.xml'
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JSON Request example

curl  -i -XGET -uuser.userpass - H 'Accept: application/json’ -H'Content -
type: application/json’ - url
http://onapp.test/application_servers/:application_server_id/services.json

XML Output example

<?xml version="1.0" encoding="UTF -8"?>
<services type="array">
<service>
<id>16</id>
<name>MySQL</name>
<status>stop</status>
</service>
<service>
<id>3</id>
<name>Apache</name>
<status>running</status>
</service>
<service>
<id>34</id>
<name>BIND</name>
<status>running</status>
</service>
</services>

Where:
id - the ID of the service
name - the service name

status - the service status

10.15.2 Start/Stop/Restart Services
You can fulfill the following actions with services:

 start service

I stop service
1 restart service

You can check ID of the required service with GET method:
GET /application_servers/:application_server_id/services.xml
GET /application_servers/:application_server_id/services.json

10.15.2.1 Start service
To start service, use the following request:
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PUT
/application_servers/:application_server_id/services/:service_id/start

xml

PUT
/application_servers/:application_server_id/s ervices/:service_id/start

.json
XML Request example

curl  -i -XPUT -uuser.userpass - H 'Accept: application/xml’ -H'Content -

type: application/xml' - url
http://onapp.test/application_servers/:application_server_id/services/:ser

vice_id/start.xml'

JSON Request example

curl -i -XPUT -uuser.userpass - H 'Accept: application/json’ -H'Content -
type: application/json’ - url
http://onapp.test/application_servers/:application_server_id/services/:ser

vice_id/start.json'

10.15.2.2 Stop service
To stop service, use the following request:

PUT
/application_servers/:application_server_id/services/:service_id/stop.
xml

PUT
/application_servers/:application_server_id/services/:service_id/stop.

json
XML Request example

curl -i -XPUT -uuser:userpass - H 'Accept: application/xml’ -H'Content -

type: application/xml' - url
http://onapp.test/application_servers/:application_server_id/services/:ser

vice_id/stop.xml'

JSON Request example

curl -i -XPUT -uuser:userpass - H 'Accept: application/json’ -H'Content -
type: application/json’ --url
http://onapp.test/application_servers/:application_server_id/services/:ser

vice_id/stop.json’

10.15.2.3 Restart service
To restart service, use the following request:
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PUT
/application_servers/:application_server_id/services/:service_id/resta

rt.xml

PUT
/applic  ation_servers/:application_server_id/services/:service_id/resta

rt.json
XML Request example

curl  -i -XPUT -uuser.userpass - H 'Accept: application/xml’ -H'Content -
type: application/xml' - url
http://onapp.test/application_servers/:application_server_id/se rvices/:ser

vice_id/restart.xml’

JSON Request example

curl -i -XPUT -uuser.userpass - H 'Accept: application/json’ -H'Content -
type: application/json’ - url
http://onapp.test/application_servers/:application_server_id/services/:ser

vice_id/restart.json'
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l11Asset s

Assets are the compute resources that are connected to the control panel server but are either
not configured or not assigned to the compute zone. You can retrieve the list of assets using the
Get L' st gnedAssetsraguesti

11.1Get List of Assets

Use the following API call to view the list of assets:
GET hypervisors/settings/assets.xml
GET hypervisors/settings/assets.json

To view the list of assets that are already created but not assigned

to the compute z one, use the Get L'st of Unassi gRleal Asset s

XML Request example

curl -i -uuser:userpass http://onapp.test/settings/assets.xml - H 'Accept:
application/xml’ -H'Content - type: application/xml'

JSON Request example

curl -i -uuser.userpass http://onapp.test/settings/assets.json -H
'Accept: application/json' -H'Content - type: application/json’

XML Output example

<?xml version="1.0" encoding="UTF -8"?>
<assets type="array">
<asset>
<mac>00:15:17:63:ea:3e </mac>
</asset>
<asset>
<mac>00:15:17:5a:51:4a</mac>
</asset>
</assets>

Where:

mac - asset MAC address

11.2Get Asset Details

Use the following API call to view the list of assets:
GET /settings/assets/:asset_mac_address.xml
GET /settings/assets/:asset_mac_address.json

XML Request example
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curl  -i -uuser.userpass
http://onapp.test/settings/assets/:asset_mac_address.xml - H 'Accept:
application/xml' -H 'Content - type: application/xml'

JSON Request example

curl -i -uuser:userpass
http://onapp.test/settings/assets/:asset_mac_address.json - H 'Accept:
application/json' - H'Content - type: application/json’

XML Response example

<?xml version="1.0" encoding="UTF -8"7>
<asset>
<mac nil="true"/>
<disks type="array">
<disk>
<name>disklnamel</name>
<scsi>disklscsi</scsi>
</disk>
<disk>
<name>disk3name</name>
<scsi>disk3scsi</scsi>
</disk>
</disks>
<nics type="array">
<nic>
<name>niclname</name>
<mac>niclmac</mac>
</nic>
<nic>
<name>ethl
</name>
<mac>00:1a:64:62:41:el</mac>
</nic>
</nics>
<pcis type="array">
<pci>
<name>Broadcom Corporation NetXtreme BCM5704 Gigabit Ethernet
[14e4:1648] (rev 10)</name>
<pci>02:01.0</pci>
</pci>
</pc is>
</asset>

Where:

mac - asset MAC address

disk - an array of asset's disks along with the following details:
1 name - disk label

 scsi - SCSIinquiry product revision number

nics - an array of asset's network interfaces along with their details:

name - NIC name
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mac - NIC MAC address

pcis - an array of NIC PCls along with the following details:
name - PCI label

pci - NIC PCI

11.3Get L" st of Unassigned Assets

Use the following API call to view the list of assets:
GET hypervisors/not_grouped.xml

GET hypervi sors/not_grouped.json

XML Request example

curl -i -uuser:userpass http://onapp.test/hypervisors/not_grouped.xml -H
'Accept: application/xml’ - H'Content - type: application/xml'

JSON Request example

curl -i -uuser:userpass http://onapp.test/hypervisors/n ot_grouped.json -H
'Accept: application/json’ -H'Content - type: application/json’

XML Output example

<?xml version="1.0" encoding="UTF -8"?>
<hypervisors type="array">
<hypervisor>

<backup type="boolean">false</backup>
<backup_ip_address/>

<blocked type="boolean">true</blocked>

<built type="boolean">false</built>

<called_in_at nil="true"/>

<connection_options nil="true"/>

<cpu_idle type="integer">0</cpu_idle>

<cpu_mhz nil="true"/><cpus nil="true"/>

<created_at type="datetime">2013 - 06- 10T12:09:48+00:00</created_at>
<custom_config nil="true"/>

<disable_failover type="boolean">false</disable_failover>
<disk_pcis nil="true"/>

<distro nil="true"/>

<enabled type="boolean">true</enabled>

<failure_count type="integer">0</failure_count >
<format_disks type="boolean">false</format_disks>
<free_mem type="integer">0</free_mem>

<host nil="true"/><host_id nil="true"/>
<hypervisor_group_id nil="true"/>
<hypervisor_type>kvm</hypervisor_type>

<id type="integer">7</id>

<ip_address>1 09.123.105.132</ip_address>
<label>KVM C5 HV1</label>

<list_of _logical_volumes/>

<list_of_volume_groups/>

<list_of zombie domains nil="true"/>

71




OnApp Cloud 5.7 - API Guide

<locked type="boolean">false</locked>

<mac nil="true"/>

<machine nil="true"/>

<mem_info type="int eger">0</mem_info>

<mtu type="integer">1500</mtu>

<online type="boolean">false</online>

<ovs nil="true"/>

<passthrough_disks type="boolean">false</passthrough_disks>

<release nil="true"/>

<server_type>virtual</server_type>

<spare type="boolea n">false</spare>

<storage_channel>224.3.28.1</storage_channel>

<threads_per_core nil="true"/>

<total_mem nil="true"/>

<total_zombie_mem nil="true"/>

<updated_at type="datetime">2013 - 06- 10T12:09:48+00:00</updated_at>

<uptime nil="true"/>

<vmwae_total_cpu_cores type="integer">0</vmware_total_cpu_cores>

<total_cpus type="integer">0</total_cpus>

<free_memory type="integer">0</free_memory>

<used_cpu_resources type="integer">0</used_cpu_resources>

<total_memory type="integer">0</total_memor y>

<cpu_cores type="integer">0</cpu_cores>

<free_disk_space><onapp - fv4zI7t2h5wbeq type="integer">184</onapp
fv4zI7t2h5wbeqg></free_disk_space> <memory_allocated_by_running_vms
type="integer">0</memory_allocated_by_running_vms>

<total_memory_all ocated_by vms
type="integer">0</total_memory_allocated_by vms>
</hypervisors>
</hypervisors>
Where:

backup - true, if the CloudBoot compute resource is used as a backup
server. This parameter is for CloudBoot compute resources only. For

other compute resource types the backup valueis 0.
backup_ip_address - provisioning network IP address

blocked - true if the compute resource is blocked, otherwise false
built - true if the compute resource is built, otherwise false

called_in_at T the date when the compute resource was called in the
[YYYY][MM][DD]T[hh][mm][ss]Z format

connection_options - an array of the foll owing vCenter cluster
parameters:

1 login - vCenter login

1 password - vCenter password

i cluster name - vCenter cluster name

9 distributed_virtual_switch_name - distributed virtual switch label

cpu_idle - time of CPU delay

cpu_mhz - CPU operating frequency
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created_at i the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format
custom_config - custom commands that run when the compute resource is booted
disable_failover i true if compute resource failover is disabled, otherwise false.
disk_pcis - comma-separated list of hypervisor disk pcis

distro - distributive label

enabled - true, if the compute resource is enabled, otherwise false

failure_count i the number of failures

format_disks - true, if the compute resource's disks are formatted during creation, otherwise
false

free_mem - free compute resource memory

host - host label

hypervisor_group_id - the ID of a compute zone to which this compute resource is attached
hypervisor_type - the compute resource type

id - the compute resource 1D

ip_address i the compute resource IP address

label - the compute resource label

list_of logical volumes - an array of compute resource logical volumes
list_of volume_groups - an array of compute resource volume groups
list_of zombie_domains - an array of zombie virtual servers

locked - true if the compute resource is locked, otherwise false
mac - compute resource MAC address

machine - architecture type

mem_info - Xen compute resource DomO size. This parameter is for Xen compute resources
only. For other compute resource types the mem_info value is 0.

mtu - maximum transferrable unit value. You can set the frame size from 1500 to 9000 bytes.

The maximum transportation unit (MTU) is the maximum size of a unit that
can be transmitted transferred via ethernet traffic. Any data that exceed the
specified MTU value will be divided into smaller units before being
transferred. Utilization of jumbo frames allows to reduce increase
throughput and increase CPU utilization during large size file transfers.
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online - true if online, otherwise false

ovs - whether the OpenvSwitch is enabled or not. Redundant parameter.

passthrough_disks - true, if the disks are passed through to the storage nodes, otherwise 0

release - compute resource kernel version

server_type - server type:

1 virtual

1 smart

1 baremetal

spare i true if no VSs are assigned, otherwise false

storage_channel - storage channel for the communication

threads_per_core - compute resource core and CPU ratio. For example, if threads_per_core =
2, compute resource with 2 cores will have 4 CPUs.

total_mem - total compute resource memory

total_zombie_mem - memory space occupied by zombie disks

updated_at i the date when the record was made in the DB in the
[YYYY][MM][DD]T[hh][mm][ss]Z format

uptime - compute resource uptime value; shows how long the compute resource is online

vmware_total_cpu_cores - the total number of VMware compute resource CPU cores
total_cpus i the number of virtual cores

free_memory i free RAM (MB) of compute resource

used_cpu_resources i the percentage of used CPU resources

total_memory i total RAM (MB) of compute resource

cpu_cores i the number physical of cores per compute resource

free_disk_space - free compute resource disk space in GB

memory_allocated_by running_vms - the compute resource RAM in MB allocated to the virtual
servers, which are currently running on this compute resource

total_memory_allocated_by vms - the compute resource RAM in MB allocated to all virtual
servers of this compute resource
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12Au t-Bbackups

OnApp Cloud provides a range of auto-backup possibilities for Virtual Servers:

1 See Auto-Backup Presets to learn how to change the auto-backup schedule, which applies
during the VS creation, or when the auto-backup is enabled for the first time.

1 See Manage Auto-Backups chapter to learn how to enable or disable auto-backups for
already existing Virtual Servers.

1 See Schedules to learn how to view, create, delete or change any schedule for a particular
Virtual Server.

12.1Auto-backup Presets

Auto-backup presets are simple way to set up an automatic backup schedule when virtual
servers are created or when the auto-backup is enabled for the first time. Once configured, they
can be applied to a virtual server automatically when the Automatic backups required
parameter is enabled during VS creation.

12.1.1 Get List of Auto-backup Presets

To get the list of available auto-backup presets, use the following request:

GET /settings/autobackup_ presets.xml
GET /settings/autobackup_presets.json

An array of auto - backup presets is returned. If there are no presets,
an empty array is returned.

XML Output example

<?xml version="1.0" encoding="UTF -8"?>

<autobackup_templates type="array">

<autobackup_template>

<duration type="integer">1</duration>

<created_at type="datetime">2011 - 07-14T15:01:38Z</created_at>
<updated_at type="datetime">2011 - 07-28T11:49:527</updated_at>
<period>days</period>

<id type="integer">1</id>

<enabled type="boolean">t rue</enabled>

</autobackup_template>

<autobackup_template>

<duration type="integer">1</duration>

<created_at type="datetime">2011 - 07-14T15:01:38Z</created_at>
<updated_at type="datetime">2011 - 07-28T11:50:21Z</updated_at>
<period>weeks</period>

<id type="in teger">2</id>

<enabled type="boolean">true</enabled>

</autobackup_template>

<autobackup_template></autobackup_template>

</autobackup_templates>

Explanation of the data returned:
duration - the number specifying how often a backup should be taken
created at - the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format
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period - the time period (days, weeks, months, or years)

updated at - the date when the auto - backup preset was updated in the
[YYYY][MM][DD]T[hh][mm][ss]Z format

enabled - true if the auto - backup preset is enabled, otherwise false.

id - the ID of the auto - backup preset

12.1.2 Get Auto-backup Preset Details

This method will output the details for a particular auto-backup preset.

GET /settings/autobackup_presets/:id.xml
GET /settings/autobackup_presets/:id.json

XML Output example

<?xml version="1.0" encoding="UTF - 8"?><autobackup_template> <duration
type="integer">1</duration> <created_at type="datetime">2011 -01-
06T10:49:43Z</created_at> <period>days</period> <updated_at
type="datetime">2011 - 01- 06T10:49:43Z</updated_at> <enabled
type="boolean">true</enabled> <id

type="integer">1</id></autobackup_template>

Where:

duration - edit the number specifying how often a backup should be

taken

created_at - the date in the [YYYY] [MM][DD]T[hh][mm][ss]Z format

period - specifies the time period (days, weeks, months, or years)

updated_at - the date when the auto - backup preset was updated in the
[YYYY][MM][DD]T[hh][mm][ss]Z format

enabled - set True if auto - backup preset is enabled, o therwise False
id - editan auto - backup preset ID

12.1.3 Edit Auto-backup Preset

To edit an auto-backup preset, use the following method:

PUT /settings/autobackup_presets/:id.xml
PUT /settings/autobackup_presets/:id.json

XML Request example

curl -i -XPUT -H 'Accept: application/xml' -H'Content - type:
application/xml' - U user:userpass - d'<?xml version="1.0" encoding="UTF
8"?><autobackup_template><duration>5</duration><period>days</period><enabl
ed>false</enabled></autobackup_template>' - url

http://onapp.test/s ettings/autobackup_presets/:id.xml'

JSON Request example

curl  -i -XPUT -H'Accept: application/json’ -H'Content - type:
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application/json' - U user:userpass -
d'{"autobackup_template":{"duration":"5","period":"weeks","enabled":
"false"}} -- url http://onapp .test/settings/autobackup_presets/:id.json'

You can edit the following parameters:

duration - edit the number specifying how often a backup should be
taken

enabled - settrue if auto - backup preset is enabled, otherwise set
false

Every autobackup_preset_id has its defined period (either days, or weeks,
or months, or years), which cannot be altered.

Returns HTTP 204 response on success, or HTTP 404 when an auto - backup
preset with the ID specified is not found, or the URL requested is
incorrect.

12.2Manage Auto-Backups

Auto-backup has a specific target from which the backup is taken according to the schedule
assigned to such target. When you use a normal backup scheme in your cloud - the target for
auto-backups will be a disk of the Virtual Server; for incremental backups - it will be the whole
Virtual Server.

Windows-based Virtual Servers support only normal backups. Thus, even if
incremental backups are selected for your cloud, the auto-backup target for
Windows VS will be its disk.

The auto-backup may be enabled either during the creation of Virtual Server using the
required_automatic_backup parameter, or at any time afterwards. If you enable the auto-backup
for a Virtual Server or its disk for the first time (i.e. there is no auto-backup schedule for such
target) the system will automatically apply the schedule configured in auto-backup presets.

If you enable the auto-backups for a target with assigned schedule - this schedule will remain
unchanged.

12.2.1 Enable auto-backups for VS

To enable incremental auto-backups for a Virtual Server:

POST /virtual_machines/:id/autobackup_enable.xml
POST /virtual_machine s/:id/autobackup_enable.json

XML Request example
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curl  -i -XPOST
http://onapp.test/virtual_machines/:id/autobackup_enable.xml -u
user:userpass - H 'Accept: application/xml' -H'Content - type:

application/xml'

JSON Request example

curl  -i -XPOST
http://onapp.test/virtual_machines/:id/autobackup_enable.json -u
user:userpass - H 'Accept: application/json’ -H'Content - type:

application/json

12.2.2 Disable auto-backups for VS

To disable incremental auto-backups for a Virtual Server:

POST /virtual_machines/:i d/autobackup_disable.xml
POST /virtual_machines/:id/autobackup_disable.json

XML Request example

curl -i -XPOST
http://onapp.test/virtual_machines/:id/autobackup_disable.xml -u
user:userpass - H 'Accept: application/xml' -H'Content - type:

application/xml'

JSON Request example

curl -i -XPOST
http://onapp.test/virtual_machines/:id/autobackup_disable.json -u
user:userpass - H 'Accept: application/json’ -H'Content - type:

application/json

12.2.3 Enable Auto-backups for Disk

You can enable auto-backups for a disk using the following methods:

POST /settings/disks/:disk_id/autobackup_enable.xml
POST /settings/disks/:disk_id/autobackup_enable.json

XML Request example

curl  -i -XPOST
http://onapp.test/settings/disks/:disk_id/autobackup_enable.xml -u
user:userpass -H'Acce pt: application/xml' -H'Content - type:

application/xml'

JSON Request example

curl -i -XPOST
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http://onapp.test/settings/disks/:disk_id/autobackup_enable.json -u
user:userpass - H 'Accept: application/json’ -H'Content - type:
application/json'

Where:

disk_id* - is the ID of the disk, for wich you want to enable auto -
backup

12.2.4 Disable Auto-backups for Disk

To disable auto-backups for a disk, use the following method:

POST /settings/disks/:id/autobackup_disable.xml
POST /settings/disks/:id/autobackup_disabl e.json

XML Request example

curl -i -XPOST
http://onapp.test/settings/disks/:disk_id/autobackup_disable.xml -u
user:userpass - H 'Accept: application/xml' -H'Content - type:

application/xml’

JSON Request example

curl -i -XPOST
http://onapp.test/settings /disks/:disk_id/autobackup_disable.json -u
user:userpass - H 'Accept: application/json’ -H'Content - type:

application/json'

Where:

disk_id* - the ID of the disk for which you want to disable auto -
backup

12.3Schedules

Schedules are concerned with backups scheduled for virtual servers or virtual server disks in
the cloud:

1 If you are using normal backups, the schedules are created per disk.

1 If you are using incremental backups, the schedules are created per virtual server.

When a schedule is no longer needed, it can be deleted so that the task will no longer run.

12.3.1 Get List of All Schedules

This method outputs an array of all disk backups scheduled within your cloud. If there are no
schedules, an empty array is returned.

GET /settings/schedules.xml
GET /settings/schedules.json

XML Request example
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curl -i -XGET -H'Accept: application/xml' -H'Content - type:
application/xml’ - U user:userpass -- url
http://onapp.test/settings/schedules.xml

JSON Request example

curl -i -XGET -H'Accept: application/json’ -H'Content - type:
application/json' - U user:userpass - url
http://onapp.test/settings/schedules.json

XML Output example

<?xml version="1.0" encoding="UTF -8"?>
<schedules>
<schedule>
<action>autobackup</action>
<created_at t ype="datetime">2013 -12- 03T17:38:24+03:00</created_at>
<duration type="integer">1</duration>
<failure_count type="integer">0</failure_count>
<id type="integer">131</id>
<params nil="true"/>
<period>months</period>
<rotation_period ty pe="integer">1</rotation_period>
<start_at type="datetime">2014 - 01- 03T17:38:24+03:00</start_at>
<status>enabled</status>
<target_id type="integer">11542</target_id>
<target_type>Disk</target_type>
<updated_at type="datetime">2013 -12-03T17:38:37+03:00</updated_at>
<user_id type="integer">1875</user_id>
<schedule_logs type="array">
<schedule_log>
<created_at type="datetime">2013 -12-03T17:38:37+03:00</created_at>
<id type="integer">415</id>
<log_output> Executing Rollback...
Fatal: [|</log_output>
<schedule_id type="integer">131</schedule_id>
<status>failed</status>
<updated_at type="datetime">2013 -12-03T17:38:37+03:00</updated_at>
</schedule_log>
</schedule_logs>
</sch edule>
</schedules>

Where:

action 1 backup type

created_at - the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format
updated_at - the date when a schedule was updated in the

[YYYY][MM][DD]T[hh][mm][ss]Z format
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start_at - the date when a backup started in t he

[YYYY][MM][DD]T[hh][mm][ss]Z format

duration - how often a backup is taken

failure_count - the number of requests processed until the task fails

id - schedule ID

period - time period for a backup schedule (days, weeks, months, or

years)

rotation _period - number of backups after which the first backup will

be deleted

target_id - the disk ID for which a backup is taken

target_type - currently, you can schedule backup of Disks only

user_id - the ID of a user who created this schedule

failure_count - the number of requests processed until the task fails

status - the status of the backup schedule (enabled, disabled, or

failed)

schedule_logs i schedulebs | og messages with the foll owing

I created_at - the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format

1 updated_at - the date when inthe [YYYY][MM][DD]T[hh][mm][ss]Z
format

f id 7 logmessage ID

1 log_output i log message text

1 schedule_id T ID of a schedule to which the log message belongs to

1 status 1 status of a scheduled backup performed

12.3.1.1 Page history
v3.2

Added the following parameters:

rotation_period

12.3.2 Get Schedule Details

Use this method to get details for a particular disk backup schedule:

GET /settings/schedules/:id.xml
GET /settings/schedules/:id.json

This method outputs an array of the disk backups scheduled within your
cloud. If there are no schedules, an empty array is returned.

XML Output example

<?xml version="1.0" encoding="UTF -8"?>
<schedule>
<action>autobackup</action>
<created_at type="datetime">2013 -12- 03T17:38:24+03:00</cr eated_at>

<duration type="integer">1</duration>
<failure_count type="integer">0</failure_count>
<id type="integer">131</id>

<params nil="true"/>
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<period>months</period>
<rotation_period type="integer">1</rotation_period>
<start_ attype="datetime">2014 - 01- 03T17:38:24+03:00</start_at>
<status>enabled</status>
<target_id type="integer">11542</target_id>
<target_type>Disk</target_type>
<updated_at type="datetime">2013 -12-03T17:38:37+03:00</updated_at>
<user_idtyp  e="integer">1875</user_id>
<schedule_logs type="array">
<schedule_log>
<created_at type="datetime">2013 -12- 03T17:38:37+03:00</created_at>
<id type="integer">415</id>
<log_output>Executing Rollback...
Fatal: [J</log_output>
<schedule_id type="integer">131</schedule_id>
<status>failed</status>
<updated_at type="datetime">2013 -12- 03T17:38:37+03:00</updated_at>
</schedule_log>
</schedule_logs>
</schedule>

Where:

action 1 backup type

created_at - the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format

updated_at - the date when a schedule was updated in the

[YYYY][MM][DD]T[hh][mm][ss]Z format

start_at - the date when a backup started in the

[YYYY][MM][DD]T[hh][mm][ss]Z format

duration - how often a backup is taken

failure_count - the number of requests processed until the task fails

id - schedule ID

period - time period for a backup schedule (days, weeks, months, or

years)

rotation_period - number of backups after which the first backup wi I

be deleted

target_id - the disk ID for which a backup is taken

target_type - currently, you can schedule backup of Disks only

user_id - the ID of a user who created this schedule

failure_count - the number of requests processed until the task fails

stat us - the status of the backup schedule (enabled, disabled, or

failed)

schedule_logs i schedul ebs | og messages with the foll owing

1 created_at - the date inthe [YYYY][MM][DD]T[hh][mm][ss]Z format

1 updated_at - the date when inthe [YYYY][MM][DD]T[hh] [mm][ss]Z
format

i id i log message ID

1 log_output T log message text

1 schedule_id i ID of a schedule to which the log message belongs to

82



OnApp Cloud 5.7 - API Guide

i status 1 status of a scheduled backup performed
12.3.2.1 Page history

v3.2

Added the following parameters:

rotation_period

12.3.3 Get List of Schedules for a Disk

To get a list of schedules for a particular disk, use the following methods:

GET /settings/disks/:disk_id/schedules.xml
GET /settings/disks/:disk_id/schedules.json

XML Output example

<?xml version="1.0" encoding="UTF -8"?>
<sch edules>

<schedule>

<duration>1</duration>

<created_at>2011 -07-20T15:16:16Z</created_at>
<target_id>112</target_id>

<updated_at>2011 - 07-27T15:16:18Z</updated_at>
<period>days</period>

<action>autobackup</action>

<start_at>2011 - 07-28T15:16:16Z</start_at>

<id >33</id>

<user_id>1</user_id>

<schedule_logs>

<schedule_log>

<created_at>2011 - 07-27T15:16:18Z</created_at>
<updated_at>2011 -07-27T15:16:18Z</updated_at>
<schedule_id>33</schedule_id>

<id>10</id>

<log_output></log_output>

<status>complete</status>

</schedul e_log>

;écheduIe_Iog></ScheduIe_Iog>

<params nil="true"></params>
<failure_count>0</failure_count>
<status>enabled</status>
<target_type>Disk</target_type>
</schedule>

;.schedule></schedule>
</schedules>

Where:

duration - the number specifying how often a backup should be taken
target_id i ID of the action target

period - the time period (days, weeks, months, or years)

action 1 the action performed

start_at i time, when the action starts
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id 1 scheduleid

user_id 1 IDofth e disk (action target) user
schedule_logs T an array with schedule log details, where:
1 schedule_id i ID of a schedule

1 id 71 ID of the schedule log

1 log_output T an array with log details

I status 1 status of the action (complete, failed, etc.)
failure_count i number of failures during the action

status T schedule status (enabled or disabled)

target_type i type of the target

12.3.4 Get List of Virtual Server Schedules

To get a list of schedules for a particular virtual server, use the following methods:

GET Mirtual _machines/:id/schedules.xml
GET Nvirtual_machines/:id/schedules.json

XML Output example

<?xml version="1.0" encoding="UTF -8"?>
<schedules type="array">
<schedule>
<action>autobackup</action>
<created_at type="datetime">2014 - 01- 20T14:23:44+02:00<  /created_at>

<duration type="integer">1</duration>
<failure_count type="integer">0</failure_count>
<id type="integer">17</id>
<params nil="true"/>
<period>days</period>
<rotation_period type="integer">1</rotation_period>
<start_ at type="datetime">2014 - 01- 22T14:23:44+02:00</start_at>
<status>enabled</status>
<target_id type="integer">9</target_id>
<target_type>VirtualMachine</target_type>
<updated_at type="datetime">2014 - 01- 21T14:23:49+02:00</updated_at>
<user_ id type="integer">2</user_id>
<schedule_logs type="array">
<schedule_log>

<created_at type="datetime">2014 - 01- 21T14:23:49+02:00</created_at>

<id type="integer">39</id>
<log_output></log_output>
<schedule_id type="i nteger">17</schedule_id>
<status>complete</status>

<updated_at type="datetime">2014 - 01-21T14:23:49+02:00</updated_at>

</schedule_log>
<schedule_log>

<created_at type="datetime">2014 - 01- 20T14:23:49+02:00</created_at>

<id type="integer">32</id>
<log_output></log_output>
<schedule_id type="integer">17</schedule_id>
<status>complete</status>

<updated_at type="datetime">2014 - 01-20T14:23:49+02:00</updated_at>

</schedule_log>
</s chedule_logs>
</schedule>
<schedule>
<action>autobackup</action>
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<created_at type="datetime">2014 - 01- 20T14:23:44+02:00</created_at>
<duration type="integer">1</duration>

<failure_count type="integer">0</failure_count>

<id type="inte ger">18</id>

<params nil="true"/>

<period>weeks</period>

<rotation_period type="integer">1</rotation_period>

<start_at type="datetime">2014 - 01- 27T14:23:44+02:00</start_at>
<status>enabled</status>

<target_id type="integer">9</target _id>
<target_type>VirtualMachine</target_type>

<updated_at type="datetime">2014 - 01- 20T14:23:54+02:00</updated_at>

<user_id type="integer">2</user_id>
<schedule_logs type="array">
<schedule_log>
<created_at type="datetime">2014 - 01- 20T14:23:54+02:00</created_at>
<id type="integer">33</id>
<log_output></log_output>
<schedule_id type="integer">18</schedule_id>
<status>complete</status>
<updated_at type="datetime">2014 - 01- 20T14:23:54+02:00</up dated_at>
</schedule_log>
</schedule_logs>
</schedule>

<schedule>
<action>autobackup</action>
<created_at type="datetime">2014 - 01- 20T14:23:44+02:00</created_at>
<duration type="integer">1</duration>
<failure_count type="intege r'>0</failure_count>

<id type="integer">19</id>
<params nil="true"/>
<period>months</period>
<rotation_period type="integer">1</rotation_period>
<start_at type="datetime">2014 - 02- 20T14:23:44+02:00</start_at>
<status>enabled</status>
<target_id type="integer">9</target_id>
<target_type>VirtualMachine</target_type>
<updated_at type="datetime">2014 - 01- 20T14:23:59+02:00</updated_at>
<user_id type="integer">2</user_id>
<schedule_logs type="array">
<schedule_log>
<created_at type="datetime">2014 - 01- 20T14:23:59+02:00</created_at>
<id type="integer">34</id>
<log_output></log_output>
<schedule_id type="integer">19</schedule_id>
<status>complete</status>
<updated_at type= "datetime">2014 - 01- 20T14:23:59+02:00</updated_at>
</schedule_log>
</schedule_logs>
</schedule>

<schedule>
<action>autobackup</action>
<created_at type="datetime">2014 - 01- 20T14:23:44+02:00</created_at>
<duration type="integer">1</d uration>

<failure_count type="integer">0</failure_count>

<id type="integer">20</id>

<params nil="true"/>

<period>years</period>

<rotation_period type="integer">1</rotation_period>

<start_at type="datetime">2015 -01-20T14:23:44+02:00<  /start_at>
<status>enabled</status>

<target_id type="integer">9</target_id>
<target_type>VirtualMachine</target_type>

<updated_at type="datetime">2014 - 01- 20T14:24:04+02:00</updated_at>
<user_id type="integer">2</user_id>

<schedule_| ogs type="array">
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<schedule_log>
<created_at type="datetime">2014 - 01- 20T14:24:04+02:00</created_at>
<id type="integer">35</id>
<log_output></log_output>
<schedule_id type="integer">20</schedule_id>
<status>comp lete</status>
<updated_at type="datetime">2014 - 01- 20T14:24:04+02:00</updated_at>

</schedule_log>

</schedule_logs>
</schedule>
</schedules>

Where:

duration - the number specifying how often a backup should be taken
target_id T IDofth e action target

period - the time period (days, weeks, months, or years)

action 1 the action performed

start_at T time, when the action starts

id T scheduleid

user_id T ID of the disk (action target) user

schedule_logs i an array with schedule log details , Where:
1 schedule_id i ID of a schedule

1 id 7 ID of the schedule log

1 log_output i an array with log details

I status 1 status of the action (complete, failed, etc.)
failure_count i number of failures during the action

status i schedule status (enabled or disabled)

target_type i type of the target

12.3.5 Add Schedule to Disk

You can add a schedule to a disk using the following method:

POST /settings/disks/:disk_id/schedules.xml
POST /settings/disks/:disk_id/schedules.json

XML Request example

curl -i -XPOST http://onapp.test/settings/disks/:disk_id/schedules.xml -d
'<schedule><action>autobackup</action><duration>1</duration><period>days</
period><rotation_period>1</rotation_period><status>enabled</status><start_

at>2014 -11-12 10:36</st  art_at></schedule>' - U user:userpass - H 'Accept:
application/xml' - H'Content - type: application/xml’

JSON Request example

curl  -i -XPOST http://onapp.test/settings/disks/:disk_id/schedules.json -
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d

{"schedule":{"action":"autobackup","duration™:"1","per iod":"days","rotati
on_period™:"1","status":"enabled","start_at": "2014 -11-12 10:36"}} -u
user:userpass - H 'Accept: application/json’ -H'Content - type:

application/json'

Where:

action* - set Autobackup to add a backup schedule

duration* - specify duratio n

period* - setthe period (days/weeks/months/years)

rotation_period - number of backups after which the first backup will
be deleted

status* - set enabled to activate a schedule.

start_at - set the time when backup scheduling transaction will be
created.

12.3.5.1 Page history
OnApp 3.5:

I start_at
OnApp 3.2:

9 rotation_period

12.3.6 Add Schedule to Virtual Server

To add incremental backup schedule to a virtual server:

POST /virtual_machines/:virtual_machine_id/schedules.xml

POST /virtual_machines/:virtual_machine_id/schedule s.json
XML Request example:

curl -i -XPOST -H'Accept: application/xml' - H'Content - type:
application/xml' - u user:password - url
http://onapp.test/virtual_machines/:virtual_machine_id/schedules.xml -d
'<schedule><duration>6</duration><period>weeks</perio d><rotation_period>5<

/rotation_period><enabled>1</enabled><action>autobackup</action><start_at>
2014 - 11- 12 10:36</start_at></schedule>"'

JSON Request example:

curl  -i -XPOST -H 'Accept: application/json’ -H'Content - type:
application/json’ - uuser:passwor d -- url
http://onapp.test/virtual_machines/:virtual_machine_id/schedules.json -d
{"schedule":{"duration™:"6", "period":"weeks", "rotation_period":"5",
"enabled":"1", "action":"autobackup","start_at": "2014 -11-12 10:36"}}
Where:
duration* - how often a disk backup is taken
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period* - time period for a backup schedule (days, weeks, months, or

years)

rotation_period - number of backups after which the first backup will

be deleted

enabled - set 0 to deactivate a schedule. This parameter is activated

(setto 1) by default.

action * - specify an action for the schedule (e.g. - autobackup)
start_at - set the time when backup scheduling transaction will be

created.

12.3.6.1 Page history
OnApp 3.5:

I start_at
OnApp 3.2:

9 rotation_period

12.3.7 Edit Disk Schedule

To edit disk's schedule, use the following method:

PUT /settings/schedules/:id.xml
PUT /settings/schedules/:id.json

XML Request example

curl -i -XPUT -H'Accept: application/xml’ -H'Content - type:
application/xml' -

d'<schedule><duration>3</duration><period>days</period ><rotation_period>1<
[rotation_period><status>enabled</status><start_at>2014 -11-12
10:36</start_at></schedule>' - U user:userpass - url

http://onapp.test/settings/schedules/:id.xml

JSON Request example

curl  -i -XPUT -H'Accept: application/json’ -H 'Content - type:
application/json’ -
d'{"schedule":{"duration™:"1","rotation_period":"1","period":"years","stat

us":"enabled","start_at": "2014 -11-12 10:36"}} - U user:userpass - url

http://onapp.test/settings/schedules/:id.json

Currently, you can edit the f ollowing parameters:

duration* - how often a disk backup is taken

period* - time period for a backup schedule (days, weeks, months, or
years)

rotation_period - number of backups after which the first backup will
be deleted

status* - set enabled to activat e a schedule.
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start_at - set the time when backup scheduling transaction will be
created.

12.3.7.1 Page history
OnApp 3.5:
I start_at
OnApp 3.2:

9 rotation_period

12.3.8 Edit Virtual Server Schedule

To edit virtual server's incremental backup schedule, use the following method:
PUT /virtual_machines/:id/schedules/:schedule_id.xml

PUT /virtual_machines/:id/schedules/:schedule_id.json

XML Request example

curl  -i -XPUT -H'Accept: application/xml' -H'Content - type:
application/xml’ -u
user:password - url

http://onapp.test/virtual_machines/:id/schedules/:schedule_id.xml
'<schedule><duration>6</duration><period>weeks</period><rotation_period>5<
[rotation_period><enabled>1</enabled><action>autobackup</action><start_at>
2014 - 11- 12 10:36</start_at></schedule>'

JSON Request example

curl  -i -XPUT -H'Accept: application/json’ - H'Content - type:
application/json' - u user:password - url
http://onapp.test/virtual_machines/:id/schedules/:schedule_id.json

- d '{"schedule":{"duration":"6","period":"weeks","rotation_pe riod":"5",
"enabled":"1",

"action":"autobackup","start_at": "2014 -11-12 10:36"}}

Currently, you can edit the following parameters:

duration* - how often a disk backup is taken

period* - time period for a backup schedule (days, weeks, months, or
years)

r otation_period - number of backups after which the first backup will
be deleted

status* - set enabled to activate a schedule.

start_at - set the time when backup scheduling transaction will be
created.

12.3.8.1 Page history
OnApp 3.5:

I start_at
OnApp 3.2:
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12.3.9 Delete Disk Schedule

DELETE /settings/schedules/:id.xml
DELETE /settings/schedules/:id.json

XML Request example

OnApp Cloud 5.7 - API Guide

curl -i -XDELETE - H 'Accept: application/xml'
application/xml' - U user:userpass -- url
http://onapp.test/settings/schedules/:id.xml

-H'Content - type:

JSON Request example

curl -i -XDELETE - H 'Accept: application/json’
application/json' - U user:userpass - url
http://onapp.test/settings/schedules/:id.json

-H'Content - type:

12.3.10 Delete Virtual Server Schedule

DELETE /settings/schedules/:id.xml
DELETE /settings/schedules/:id.json

XML Request example

curl  -i -XDELETE - H 'Accept: application/xml'
application/xml’ -u
user:password - url

http://onapp.test/virtual_machines/:id/schedules/:schedule_id.

-H'Content - type:

xml

JSON Request example

curl -i -XDELETE - H 'Accept: application/json’
application/json’ -u
user:password - url

-H'Content - type:

http://onapp.test/virtual_machines/:id/schedules/:schedule_id.json

Where you have to specify backup server ID and schedu

le ID.
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13Backups/ Snapshot s

Lists the backups/snapshots taken of that virtual server, and provides tools to restore a backup,
delete backups, and convert backups to templates.

OnApp supports two backup types: normal and incremental:
1 Normal backup - simple method of taking backups by making full copy of target data.

1 Incremental - advanced method of taking backups. During the incremental backup, only the
changes made after the last backup are archived instead of backing up the whole target.

If you are using incremental backups option, you should either enable
dedicated backup servers in your cloud or share the backups and templates
folders (paths) between your compute resources. SSH file transfer option
will be skipped for virtual servers using incremental backups. Existing full
backups will be still accessible via Backups > Images menu.

13.1Get List of All VS Backups

GET Nvirtual_machines/:virtual_machine_id/backups.xml
GET /virtual_machines/:virtual_machine_id/backups.json

XML Request example

curl -i -XGET -H"' Accept: application/xml' -H'Content - type:
application/xml’ - U user:userpass - url
http://onapp.test/virtual_machines/:virtual_machine_id/backups.xml

JSON Request example

curl  -i -XGET -H'Accept: application/json’ - H'Content - type:
application/json' - U user:userpass - url
http://onapp.test/virtual_machines/:virtual_machine_id/backups.json

An array of backups is returned. If there are no backups, an empty
array is returned.

XML Output example

<?xml version="1.0" encoding="UTF -8"?>
<backups type="array">
<backup>
<allow_resize_without_reboot
type="boolean">false</allow_resize_without_reboot>
<allowed_hot_migrate type="boolean">true</allowed_hot_migrate>
<allowed_swap type="boolean">true</allowed_swap>
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<backup_server_id type= "integer">1</backup_server_id>
<backup_size type="integer">310896</backup_size>
<built type="boolean">true</built>
<built_at type="datetime">2013 - 12- 24T14:34:06+03:00</built_at>
<created_at type="datetime">2013 - 12- 24T14:31:20+03:00</created _at>
<data_store_type>lvm</data_store_type>
<id type="integer">1951</id>
<identifier>uml64qyvbzvikb</identifier>
<image_type nil="true"/>
<initiated>days</initiated>
<ign nil="true"/>
<locked type="boolean">false</locked>
<marked_for_delete type="boolean">false</marked_for_delete>
<min_disk_size type="integer">5</min_disk_size>
<min_memory_size type="integer">128</min_memory_size>
<note nil="true"/>
<operating_system>linux</operating_system>
<operating_sys tem_distro>ubuntu</operating_system_distro>
<target_id type="integer">11860</target_id>
<target_type>Disk</target_type>
<template_id type="integer">897</template_id>
<updated_at type="datetime">2013 - 12- 24T14:34:06+03:00</updated_at>
<user_id type="integer">1875</user_id>
<volume_id nil="true"/>
<backup_type>normal</backup_type>
<disk_id type="integer">11860</disk_id>
</backup>
</backups>

Explanation of the data returned:

allowed_resize_without_reboot I true if resizing CPU & RAM is allowed
without restarting the storage server backed up

allowed_hot_migrate T true if hot migration is allowed for the storage
server backed up

allowed_swap i true if swap disk is allowed for storage server backed
up, otherwise false

backup_s erver_id T the ID of the backup server on which the backup is
stored

backup_size T the disk space taken by this backup in kB
backup_type T normal or incremental

built T true if the storage server backed up has been built

built_at i the date when the disk backup was built
created_at i the date when the record in the database was created
updated_at 1 the date when this record in database was updated
data_store_type - data store type: lvm, vmware or solidfire

id 1 the ID of this backup

identifier - diskident ifier

image_type - backup type (currently only tar is available)
initiated - period when backup is initiated: days, weeks, months, or
years
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locked 1 true if the storage server backed up has been locked
marked_for_delete i the backup is marked for deletion (forauto -
backups)

min_disk_size T the minimum disk size

operating_system_distro i the OS distribution of the storage server
backed up

operating_system i the OS of the storage server backed up

target_id - ID of a backup target

target_type - target for which the backup was taken; For normal
backups it is a disk. For incremental backups it's virtual server.

template_id i the ID of a template from which the storage server
backed up was built

user_id - the ID of a user the storage server belon gsto
volume_id - data store ID

SolidFire - related parameters:

ign - volume ISCSI qualified name

13.2Get List of Normal Backups
GET Nirtual_machines/:virtual_machine_id/backups/images.xml
GET /virtual_machines/:virtual_machine_id/backups/images.json
XML Request example
curl -i -XGET -H'Accept: application/xml' -H'Content - type:

application/xml' - U user:userpass -- url
http://onapp.testivirtual_machines/:virtual_machine_id/backups/images.xml

JSON Request example

curl -i -XGET -H 'Accept: application/jso n' -H'Content -type:
application/json' - U user:userpass - url
http://onapp.test/virtual_machines/:virtual_machine_id/backups/images.json

An array of backups is returned. If there are no backups, an empty
array is returned.

XML Output example

<?xml version="1.0" encoding="UTF -8"?>
<backups type="array">
<backup>

<allow_resize_without_reboot
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type="boolean">false</allow_resize_without_reboot>
<allowed_hot_migrate type="boolean">true</allowed_hot_migrate>
<allowed_swap type="boolean">true< /allowed_swap>
<backup_server_id type="integer">1</backup_server_id>
<backup_size type="integer">310896</backup_size>
<built type="boolean">true</built>
<built_at type="datetime">2013 - 12- 24T14:34:06+03:00</built_at>
<created_at type="da tetime">2013 - 12- 24T14:31:20+03:00</created_at>
<data_store_type>lvm</data_store_type>
<id type="integer">1951</id>
<identifier>uml64qyvbzvikb</identifier>
<image_type nil="true"/>
<initiated>days</initiated>
<ign nil="true"/>
<| ocked type="boolean">false</locked>
<marked_for_delete type="boolean">false</marked_for_delete>
<min_disk_size type="integer">5</min_disk_size>
<min_memory_size type="integer">128</min_memory_size>
<note nil="true"/>
<operating_system>| inux</operating_system>
<operating_system_distro>ubuntu</operating_system_distro>
<target_id type="integer">11860</target_id>
<target_type>Disk</target_type>
<template_id type="integer">897</template_id>
<updated_at type="datetime">2013 - 12- 24T14:34:06+03:00</updated_at>
<user_id type="integer">1875</user_id>
<volume_id nil="true"/>
<backup_type>normal</backup_type>
<disk_id type="integer">11860</disk_id>

</backup>
</backups>

Explanation of the data returned:

allowed _resize_without_reboot T true if resizing CPU & RAM is allowed
without restarting the storage server backed up

allowed_hot_migrate T true if hot migration is allowed for the storage
server backed up

allowed_swap 1 true if swap disk is allowed for storage server backed
up, otherwise false

backup_server_id i the ID of the backup server on which the backup is
stored

backup_size T the disk space taken by this backup in kB
backup_type T normal or incremental

built T tr ue if the storage server backed up has been built

built_at i the date when the disk backup was built

created_at 1 the date when the record in the database was created
updated_at i1 the date when this record in database was updated
data_store_type - datasto re type: lvm, vmware or solidfire

id 1 the ID of this backup

identifier - disk identifier

image_type - backup type (currently only tar is available)
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initiated - period when backup is initiated: days, weeks, months, or
years

locked 1 true if the storage ser ver backed up has been locked
marked_for_delete T the backup is marked for deletion (for auto -
backups)

min_disk_size i the minimum disk size

operating_system_distro i the OS distribution of the storage server
backed up

operating_system i the OS of the stor age server backed up
target_id - ID of a backup target

target_type - target for which the backup was taken; For normal
backups it is a disk. For incremental backups it's virtual server.

template_id i the ID of a template from which the storage server
backed up was built

user_id - the ID of a user the storage server belongs to

volume_id - data store ID

SolidFire - related parameters:

ign - volume ISCSI qualified name

13.3Get List of Incremental Backups

GET Nirtual_machines/:virtual_machine_id/backups/files.xml
GET JMvirtual_machines/:virtual_machine_id/backupsffiles.json

XML Request example

curl  -i -XGET -H 'Accept: application/xml' -H'Content - type:
application/xml' - U user:userpass -- url
http://onapp.t est/virtual_machines/:virtual_machine_id/backups/files.xmi

JSON Request example

curl  -i -XGET -H'Accept: application/json’ - H'Content - type:
application/json' - U user:userpass - url
http://onapp.test/virtual_machines/:virtual_machine_id/backups/files .json

An array of backups is returned. If there are no backups, an empty
array is returned.

XML Output example

<?xml version="1.0" encoding="UTF -8"?>
<backups type="array">
<backup>
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<allow_resize_without_reboot

type="boolean">false< /allow_resize_without_reboot>
<allowed_hot_migrate type="boolean">true</allowed_hot_migrate>
<allowed_swap type="boolean">true</allowed_swap>
<backup_server_id nil="true"/>
<backup_size type="integer">1121652</backup_size>

<built type="boolean">t rue</built>
<built_at type="datetime">2013 -12-18T11:00:47+00:00</built_at>
<created_at type="datetime">2013 -12-18T10:59:41+00:00</created_at>

<data_store_type>lvm</data_store_type>
<id type="integer">698</id>
<identifier>y5cc19dv7bsdrk</identifie r>
<initiated>manual</initiated>
<ign nil="true"/>
<locked type="boolean">false</locked>
<marked_for_delete type="boolean">false</marked_for_delete>
<min_disk_size type="integer">5</min_disk_size>
<min_memory_size type="integer">128</min_memory _size>
<note>Stuarts backup</note>
<operating_system>linux</operating_system>
<operating_system_distro>ubuntu</operating_system_distro>
<target_id type="integer">74</target_id>
<target_type>VirtualMachine</target_type>
<template_id type="inte ger'>6</template_id>
<updated_at type="datetime">2013 -12-18T11:00:47+00:00</updated_at>
<user_id type="integer">8</user_id>
<volume_id nil="true"/>
<backup_type>incremental</backup_type>
<disk_id nil="true"/>
</backup>
</backups>

Explanation of the data returned:

allowed_resize_without_reboot T true if resizing CPU & RAM is allowed
without restarting the storage server backed up

allowed_hot_migrate T true if hot migration is allowed for the storage
server backed up

allowed_swap 1 true if swap disk is allowed for storage server backed
up, otherwise false

backup_server_id i the ID of the backup server on which the backup is
stored

backup_size T the disk space taken by this backup in kB
backup_type T normal or incremental

built T true if the sto rage server backed up has been built
built_at i the date when the disk backup was built

created_at 1 the date when the record in the database was created
updated_at i1 the date when this record in database was updated
data_store_type - data store type: lvm, vmware or solidfire
id 1 the ID of this backup

identifier - disk identifier

image_type - backup type (currently only tar is available)
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initiated - period when backup is initiated: days, weeks, months, or
years

locked 1 true if the storage server backed up has been locked
marked_for_delete T the backup is marked for deletion (for auto -
backups)

min_disk_size i the minimum disk size

operating_system_distro i the OS distribution of the storage server
backed up

operating_system i the OS of the storage server ba cked up
target_id - ID of a backup target

target_type - target for which the backup was taken; For normal

backups it is a disk. For incremental backups it's virtual server.

template_id i the ID of a template from which the storage server

backed up was buil t

user_id - the ID of a user the storage server belongs to

volume_id - data store ID

SolidFire - related parameters:

ign - volume ISCSI qualified name

13.4Get List of Disk Backups

To view the list of disk backups:

GET /virtual_machines/:vm_id/disks/:disk_id/backups.xml
GET /virtual_machines/:vm_id/disks/:disk_id/backups.json

XML Request example:

curl  -i -XGET -H 'Accept: application/xml' -H'Content - type:
application/xml' - U user:userpass -- url
http://onapp.test /virtual_machines/:vm_id/disks/:disk_id/backups.xml

JSON Request example:

curl  -i -XGET -H'Accept: application/json’ - H'Content - type:
application/json' - U user:userpass - url
http://onapp.test/virtual_machines/:vm_id/disks/:disk_id/backups.json

XML Output example

<?xml version="1.0" encoding="UTF -8"?>
<backups type="array">
<backup>

<allow_resize_without_reboot
type="boolean">false</allow_resize_without_reboot>
<allowed_hot_migrate type="boolean">true</allowed_hot_migrate>
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<allowed_s wap type="boolean">true</allowed_swap>
<backup_server_id type="integer">1</backup_server_id>

<backup_size type="integer">310896</backup_size>

<built type="boolean">true</built>

<built_at type="datetime">2013 - 12- 24T14:34:06+03:00</built_at>
<created_at type="datetime">2013 - 12- 24T14:31:20+03:00</created_at>
<data_store_type>lvm</data_store_type>

<id type="integer">1951</id>

<identifier>uml64qyvbzvilkb</identifier>

<image_type nil="true"/>

<initiated>days</initiated>

<ign nil="true"/>

<locked type="boolean">false</locked>

<marked_for_delete type="boolean">false</marked_for_delete>
<min_disk_size type="integer">5</min_disk_size>

<min_memory_size type="integer">128</min_memory_size>

<note nil="true"/>

<operating_system>linux</operating_system>
<operating_system_distro>ubuntu</operating_system_distro>

<target_id type="integer">11860</target_id>
<target_type>Disk</target_type>

<template_id type="integer">897</template_id>

<updated _at type="datetime">2013 - 12- 24T14:34:06+03:00</updated_at>
<user_id type="integer">1875</user_id>

<volume_id nil="true"/>

<backup_type>normal</backup_type>

<disk_id type="integer">11860</disk_id>

</backup>
</backups>
Explanation of the data returned:
allowed_resize_without_reboot T true if resizing CPU & RAM is allowed

without restarting the storage server backed up

allowed_hot_migrate T true if hot migration is allowed for the storage
server backed up

allowed_swap i true if swap disk i s allowed for storage server backed
up, otherwise false

backup_server_id i the ID of the backup server on which the backup is
stored

backup_size T the disk space taken by this backup in kB
backup_type 1 normal or incremental

built T true if the storage se rver backed up has been built
built_at i the date when the disk backup was built

created_at 1 the date when the record in the database was created
updated_at 1 the date when this record in database was updated
data_store_type - data store type: lvm, vmware,solidfire or
id 1 the ID of this backup

identifier - disk identifier

image_type - backup type (currently only tar is available)
initiated - period when backup is initiated: days, weeks, months, or
years
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locked T true if the storage server backed up has been locked
marked_for_delete i the backup is marked for deletion (for auto -
backups)

min_disk_size T the minimum disk size

operating_system_distro i the OS distribution of the storage server
backed up

operating_system i the OS of the storage server bac ked up
target_id - ID of a backup target

target_type - target for which the backup was taken; For normal

backups it is a disk. For incremental backups it's virtual server.

template_id i the ID of a template from which the storage server

backed up was built

user_id - the ID of a user the storage server belongs to

volume_id - data store ID

SolidFire - related parameters:

ign - volume ISCSI qualified name

13.5Create Incremental Backup

To take an incremental backup, use the following method:

POST /virtual_machines/:id/backups.xml
POST /virtual_machines/:id/backups.json

XML Request example

curl  -i -XPOST - H 'Accept: application/xml' -H'Content -
type:application/xml’ - u user:password - url
http://onapp.test/virtual_machines/:id/backups.xml -d

‘'<backup><note>manual BU</note></backup>'

JSON Request example

curl -i -XPOST - H 'Accept: application/json’ -H'Content -
type:application/json' - u user:password - url
http://onapp.test/virtual_machines/:id/backups.json -d
{"backup":{"note":"manual BU"}}

Where you have to specify the virtual server's ID

note - optional backup note
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13.6Create Disk Backup

To take incremental backups for virtual servers that have incremental
backups enabled, use Create Incremental Backup API call.

To create a backup of a disk, use the following method:

POST /settings/disks/:disk_id/backups.xml
POST /settings/disks/:disk_id/backups.json

XML Request example

curl -i -XPOST -H 'Accept: application/xml' -H'Content -
type:application/xml ' - uuser:password - url
http://onapp.test/settings/disks/:id/backups.xml - d '<backup><note>manual

backup</note><force_windows_backup>0</force_windows_backup></backup>

JSON Request example

curl -i -XPOST -H'Accept: application/json’ -H'Content -
type:ap plication/json' - U user:password - url
http://onapp.test/settings/disks/:id/backups.json -d

{"backup":{"note":"manual backup", "force_windows_backup":"0"}}'

note - optional note

force_windows_backup - for Windows virtual servers only; enabling this
option will guarantee the disk backup will be taken regardless of any
file system problems

This option should be only used as a last resort. If you enable this option
there is no guarantee that backup will be consistent.

13.7Create Backups for All Disks

The following request applies to configuration where normal backups are
enabled for cloud, and will create backups for all disks.

To create backups/snapshots of all VS disks:

POST /virtual_machines/:vm_id/bac kups.xml
POST /virtual_machines/:vm_id/backups.json

XML Request example

curl -i -XPOST -H 'Accept: application/xml' - H'Content - type:
application/xml' - U user:userpass - url
http://onapp.test/virtual_machines/irs1j5cl0l7pw2/backups.xml

100




OnApp Cloud 5.7 - API Guide

JSON Request exa mple

curl -i -XPOST -H'Accept: application/json’ -H'Content - type:
application/json' - U user:userpass - url
http://onapp.test/virtual_machines/irs1j5c¢l0l7pw2/backups.json

Where you have set the ID of a virtual server.

13.8Convert Backup to Template

You can convert a backup into a custom template. A label for a template can be set with the
backupl[label], minimum disk size and minimum memory size parameters.

POST /backups/:backup_id/convert.xml
POST /backups/:backup_id/convert.json

XML Request example

curl -i -XPOST -H 'Accept: application/xml' -H'Content - type:
application/xml’ - U user:userpass - d'<?xml version="1.0" encoding="UTF -8"
?><backup><label>template.label</label><min_disk_size>50</min_disk_size><m
in_memory_size>1024</min_memory_size></backup>' -~ url
http://onapp.test/backups/:backup_id/convert.xml

JSON Request example

curl -i -XPOST - H 'Accept: application/json’ -H'Content - type:
application/json’ - U user:userpass - d'{"backup":{"label":"backup_label",
"min_disk_size":"20", "min_memory_size":"512" ¥l

http://onapp.test/backups/:backup_id/convert.json

Where you have to specify the following parameters:

label - template label
min_disk_size - minimum disk size required in GB
min_memory_size - minimum RAM required for the template

If templates limit has been exceeded, you will get the following error
message: "You have reached your template creation limit".

13.9Delete Backup

To delete a disk backup:
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DELETE /backups/:id.xml
DELETE /backups/:id.json

XML Request example

*curl  -i - XDELETE - H 'Accept: application/xml' -H'Content - type:
application/xml’ - U user:userpass -- url http://onapp.test/backups/:id.xml*

JSON Request example

*curl -i -XDELETE - H 'Accept: application/json’ -H 'Content - type:
application/json' - uuse r.userpass - url
http://onapp.test/backups/:id.json*

An HTTP 204 response is returned on success, an HTTP 404 error is
returned if a requested backup does not exist.

13.10 Restore Backup

You can restore a disk from a backup, using the following method:

POST /backups/:backup_id/restore.xml
POST /backups/:backup_id/restore.json

XML Request example

curl -i -XPOST -H 'Accept: application/xml' -H'Content - type:
application/xml' - U user:userpass -- url
http://onapp.test/backups/:backup_id/restore.xml

JSON Request example

curl -i -XPOST -H'Accept: application/json’ -H'Content - type:
application/json’ - U user:userpass - url
http://onapp.test/backups/:backup_id/restore.json

13.11 Add/Edit Backup Note

Use the following API request to update backup with a note:

XML Request example

curl - X PUT http://onapp.test/backups/:backup_id/note.xml -d
'<backup><note>test note</note></backup>' - u user:password - H 'Accept:
application/xml' -H 'Content - type: application/xml'

JSON Request example
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curl - X PUT http://onapp.test/ba ckups/:backup_id/note.json -d
‘{"backup":{"note":"test note"}}' - u user:password - H 'Accept:
application/json' -H'Content - type: application/json’

Where you have to specify backup ID in the URL.
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l4Backup Servers

The backup servers feature allows users to store their backups and templates on the backup
servers set up in the cloud. Backup servers can be organized into backup server zones.
All API calls are available to this class.

14.1Get List of Backup Servers

GET /settings/backup_servers.xml
GET /settings/backu p_servers.json

Returns the array of backup servers.
XML Output example

<?xml version="1.0" encoding="UTF -8"?>

<backup_servers type="array">

<backup_server>

<label>bk1</label>

<created_at type="datetime">2012 - 01- 04T10:18:59Z</created_at>
<updated_at type="datetime">2012 - 01- 16T14:11:30Z</updated_at>
<backup_server_group_id type="integer">28</backup_server_group_id>

<id type="integer">1</id>
<backup_ip_address>192.168.123.1</backup_ip_address>

<enabled type="boolean">true</enabled>

<backups type="array" >

<backup>

<marked_for_delete type="boolean">false</marked_for_delete>

<disk_id type="integer">3908</disk_id>

<built_at type="datetime">2012 - 02- 09T16:05:21Z</built_at>
<operating_system_distro>rhel</operating_system_distro>
<created_at type="datetime">2012 - 02- 09T16:03:45Z</created_at>

<template_id type="integer">233</template_id>
<operating_system>linux</operating_system>

<updated_at type="datetime">2012 - 02- 09T16:05:21Z</updated_at>
<backup_type>normal</backup_type>
<allowed_swap type="boolean">true</allowe d_swap>

<allow_resize_without_reboot
type="boolean">false</allow_resize_without_reboot>

<id type="integer">1508</id>

<backup_server_id type="integer">1</backup_server_id>
<allowed_hot_migrate type="boolean">false</allowed_hot_migrate>
<backup_size>175264</  backup_size>
<min_disk_size type="integer">5</min_disk_size>
<identifier>pkgOv4k4n34ym8</identifier>

<locked type="boolean">false</locked>

<built type="boolean">true</built>

</backup>

</backup_server>

</backup_servers>

Explanation of the data returned:

Backup server parameters:

label T the backup server label

created_at i the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format
updated_at 1 the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format

backup_server_group_id i the ID of a backup server group the backup
server belongs to
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id 1 the backup server ID
backup_server_ip_address - provisioning network IP address

enabled 1 backup server parameter; if "enabled" = true, the backup
server is enabled; if enabled = false, the backup server is disabled.

Backup parameter s

marked_for_delete i the backup is marked for deletion (for auto -
backups)

disk_id 1 the ID of a disk backed up

built_at i the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format
operating_system_distro i the OS distribution of the VS from which the
backup wa s created

created_at i the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format
template_id i the ID of the template the VS is based on

updated_at 1 the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format
backup_type T disk backup type (normal, Days auto - backup, We eks auto -
backup, Months auto - backup, Years auto - backup)

allowed_swap 1 true if the template to which the backup can be

restored will allow swap, otherwise false.

allow_resize_without_reboot T true if the template to which the backup
can be restored will su pport resize without reboot option, otherwise
false

id T the backup ID

backup_server_id i the ID of the backup server on which the backup is
stored.

allowed_hot_migrate T true if the template to which the backup can be
restored will support hot migration, otherwise false.

backup_size 1 the size of the backup

min_disk_size T minimum disk size required for restoring a backup
identifier i the backup identifier

locked 1 true if the backup is being built, otherwise false

built 7 true if the backup is already built, otherwise false

14.2Get Backup Server Details

This method outputs the details for a particular backup server:

GET /settings/backup_servers/:id.xml
GET /settings/backup_servers/:id.json

XML Output example

<backup_server>
<l abel>bk1</label>

<created_at type="datetime">2012 -01- 04T1204T10:18:59+02:0059Z</created_at>
<backups type="array">
<backup>

<marked_for_delete type="boolean">false</marked_for_delete>
<disk_id type="integer">4097</disk_id>
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<built_at nil="true"/>

<operating _system_distro>rhel</operating_system_distro>
<created_at type="datetime">2012 -02-11T00:36:17Z</created_at>
<template_id type="integer">211</template_id>
<operating_system>linux</operating_system>

<updated_at type="datetime">2012 -03-05T13:42:15+02:0002 -
11T00:36:17Z</updated_at>

<backup_type>months - autobackup</backup_type>

<allowed_swap type="boolean">true</allowed_swap>
<allow_resize_without_reboot
type="boolean">true</allow_resize_without_reboot>

<id type="integer">1526</id>

<backup_server_id type="integer ">1</backup_server_id>
<allowed_hot_migrate type="boolean">true</allowed_hot_migrate>
<backup_size nil="true"/>

<min_disk_size nil="true"/>

<identifier>gmkrf5k0s4hsnj</identifier>

<locked type="boolean">true</locked>

<built type="boolean">false</built>

</b ackup>

</backups>

<updated_at type="datetime">2012 - 02-14T14:01:20Z</updated_at>
<backup_ip_address>192.168.123.1</backup_ip_address>
<backup_server_group_id
nil="true"/>type="integer">28</backup_server_group_id>

<id type="integer">1</id>

<enabled type="boo lean">true</enabled>

<capacity type="integer">460</capacity>
<ip_address>109.123.105.162</ip_address>

</backup_server>

Explanation of the data returned:

label T backup server label

created at i the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format
updated at 1 the date inthe [YYYY][MM][DD]T[hh][mm][ss]Z format
id T the backup server ID

backups 1 a list of backups stored on this backup server ID with the
following details:

template_id i the ID of the template the VS from which the backup was
created was ba  sed on

operating_system T the operating system of the VA from which the
backup was created

backup_server_group_id T the ID of the backup server zone the backup
server belongs to

enabled 1 backup server parameter; if "enabled" = true, the backup
server wil | be enabled; if enabled=false, the backup server iswill be
disabled.

capacity T the backup server capacity

ip_address i the backup server IP

backup_server_ip_address - provisioning network IP address
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To view the list of backups with their details, please refer to the_Search
Backups section.

14.3Add Backup Server

To create a backup server where users will be able to store backups and templates, send the
following request:

POST /settings/backup_servers.xml
POST /settings/backup_servers.json

XML Request example

curl  -i -XPOST - u user.userpass

http://onapp.test/settings/backup_servers.xml -d
'<backup_server><label>az_val</label><enabled>1</enabled><capacity>40</cap

aci ty><ip_address>172.0.0.1</ip_address><backup_ip_address>192.168.123.1</
backup_ip_address></backup_server>' - H 'Accept: application/xml’ -H
‘Content - type: application/xml’

JSON Request example

curl -i -XPOST -u user.userpass

http://onapp.test/settings/ba ckup_servers.json -d
{"backup_server":{"label":"az_val", "enabled":"1", "capacity":"40",
"ip_address™:"172.0.0.1","backup_ip_address":"192.168.123.1"}}' -H
'Accept: application/json’ -H'Content - type: application/json’

Where:

label* T backup server label

ip_address* T valid lpv4 address

backup_server_ip_address - provisioning network IP address
capacity* T set the backup server capacity

enabled 1 setthe "enabled" as 1 if you want the backup server to be
enabled, or 0 if you want it to be disabled. If you skip the enabled
parameter, the backup server will be disabled by default.

XML Output example

<?xml version="1.0" encoding="UTF -8"?>

<backup_s erver>

<label>az_val_1</label>

<created_at type="datetime">2012 - 02-10T15:14:53Z</created_at>
<updated_at type="datetime">2012 -02-10T15:14:53Z</updated_at>
<backup_ip_address>192.168.123.1</backup_ip_address>
<backup_server_group_id nil="true"></backup_serv er_group_id>
<id type="integer">25</id>

<enabled type="boolean">true</enabled>

<backups type="array"/>

<capacity type="integer">40</capacity>

107




OnApp Cloud 5.7 - API Guide

<ip_address>172.0.0.2</ip_address>
</backup_server>

14.4Edit Backup Server

Use the following method to edit a backup server:

PUT /settings/backup_server/:id.xml
PUT /settings/backup_server/:id.json

XML Request example

curl -i -XPUT -uuser.userpass

http://onapp.test/settings/backup_servers/:id.xml -d
'<backup_server><label>az_val_ue_xmil</label><enabled>1</enabled><ca pacity>
40</capacity><ip_address>172.0.0.2</ip_address><backup_ip_address>192.168.
123.1</backup_ip_address></backup_server>' - H 'Accept: application/xml’ -H
'‘Content - type: application/xml’

JSON Request example

curl -i -XPUT -uuser.userpass

http://onapp. test/settings/backup_servers/:id.json -d
{"backup_server":{"label":"az_val_ue_json", "enabled":"1",

"capacity":"40",

"ip_address™:"172.0.0.1","backup_ip_address":"192.168.123.1"}}' -H
'Accept: application/json’ -H'Content - type: application/json’

Where:
label T backup server label

enabled 1 setthe "enabled" as 1 if you want the backup server to be
enabled, or 0 if you it to be disabled. If you skip the enabled
parameter, the backup server will be disabled by default.

capacity* i setthe backup ser ver capacity
ip_address* i valid Ipv4 address
backup_server_ip_address - provisioning network IP address

You will get a 204 status response on success, and 404 if there is no
such a backup server with a requested ID or you entered incorrect URL.

14.5Delete Backup Server

DELETE /settings/backup_servers/:id.xml
DELETE /settings/backup_servers/:id.json

XML Request example
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curl -i -XDELETE -u user.userpass
http://onapp.test/settings/backup_servers/:id.xml - H 'Accept:
application/xml' -H 'Content - type: application xml'

JSON Request example

curl -i -XDELETE -u user.userpass
http://onapp.test/settings/backup_servers/:id.json - H 'Accept:
application/json' - H'Content - type: application/json’

You will get a 204 status response on success, and 404 if there is no
such a backup server with a requested ID or you entered incorrect URL.

14.6Search Backups

To find a backup stored at a particular backup server, use the following request:

GET /settings/backup_servers/:id/backups_search.xml
GET /settings/backup_servers/:id/back ups_search.json

You can set the following search parameters:

size 1 setthe size [from] and [to] backup search parameters to search

backups by their size. The size should be indicated in MB.

date 1 setthe date [startdate] and [enddate]backup search para meters
to search for backups created between two dates. The date should be

indicated in the YYYY - MM DD format.

XML Request example

curl -i -XGET -u'user.userpass' -- url
‘http://onapp.test/settings/backup_servers/:id/backups_search.xml?searchin

g='test'&  size[from]=1000&size[to]=10000&period[startdate]=2016 - 09-
21&period[enddate]=2016 -09- 21" - H'Accept: application/xml’ -H'Content -

type: application/xml'

JSON Request example

curl -i -XGET -u'user.userpass' - url

‘http://onapp.test/settings/backup_server s/:id/backups_search.json?searchi
ng="test'&size[from]=1000&size[to]=10000&period[startdate]=2016 - 09-
21&period[enddate]=2016 -09- 21" - H'Accept: application/json’ -H'Content -

type: application/json’

Please be aware that some Unix command shells can output an error
because of square brackets. To prevent the error, use the back slash
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escape symbol. The example curl with back slashes is as follows:

XML Request example

curl -i -XGET -u'user.userpass' - url
‘http://onapp.test/settings/backup_servers/:id/backups_search.xml?searchin

g='test'&size \ [from \]=1000&size \[to \]=10000&period \ [startdate \ ]=2016 - 09-
21&period \ [enddate \]=2016 - 09-21' - H 'Accept: application/xml' -H'Content -
type: application/xml'

JSON Request example

curl -i -XGET -u'user.userpass' - url
'http://onapp.test/settings/backup_servers/:id/backups_search.json?searchi

ng='test'&size \ [from \]=1000&size \[to \]=10000&period \ [startdate \]=2016 - 09-
21&period \ [enddate \]=2016 - 09-21' - H 'Accept: application/js on' -H

'‘Content - type: application/json’

XML Output example

<?xml version="1.0" encoding="UTF - 8"?>
<backups type="array">
<backup>

<allow_resize_without_reboot

type="boolean">true</allow_resize_without_reboot>
<allowed_hot_migrate type="boolean ">true</allowed_hot_migrate>
<allowed_swap type="boolean">true</allowed_swap>
<backup_server_id type="integer">1</backup_server_id>
<backup_size type="integer">4976984</backup_size>
<built type="boolean">true</built>
<built_at type="dat etime">2016 - 09-21T12:26:11Z</built_at>
<created_at type="datetime">2016 - 09- 21T12:08:06Z</created_at>
<data_store_type>lvm</data_store_type>
<id type="integer">872</id>
<identifier>dyhy150m</identifier>
<initiated>manual</initiated>
<ign nil="true"/>
<locked type="boolean">false</locked>
<marked_for_delete type="boolean">false</marked_for_delete>
<min_disk_size type="integer">9</min_disk_size>
<min_memory_size type="integer">384</min_memory_size>
<note>zaza50patch7  6</note>
<operating_system>linux</operating_system>
<operating_system_distro>rhel</operating_system_distro>
<target_id type="integer">9287</target_id>
<target_type>Disk</target_type>
<template_id type="integer">28</template_id>
<upd ated_at type="datetime">2016 -09-21T12:26:15Z</updated_at>
<user_id type="integer">3</user_id>
<volume_id nil="true"/>
<backup_type>normal</backup_type>
<disk_id type="integer">9287</disk_id>

</backup>
<backup>...</backup>
</backups>
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Explanation of the data returned:

allow_resize_without_reboot - true if the template to which the backup
can be restored will support resize without reboot option, otherwise
false

allowed_hot_migrate - true if the template to which the backup can be
restor ed will support hot migration, otherwise false.

allowed_swap - true if the template to which the backup can be
restored will allow swap, otherwise false.

backup_server_id - the ID of the backup server on which the backup is
stored.

backup_size - thesizeo fthe backup

built - true if the backup is already built, otherwise false

built_at - the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format
created_at - the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format
data_store_type - data store type: lvm, vmware or soli dfire
id - the backup ID

identifier - the backup identifier

initiated - period when backup is initiated: days, weeks, months, or
years

ign - volume ISCSI qualified name (SolidFire - related parameter)
locked - true if the backup is being built, otherwise fal se

marked_for_delete - the backup is marked for deletion (for auto -
backups)

min_disk_size - minimum disk size required for restoring a backup
min_memory_size - minimum memory size required for restoring a backup
note - an optional note to the backup

opera ting_system - the OS of the VS from which the backup was created

operating_system_distro - the OS distribution of the VS from which the
backup was created

target_id - ID of a backup target

target_type - target for which the backup was taken; For normal
backups it is a disk. For incremental backups it's virtual server.

template_id - the ID of the template the VS is based on
updated_at - the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format
user_id - thel D of auserthe storage server belongs to
volume id - data store ID

backup_type - disk backup type (normal, Days auto - backup, Weeks auto -
backup, Months auto - backup, Years auto - backup)

disk_id - the ID of the backed up disk

For details refer to Get The List Of Backup Servers section.
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Note that the backup search returns only the list of backups, stored on a
specified backup server, which a user has permission to see ( own backups
or all backups). For instructions on how to see the list of all backup servers,
refer to Get The List of Backup Servers section.

14.7Create Cloud Boot Backup Server

To create a backup server where users will be able to store backups and templats, send the
following request:

POST /settings/backup_servers.xml
POST /settings/backup_servers.json

Before creating a Cloud Boot backup server, you have to create new KVM
compute resource with an IP address from the dynamic range.

XML Request example

curl  -i -XPOST -u user.userpass

http://onapp.test/settings/backup_servers.xml -d
'<backup_server><label>az_val</label><enabled>1</enabled><capacity>40</cap
acity><backup>true</backup><ip_address>172.0.0.1</ip_address><backup_ip_ad
dress>192.168.123.1</backup_ip_address></back up_server>' - H 'Accept:
application/xml' -H 'Content - type: application/xml'

JSON Request example

curl -i -XPOST -u user:userpass
http://onapp.test/settings/backup_servers.json -d
{"backup_server":{"label":"az_val", "enabled":"1", "capacity":"40",
"ip_a ddress":"172.0.0.1","backup_ip_address":"192.168.123.1"}}' -H
'Accept: application/json’ -H'Content - type: application/json’
Where:
label* 1T backup server label
ip_address* T IP address of a KVM compute resource
backup - settrue to create a Cloud Boot b ackup server
backup_server_ip_address - provisioning network IP address
capacity* i set the backup server capacity
enabled 1 setthe "enabled" as 1 if you want the backup server to be
enabled, or O if you want it to be disabled. If you skip the enabled

par ameter, the backup server will be disabled by default.

PLEASE NOTE: You should configure some local or remote attached
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storage for persistent backups on the provisioning/backup server.

XML Output example

<?xml version="1.0" encoding="UTF -8"?>

<backup_server>

<label>az_val_1</label>

<created_at type="datetime">2012 - 02-10T15:14:53Z</created_at>
<updated_at type="datetime">2012 - 02- 10T15:14:53Z</updated_at>
<backup_ip_address>192.168.123.1</backup_ip_address>
<backup_server_group_id nil="true"></bac kup_server_group_id>
<id type="integer">25</id>

<enabled type="boolean">true</enabled>

<backups type="array"/>

<capacity type="integer">40</capacity>
<ip_address>172.0.0.2</ip_address>

</backup_server>
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15Backup Server Zones

Backup server zone consists of several backup servers that share the same user permissions
and are assigned to one billling plan. Backup server zones can be used for organizing and
managing backup servers and creating different tiers of servers for customers.

15.1Get List of Backup Server Zones

To get the list of backup server zones:

GET /settings/backup_server_zones.xml
GET /settings/backup_server_zones.json

XML Response example

<?xml version="1.0" encoding="UTF -8"?>
<backup_server_groups type="array">
<backup_server_group>

<label>bsz</label >

<location_group_id type="integer">1</location_group_id>

<created_at type="datetime">2012 - 01- 04T11:50:40Z</created_at>
<updated_at type="datetime">2012 - 01- 04T11:50:40Z</updated_at>

<id type="integer">28</id>
</backup_server_group>
</backup_server_groups>

Where:
label T backup server zone title

location_group_id - ID of a location group the backup server zone is
assigned to

id T backup server zone ID

15.1.1 Page history
v. 3.1

1 Added the location_group_id parameter

15.2Get Backup Server Zone Details

To get the backup server zone details:

GET /settings/backup_server_zones/:id.xml
GET /settings/backup_server_zones/:id.json

XML Response example

<?xml version="1.0" encoding="UTF -8"?>
<backup_server_group>
<label>bsz</label>

<location_group_id type="integer">1< /location_group_id>
<created_at type="datetime">2012 - 01- 04T11:50:40Z</created_at>
<updated_at type="datetime">2012 - 01- 04T11:50:40Z</updated_at>
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<id type="integer">28</id>
</backup_server_group>

‘Where:
label T backup server zone title

location_group_id - ID of a location group the backup server zone is
assigned to

id 1 backup server zone ID

15.2.1 Page history
v. 3.1:

I Added the location_group_id parameter

15.3Add Backup Server Zone

To create a backup server zone, use the following request:

POST /settings/backup_serve r_zones.xml
POST /settings/backup_server_zones.json

XML Request example

curl  -i -XPOST - u user:userpass

http://onapp.test/settings/backup_server_zones.xml -d
'<backup_server_group><label>az_val_xml</label><location_group_id>1</locat
ion_group_id></backup_ server_group>' - H 'Accept: application/xml’ -H
‘Content - type: application/xml'

JSON Request example

curl -i -XPOST -u user:userpass
http://onapp.test/settings/backup_server_zones.json -d
{"backup_server_group":{"label":"az_val_json","location_group_id":"1"}}'
- H 'Accept: application/json’ -H'Content - type: application/json’
Where:
label* T specify a new label of the backup server zone
server_type - specify the type of this backup zone, it can be either
virtual or smart.
location_group_id - ID of a location group you wish to assign the
backup server zone to

15.3.1 Page history
v. 5.3:

1 Added the server_type parameter
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v. 3.1:

1 Added the location_group_id parameter

15.4Edit Backup Server Zone

PUT /settings/backup_server_zones/:id.xml
PUT /settings/backup_server_zones/:id.json

XML Request example

curl  -i -XPUT -uuser.userpass

http://onapp.test/settings/backup_server_zones/:id.xml -d
'<backup_server_group><label>az_val_change</label><location_grou p_id>1</lo
cation_group_id></backup_server_group>' - H 'Accept: application/xml’ -H

‘Content - type: application/xml’

JSON Request example

curl -i -XPUT -uuser.userpass

http://onapp.test/settings/backup_server_zones/:id.json -d

{"backup_server_group":{"label":"az_val_change","location_group_id":"1"}}

- H 'Accept: application/json’ -H'Content - type: application/json’

Where:
label * T spec ify a new label of the backup server zone
location_group_id - ID of a location group you wish to assign the
backup server zone to. You can change the already assigned location

only if there are no backups or templates stores on backup servers of
currentz  one.

Returns HTTP 204 response on successful processing, and HTTP 404 when
there is no backup server zone with a requested ID, or URL is
incorrect.

15.4.1 Page history
v. 3.1

1 Added the location_group_id parameter

15.5Delete Backup Server Zone

To delete a backup server zone, use the following API call:

DELETE /settings/backup_server_zones/:id.xml
DELETE /settings/backup_server_zones/:id.json

XML Request example
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curl -i -XDELETE -u user.userpass
http://onapp.test/settings/backup_server_zones/:id.xml - H 'Accept:
app lication/xml’ -H 'Content - type: application/xml'

JSON Request example

curl -i -XDELETE -u user.userpass
http://onapp.test/settings/backup_server_zones/:id.json - H 'Accept:
application/json' -H'Content - type: application/json’

Returns HTTP 204 response on successful processing, and HTTP 404 when
there is no backup server zone with a requested ID, or URL is
incorrect.

15.6Get List of Servers Assigned to Backup Server Zone

To get the list of servers assigned to the backup server zone, use the following request:

GET
/settings/backup_server_zones/:backup_server_zone_id/backup_servers.xm
I

GET
[settings/backup_server_zones/:backup_server_zone_id/backup_servers.js
on

JSON Request example

curl -i -XGET -uuser:userpass
http://onapp.test/settings/backup_serv er_zones/:backup_server_zone_id/back
up_servers.json - H 'Accept: application/json’ -H'Content - type:

application/json'

XML Request example

curl -i -XGET -uuser:userpass
http://onapp.test/settings/backup_server_zones/:backup_server_zone_id/back
up_servers.xml - H 'Accept: application/xml’ -H'Content - type:

application/xml'

XML Output example

<?xml version="1.0" encoding="UTF -8"?>

<backup_servers type="array">

<backup_serve r>

<label>az_val_ue_xmi</label>

<created_at type="datetime">2012 - 02-10T15:14:53Z</created_at>
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<updated_at type="datetime">2012 - 02- 10T15:31:13Z</updated_at>
<backup_server_group_id type="integer">55</backup_server_group_id>

<id type="integer">25</id>

<enabl ed type="boolean">true</enabled>

<backups type="array"/>

<capacity type="integer">40</capacity>
<ip_address>172.0.0.2</ip_address>

</backup_server>

</backup_servers>

Explanation of the data returned:

backup_servers T the array of backup servers assigned to this zone with
the following details:

label T backup server label
created at T the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format
updated at T the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format

backup_server_group_id i the ID of the backup server zone the backup
server belongs to

id 1 the backup server ID

enabled T backup server parameter; if "enabled" = true, the backup
server is enabled; if enabled=false, the backup server is disabled.

backups 1 the list of backups stored at the backup server
capacity T the backup server capacity

ip_address i the backup server IP

15.7Assign Backup Server to Backup Server Zone

POST

[/settings/backup_server_zones/:backup_server_zone_id/backup_servers/:b
ackup_server_id/attach.xml

POST

[settings/backup_server_zones/:bac kup_server_zone_id/backup_servers/:b
ackup_server_id/attach.json

Using this request you attach an unassigned backup server
(:backup_server_id *) to a backup server zone (:backup_server_zone_id

*).
When you add a backup server to a backup server zone, it in herits the
zone's type. For more information refer to Zone Types .

XML Request example

curl -i -XPOST -u user.userpass
http://onapp.test/settings/backup_server_zones/:backup_server_zone_id/bac k
up_servers/:backup_server_id/attach.xml - H 'Accept: application/xml' -H

‘Content - type: application/xml'

JSON Request example
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curl -i -XPOST -u user.userpass
http://onapp.test/settings/backup_server_zones/:backup_server_zone_id/back
up_servers/:backup_ server_id/attach.json - H 'Accept: application/json’ -H

‘Content - type: application/json’

15.8Unassign Backup Server from Backup Server Zone

POST
[settings/backup_server_zones/backup_server_zone_id/backup_server/:bac
kup_server_id/detach.xml

POST

[settings/backu p_server_zones/backup_server_zone_id/backup_server/:bac
kup_server_id/detach.json

Using this request you detach an assigned backup server
(:backup_server_id *) from a backup server zone
(:backup_server_zone_id *)

XML Request example

curl -i -XPOST -uuser :userpass
http://onapp.test/settings/backup_server_zones/:backup_server_zone_id/back
up_servers/:backup_server_id/detach.xml - H 'Accept: application/xml' -H

'‘Content - type: application/xml’

JSON Request example

curl -i -XPOST -u user:userpass

http://onap p.test/settings/backup_server_zones/:backup -
server_zone_id/backup_servers/:backup_server_id/detach.json - H 'Accept:
application/json' -H'Content - type: application/json’
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16Bar emet al Servers

Baremetal servers are physical servers deployed for a single user, that reside directly on the
hardware without the virtualization layer.

NOTE: VLANSs are not configured automatically on baremetal servers. You
need to configure them manually in accordance with your OS and hardware
settings.

16.1Get List of Baremetal Servers

GET /baremetal_servers.xml
GET /baremetal_servers.json

Returns the array of baremetal servers

<baremetal_servers type="array">

<baremetal_server>

<admin_note nil="true"/>

<allowed_swap type="boolean">true</allowed_swap>

<built type="boolean">true</built>

<cpu_sockets nil="true"/>

<cpu_threads nil="true"/>

<cpu_units nil="true"/>

<created_at type="datetime">2015 - 03- 04T17:10:24+02:00</created_at>
<deleted_at nil="true"/>

<hostname>zaza</hostname>

<hypervisor_id type="integer">123</hypervisor_id>

<id type="i nteger">3842</id>
<identifier>vjktmvdIfOpyg3</identifier>
<initial_root_password>gwaszx!Q2</initial_root_password>
<initial_root_password_encrypted
type="boolean">false</initial_root_password_encrypted>
<label>zaza_BMc</label>

<local_remote_access_ip_addres s nil="true"/>

<locked type="boolean">false</locked>

<note nil="true"/>

<operating_system>linux</operating_system>
<operating_system_distro>ubuntu</operating_system_distro>
<recovery_mode nil="true"/>

<state>delivered</state>

<template_id type="integer">19 </template_id>
<template_label>debian -7.0-x64-1.4 -
xen.kvm.kvm_virtio.tar.gz</template_label>

<updated_at type="datetime">2015 - 03- 04T17:15:26+02:00</updated_at>
<user_id type="integer">1</user_id>

<ip_addresses type="array">

<ip_address>

<address>109.123.10  5.156</address>
<broadcast>109.123.105.159</broadcast>

<created_at type="datetime">2014 -01-15T11:18:12+02:00</created_at>
<customer_network_id nil="true"/>

<disallowed_primary type="boolean">false</disallowed_primary>
<gateway>109.123.105.145</gateway>

<hy pervisor_id nil="true"/>

<id type="integer">324</id>
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<ip_address_pool_id nil="true"/>
<network_address>109.123.105.144</network_address>
<network_id type="integer">4</network_id>

<pxe type="boolean">false</pxe>

<updated_at type="datetime">2014 -01-15T11:18: 12+02:00</updated_at>
<user_id nil="true"/>

<free type="boolean">false</free>
<netmask>255.255.255.240</netmask>

</ip_address>

</ip_addresses>

</baremetal_server>

</baremetal_servers>

Where:

admin_note - an optional note of the administrator

allowed_swap - true if swap disk is allowed (depends on the template

the server is based on); otherwise false

built - true if the server is built; otherwise false

cpu_sockets - the amount of CPU sockets per core. This parameter can

be set for KVM compute resources onl y by those users who have Enable

CPU topology permission granted

cpu_threads - the amount of CPU threads per core. This parameter can
be set for KVM compute resources only by those users who have Enable
CPU topology permission granted

cpu_units - the amount of CPU units per core if the CPU priority is
replaced with CPU units in user billing plan.

created_at - the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format
deleted_at - time when the VS was deleted

hostname - the name of your host

hypervisor_ id - the ID of the compute resource used by this baremetal
server

id - the baremetal server ID

identifier - the baremetal server identifier

initial_root_password - the baremetal server root password
initial_root_password_encrypted - true, if the baremetal server root
password is encrypted, otherwise false

label - the baremetal server label

local_remote_access_ip_address - |IP address used for remote access

locked - true if the baremetal server is locked; otherwise false

note - an optional reminder for this b aremetal server made by a user
account

operating_system - operating system used by the baremetal server
operating_system_distro - the distribution of the OS from which this

baremetal server is built

template_id - the ID of the template the baremetal serve ris based on
template_label - the name of the template from which this baremetal

server is built
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updated_at - the date when the baremetal server was updated in the

[YYYY][MM][DD]T[hh][mm][ss]Z format

ip_addresses - an array of IP addresses with their details assigned

to this baremetal server:

1 address 1 baremetal server IP

i broadcast i alogical address at which all devices connected to a
multiple - access communications network are enabled to receive
datagrams.

1 created at 71 time when the IP address was created in the
[YYYY][MM][DD]T[hh][mm][ss]Z format

I customer_network_id - customer network 1D

1 disallowed_primary i true if not allowed to be used as primary (for
baremetal server), otherwise false

1 ogateway - gateway addr ess

1 hypervisor_id - the ID of a compute resource the IP address is
associated with

9 id 7ithe ID of the IP address

1 ip_address_pool_id - ID of the IP address pool the IP address is
associated with

1 pxe - true, if this compute resource address can be used for
cloudbooting a compute resource

I updated at - time when the IP address was updated in the
[YYYY][MM][DD]T[hh][mm][ss]Z format

M user_id - the D of the user this IP address is assigned to

1 free 1 truei ffree, otherwise false

I netmask & netmask for the IP address

16.2Get Baremetal Server Details

GET /baremetal_servers/:id.xml
GET /baremetal_servers/:id.json

Returns the array of baremetal servers

<baremetal_servers type="array">

<baremetal_server>

<admin_note  nil="true"/>

<allowed_swap type="boolean">true</allowed_swap>
<built type="boolean">true</built>

<cpu_sockets nil="true"/>

<cpu_threads nil="true"/>

<cpu_units nil="true"/>

<created_at type="datetime">2015 - 03- 04T17:10:24+02:00</created_at>
<deleted_at nil= "true"/>
<hostname>zaza</hostname>

<hypervisor_id type="integer">123</hypervisor_id>

<id type="integer">3842</id>
<identifier>vjktmvdIfOpyg3</identifier>
<initial_root_password>gwaszx!Q2</initial_root_password>
<initial_root_password_encrypted
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type="boolea n">false</initial_root_password_encrypted>
<label>zaza_BM</label>

<local_remote_access_ip_address nil="true"/>

<locked type="boolean">false</locked>

<note nil="true"/>

<operating_system>linux</operating_system>
<operating_system_distro>ubuntu</operating_sy stem_distro>
<recovery_mode nil="true"/>

<state>delivered</state>

<template_id type="integer">19</template_id>

<template_label>debian -7.0-x64-1.4 -
xen.kvm.kvm_virtio.tar.gz</template_label>

<updated_at type="datetime">2015 - 03- 04T17:15:26+02:00</updated_at>
<user_id type="integer">1</user_id>

<ip_addresses type="array">

<ip_address>

<address>109.123.105.156</address>
<broadcast>109.123.105.159</broadcast>

<created_at type="datetime">2014 -01-15T11:18:12+02:00</created_at>
<customer_network_id nil="true"/>

<dis allowed_primary type="boolean">false</disallowed_primary>
<gateway>109.123.105.145</gateway>

<hypervisor_id nil="true"/>

<id type="integer">324</id>

<ip_address_pool_id nil="true"/>

<network _address>109.123.105.144</network_address>

<network_id type="integ er">4</network_id>
<pxe type="boolean">false</pxe>
<updated_at type="datetime">2014 -01-15T11:18:12+02:00</updated_at>

<user_id nil="true"/>

<free type="boolean">false</free>
<netmask>255.255.255.240</netmask>
</ip_address>

</ip_addresses>

</baremetal_serve r>
</baremetal_servers>

Where:
admin_note - an optional note of the administrator
allowed_swap - true if swap disk is allowed (depends on the template

the server is based on); otherwise false
built - true if the server is built; otherwise false

cpu_socke ts - the amount of CPU sockets per core. This parameter can
be set for KVM compute resources only by those users who have Enable
CPU topology permission granted

cpu_threads - the amount of CPU threads per core. This parameter can

be set for KVM compute res ources only by those users who have Enable
CPU topology permission granted

cpu_units - the amount of CPU units per core if the CPU priority is

replaced with CPU units in a bucket.

created_at - the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format
deleted_at - time when the VS was deleted

hostname - the name of your host

hypervisor_id - the ID of the compute resource used by this baremetal
server

id - the baremetal server ID
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identifier - the baremetal server identifier
initial_root_password - the baremetal server root password

initial_root_password_encrypted - true, if the baremetal server root
password is encrypted, otherwise false

label - the baremetal server label
local_remote_access_ip_address - IP address used for remote access
locked - true if the baremetal server is locked; otherwise false

note - an optional reminder for this baremetal server made by a user
account

operating_system - operating system used by the baremetal server

operating_system_distro - the distribution of the OS from w hich this
baremetal server is built

template_id - the ID of the template the baremetal server is based on

template_label - the name of the template from which this baremetal
server is built

updated_at - the date when the baremetal server was updated in the
[YYYY][MM][DD]T[hh][mm][ss]Z format

ip_addresses - an array of IP addresses with their details assigned
to this baremetal server:

 address 1 baremetal server IP

i broadcast 1 alogical address at which all devices connected to a
multiple - access communicatio ns network are enabled to receive
datagrams.

I created_at T time when the IP address was created in the
[YYYY][MM][DD]T[hh][mm][ss]Z format

1 customer_network_id - customer network 1D

1 disallowed_primary T true if not allowed to be used as primary (for
baremeta | server), otherwise false

1 gateway - gateway address

1 hypervisor_id - the ID of a compute resource the IP address is
associated with

M id 7ithe ID of the IP address

1 ip_address_pool_id - ID of the IP address pool the IP address is
associated with

1 pxe - true,if this compute resource address can be used for
cloudbooting a compute resource

1 updated at - time when the IP address was updated in the
[YYYY][MM][DD]T[hh][mm][ss]Z format

1 user_id - the ID of the user this IP address is assigned to

1 free i trueiffree, oth erwise false

T netmask & netmask for the IP address
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16.3Create Baremetal Server

The management network should be disconnected during the bare metal
server deployment.

POST /baremetal_servers.xml
POST /baremetal_servers.json

XML Request example

curl -i -XPOST http://lonapp.test/baremetal_servers.xml -d
'<baremetal_server><template_id>2</template_id><label>test_baremetal</labe
I><hostname>test</hostname><domain>localdomain</domain><hypervisor_group_i
d>121</hypervisor_group_id><hypervisor_id>38</hypervisor_id><ini tial_root_
password>qwaszx</initial_root_password><primary_network_group_id>120</prim
ary_network_group_id><selected_ip_address>5.1.1.12</selected_ip_address><r
equired_ip_address_assignment>1</required_ip_address_assignment><recipe_id

S

type="array'><recipe_i d>11</recipe_id></recipe_ids></baremetal_server>' -u
user:password - H 'Accept: application/xml' -H'Content - type:

application/xml’

JSON Request example

curl -i -XPOST http://onapp.test/baremetal_servers.json -d
{"baremetal_server":{"template_id":"2","| abel":"test_baremetal","hostname
""test","domain":"localdomain”,"hypervisor_group_id":"121","hypervisor_id

""38",

"initial_root_password":"qwaszx","primary_network_group_id":"120","selecte
d_ip_address":"5.1.1.12","required_ip_address_assignment":"1",

"reci pe_ids":["11"}} - U user:password - H 'Accept:application/json’ -H
'‘Content - type: application/json’

The following parameters should be sent:

template_id* - the ID of a template from which a baremetal server

should be built

label* - user - friendly baremeta | server description

hostname* - specify the baremetal server hosthame

domain - specify the domain for this VS. The default value is

localdomain. This parameter is not applicable for Windows virtual

servers.

hypervisor_group_id - the ID of the baremetal zo ne in which the server

will be created. Optional: if no compute zone is set, the baremetal
server will be built in any available baremetal compute zone.

hypervisor_id - the ID of a baremetal compute resource where the

baremetal server will be built. If no baremetal compute resource ID is
specified, the server will be built on the compute resource with the

least available RAM (but sufficient RAM for the server)

initial_root_password - the root password for a baremetal server. If
none specified, the system will provide a random password. It can
consist of 6 - 32 characters, letters [A - Za- 7], digits [0 - 9], dash [ -]
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and lower dash [ _ ], and the following special characters: ~! @ # $
* - +="  \\ {}[]:;",.?/ You can use both lower - and
uppercase letters.

primary_network_group_id - the ID of the primary network group.
Optional parameter.

required_ip_address_assignment - set"1"if you want IP address to be
assigned automatic ally after creation. Otherwise set "0"

selected_ip_address - an IP address to assign to this VS; if the above
parameter required_ip_address_assignment was set "1" but this
parameter selected ip_address isempty - the first available IP
address will be ass igned to VS automatically

recipe_ids - an array of recipe IDs that can be used during the recipe
server creation. You can only run recipes on baremetal server
provisioning.

16.3.1 Page history

v.5.4

1 added domain parameter

1 added selected_ip_address parameter

1 removed selected_ip_address_id parameter

16.4Delete Baremetal Server

DELETE /baremetal_servers/:id.xml
DELETE /baremetal_servers/:id.json

XML Request example

curl -i -XDELETE - u user:userpass
http://onapp.test/baremetal_servers/:id.xml - H 'Accept: application/xml -
H 'Content - type: application/xml'

JSON Request example

curl -i -XDELETE - u user:userpass
http://onapp.test/baremetal_servers/:id.json - H 'Accept: application/json’
-H'Content - type: application/json’

Where:

id 1 the ID of a baremetal server you wan t to delete

16.5Add/Edit Admin/User Note for Baremetal Server

To edit/make an admin note, use the following request:

PUT /baremetal_servers/:baremetal_server_id.xml
PUT /baremetal_servers/:baremetal_server_id.json
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Add/Edit Admin Note XML Request example

curl -i -XPUT -uuser.userpass
http://onapp.test/baremetal_servers/:baremetal_server_id.xml -d
'<baremetal_server><admin_note>agfagwe tiuuytjgh
yuytu</admin_note></baremetal_server>' - H 'Accept:application/xml’ -H

'‘Content - type:application/xml’

Add/Edi t Admin Note JSON Request example

curl -i -XPUT -uuser.userpass
http://onapp.test/baremetal_servers/:baremetal_server_id.json -d
{"baremetal_server":{"admin_note":"kjfjhjtrtjt"}}' -H
'‘Accept:application/json’ -H'Content - type:application/json'

Where:

admin_note 1 enter the text of your note.

baremetal_server_id - the ID of the baremetal server for which you

add/edit a note.

Add/Edit User Note XML Request example

curl -i -XPUT -uuser.userpass

http://onapp.test/baremetal_servers/:baremetal_server_id.x ml -d
'<baremetal_server><note>agfagwe tiuuytjgh

yuytu</note></baremetal_server>' - H 'Accept:application/xml’ -H 'Content -

type:application/xml'

Add/Edit User Note JSON Request example

curl -i -XPUT -uuser.userpass
http://onapp.test/baremetal_servers/: baremetal_server_id.json -d
{"baremetal_server":{"note":"kjfjhjtrtjt"}}' - H 'Accept:application/json’

-H'Content - type:application/json’

Where:
note 1 enter the text of your note.
baremetal_server_id - the ID of the baremetal server for which you

add/edit a note.

Returns HTTP 204 response on successful processing, and HTTP 404 when
there is no baremetal server with a requested ID, or URL is incorrect.
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16.6Enable Recovery Mode for Baremetal Server

PUT /bar emetal_servers/:id/enable_recovery.xml
PUT /baremetal_servers/:id/enable_recovery.json

XML Request example

curl -i -XPUT -H'Accept: application/xml' -H'Content - type:
application/xml' - u user:password -- url
http://onapp.test/baremetal_servers/:id/enable _recovery.xml

JSON Request example

curl -i -XPUT -H'Accept: application/json’ -H'Content - type:
application/json' - u user:password - url
http://onapp.test/baremetal_servers/:id/enable_recovery.json

Where you have to specify baremetal server's ID.

16.7Disable Recovery Mode for Baremetal Server

PUT /baremetal_servers/:id/enable_recovery.xml
PUT /baremetal_servers/:id/enable_recovery.json

XML Request example

curl -i -XPUT -H'Accept: application/xml’ -H'Content - type:
application/xml' - u user:password - url
http://onapp.test/baremetal_servers/:id/disable_recovery.xml

JSON Request example

curl -i -XPUT -H'Accept: application/json’ -H'Content - type:
application/json’ - u user:password - url
http://onapp.test/baremetal_servers/:id/disable_recovery.json

Where you have to specify baremetal server's ID.
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17Bi | |1 Pl ans

ng

The API requests in this section will be deprecated in one of the future
versions. For the new API requests refer to one of the following sections:
Access Control, Buckets, Rate Cards.

This class manages billing plans, which incorporate prices and resource limits for users. Billing
plans can be associated with compute resource, network, data store and backup server zones,
as well as template and edge groups. Consequently, these plans enable you to control overall

user resource limits, and limits for resources in different zones of the cloud.

Be aware that the maximum price value that you can set is 102,

These are the resources you can limit and set prices for, along with the units in which they are

measured:

User VS limits

Virtual servers (Max)

Customer networks (Free, Max)
Backup (Free, Max)

Template (Free, Max)
Templates, ISOs & backup storage (Free, Max)
Autoscaling (Free, Max)

ISO (Free, Max)

Application Server (Max)
Acceleration (Free, Max)

DRaaS

Container Server (Max)

Limits for Template Store
Template Store(s)

Limits for Recipe Groups

Recipe Group(s)

Limits for Service Add-on Groups
Service Add-on Group(s)

Limits for Compute Zones

Pricing

VS/hour

customer network/hour
backup/hour
template/hour

GB/hour

VS/hour

ISO/hour

Accelerated VS/hour

Disk Size - GB/hour
RAM - Mb/hour
CPU Cores - core/hour

CPU Shares - percent/hour or CPU Units -
unit/hour

Nodes - unit/hour

Pricing
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CPU cores (Free, Max, On, Off)
CPU share (Free, Max, On, Off)
CPU units (Free, Max, On, Off)
Memory (Free, Max, On, Off)
CPU Priority (Min, Default)
Data store zone limits

Disk size (Free, Max, On, Off)

Data read (Free per hour, Price over free units)

Data written (Free per hour, Price over free units)

Input requests (Free per hour, Price over free
units)

Output requests (Free per hour, Price over free
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CPU core/hour (for VSs on and off)
CPU share %/hour (for VSs on and off)
CPU unit/hour (for VSs on and off)
Mb/hour

Pricing

GB/hour
GB/hour
GB/hour

1M requests/hour

1M requests/hour

units)

Network zone limits Pricing

IP address (Free, Max, On, Off) IP/hour
Port speed (Free, Max, On, Off) Mbps/hour
Data refmeived (free peIGB

free units)

Data sent (free per hour/month, price over free  GB

units)

Backup server zone limits Pricing
Backups (Free, Max) backup/hour
Backups disk size (Free, Max) GB/hour

Templates (Free, Max)

Templates disk size (Free, Max)

OVAs

OVA Disk Size

Limits for Edge Groups

Edge group

Limits for Guaranteed min IOPS

Solidfire data store zones (Free, Max, On, Off)
Limits for Instance Packages

Instance Packages ( On, Off)

template/hour
GB/hour
template/hour
GB/hour
Pricing

GB

1M requests/hour

VS/hour

For the complete list of billing plan limits along with their details, refer to the Set Billing Plan
Prices And Resource Limits section of the Admin guide.

Starting from the 3.1 release, the master bucket and master template are introduced:
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1 Master buckets are set for compute zone limits.
1 Master templates set for data store zone and network zone limits, respectively.

The master zones are added to each billing plan automatically. When the master bucket or
master template limits are applied to a base resource, each virtual server within that base
resource (compute resource, data store or network zone) will come under these values.

NOTE: You can not edit a base resource which is a part of a master bucket or a master
template. The HTTP status 422 will be returned.

The relevant API calls have been added for the master zones management are added to the
Billing Plans section of this guide:

1 Add Base Resource to Master Bucket

Remove Base Resource form Master Bucket

1
 Add Base Resource to Master Template
1

Remove Base Resource From Master Template

17.1Get the List of Billing Plans

This request will be deprecated in one of the future versions. For the new
API requests refer to one of the following sections: Access Control,
Buckets, Rate Cards.

To get the list of billing plans created in your cloud, use the following request:

GET /billing/user/plans.xmi
GET /billing/user/plans.json

XML Request example

curl  -i - X GET http://onapp.test/billing/user/plans.xml - U user:userpass -
H 'Accept: application/xml' - H'Content - type: application/xml'

JSON Request example

curl -i -XGET http://onapp.test/billing/user/plans.json - U user:userpass
- H 'Accept: application/json’ -H'Content - type: application/json’

XML Output example

<?xml version="1.0" encoding="UTF -8"?>

<user_plans type="array">

<user_plan>

<id type="integer">2</id>

<label >Cloud Location manager Billing Plan</label>

<created_at type="datetime">2015 - 08- 13T15:07:42+03:00</created_at>
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<updated_at type="datetime">2015 - 08- 13T15:07:42+03:00</updated_at>
<currency_code>USD</currency_code>

<show_price nil="true"/>

<monthly_price ty pe="decimal">0.0</monthly_price>

<allows_mak type="boolean">true</allows_mak>

<allows_kms type="boolean">false</allows_kms>

<allows_own type="boolean">false</allows_own>
<type>Billing::User::Plan</type>

<associated_with_users type="integer">1</associated_w ith_users>
</user_plan>

<user_plan>...</user_plan>

</user_plans>

Where:

allows_kms - true, if the KMS licensing is allowed for this billing

plan, otherwise false

allows_mak - true, if the MAK licensing is allowed, otherwise false
allows_own - true,ifad ding own licenses is allowed for this billing
plan, otherwise false

created_at - the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format
currency_code - the currency in which the users are charged

id - the billing type ID
label - the billing plan name
monthly_ price * - monthly fee for plan usage

show _price - true, if users can see the prices set up for them,
otherwise false.

updated_at - the date when the billing plan was updated in the
[YYYY][MM][DD]T[hh][mm][ss]Z format

associated_with_users - the number of u sers with which this billing
plan is associated

type - the type of billing plan

17.1.1 Page history

v5.2:
1 Removed the deprecated request method - GET /billing_plans

v4.2:
1 Added the alternative request method - GET /billing/user/plans.
1 Added the following parameters:

o type (for method GET /billing/user/plans)

v3.3:
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1 limit_cpu_units

1 limit_free_cpu_units

1 use_cpu_units

1  price_on_cpu_units

1 price_off_cpu_units

v3.1:

Added the following parameters:
9 associated_with_users

1 is_bucket

1 is_template

1 in_bucket _zone

1 in_template_zone

Removed the following parameters:
1 is_default

1 use_default

17.2Get Billing Plan Details

This request will be deprecated in one of the future versions. For the new
API requests refer to one of the following sections: Access Control,
Buckets, Rate Cards.

To get the details of billing plan created in your cloud, use one the following request:
GET /billing/user/plans/:id.xml
GET /billing/user/ plans/:id.json

XML Request example

curl  -i - X GET http://onapp.test/billing/user/plans/:id.xml -u
user:userpass - H 'Accept: application/xml' -H'Content - type:
application/xml'

JSON Request example

curl  -i -XGET http://onapp.test/billing/user/plans/:id.json -u
user:userpass - H 'Accept: application/json’ -H'Content - type:
application/json

XML Output example
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<?xml version="1.0" encoding="UTF -8"?>
<user_plan>
<id type="integer">1</id>

<label>default billing</I abel>
<created_at type="datetime">2015 - 08- 13T15:07:41+03:00</created_at>
<updated_at type="datetime">2015 - 08-13T15:07:41+03:00</updated_at>

<currency_code>USD</currency_code>

<show_price nil="true"/>

<monthly_price type="decimal">0.0</monthly_pri ce>

<allows_mak type="boolean">true</allows_mak>

<allows_kms type="boolean">false</allows_kms>

<allows_own type="boolean">false</allows_own>

<type>Billing::User::Plan</type>

<associated_with_users type="integer">15</associated_with_users>
</user_ plan>

Where:

allows_kms - true, if the KMS licensing is allowed for this billing
plan, otherwise false

allows_mak - true, if the MAK licensing is allowed, otherwise false
allows_own - true, if adding own licenses is allowed for this billing
plan, otherwise false

created_at - the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format
currency_code - the currency in which the users are charged

id - the billing type ID
label - the billing plan name
monthly_price * - monthly fee for plan usage

show_price - true, if users can see the prices set up for them,
otherwise false.

updated_at - the date when the billing plan was updated in the
[YYYY][MM][DD]T[hh][mm][ss]Z format

associated_with_users - the number of users with which this billing
plan is associated

type - the type of billing plan

17.2.1 Page history

v5.2:
1 Removed the deprecated request method - GET /billing_plans/:id.

v4.2:
1 Added the alternative request method - GET /billing/user/plans/:id.

1 Added the following parameters:

0 type

v3.3:
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1 limit_cpu_units

1 limit_free_cpu_units
1 use_cpu_units

1  price_on_cpu_units
1 price_off_cpu_units
v3.1:

Added the following parameters:
i associated_with_users

1 is_bucket

1 is_template

1 in_bucket _zone

1 in_template_zone

Removed the following parameters:
1 is_default

1 use_default

17.3Add Billing Plan

This request will be deprecated in one of the future versions. For the new
API requests refer to one of the following sections: Access Control,
Buckets, Rate Cards.

To add new billing plan, use the following request:

POST /billing/user/plans.xml
POST /billing/user/plans.json

XML Request example

curl  -i -XPOST http://onapp.test/billing/user/plans.xml -
d'<user_plan><label> billing_label</label><currency_code>USD</currency_code
><monthly_price>10</monthly_price><allows_kms>false</allows_kms><allows_ma
k>true</allows_mak><allows_own>false</allows_own></user_plan>' -u
user:userpass - H 'Accept: application/xml’ -H'Content -

type:ap plication/xml'

JSON request example

curl  -i -XPOST http://onapp.test/billing/user/plans.json -
d'{"user_plan":{"label":"billing_label","currency_code":"USD","monthly_pri
ce":"10" "allows_kms":"false","allows_mak":"true","allows_own":"false"}}'
-uuserius erpass - H 'Accept: application/json’ -H'Content -

135




OnApp Cloud 5.7 - API Guide

type:application/json’

Where:

label * - the billing plan name

currency_code* - the currency that users will be charged in within
this billing plan (USD by default)

monthly_price * - set monthly fee for pl an usage
allows_kms - true, if the KMS licensing is allowed for this billing
plan, otherwise false

allows_mak - true, if the MAK licnsing is allowed, otherwise false
allows_own - true, if adding own licenses is allowed for this billing
plan, otherwise fals e

Returns 201 on success.

You can't create a billing plan with a code of nonexistent currency.

17.3.1 Page history
v5.2:
1 Removed the deprecated request method - POST /billing_plans.

17.4Edit Billing Plan

This request will be deprecated in one of the future versions. For the new
API requests refer to one of the following sections: Access Control,
Buckets, Rate Cards.

To edit an existing plan, use the following request:
PUT /billing/user/plans/:id.xml
PUT /billing/user/plans/:id.json

XML Request example

curl  -i - XPUT http://onapp.test/billing/user/plans/:id.xml -d
'<user_plan><label>new_label</label><currency code>USD</currency_code><mon
thly_price>10</mon thly_price><allows_kms>false</allows_kms><allows_mak>tru
e</allows_mak><allows_own>false</allows_own></user_plan>"' - U user:userpass
- H 'Accept: application/xml' -H 'Content - type: application/xml'

JSON Request example
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curl  -i -XPUT http://onapp.test/bill ing/user/plans/1.json -u
user:userpass - H 'Accept: application/json’ -H'Content - type:
application/json' - d {"user_plan":{"label":"new_label",

"currency_code":"USD","monthly_price":"10","allows_kms":false,"allows_mak"
:true,"allows_own":false}}'

Where:

label* - the desired billing plan name

currency_code* - the code of the currency you're going to charge in.
monthly_price * - set monthly fee for plan usage

allows_kms - true, if the KMS licensing is allowed for this billing
plan, otherwise false

allows_m ak - true, if the MAK licensing is allowed, otherwise false

allows_own - true, if adding own licenses is allowed for this billing
plan, otherwise false

Returns HTTP 204 response on successful processing, and HTTP 404 when
there is no billing plan with a r equested ID, or URL is incorrect.

Editing a billing plan that is associated with more than one user will affect all
users attached to it. If you wish to only affect that user then copy the billing
plan and associate it only with the single user.

17.4.1 Page history
v5.2:
1 Removed the deprecated request method - PUT /billing_plans/:id.

17.5Get List of Base Resources.

This request will be deprecated in one of the future versions. For the new
API requests refer to one of the following sections: Access Control,
Buckets, Rate Cards.

To view which base resources were added to a particular billing plan, use the following request:
GET /billing/user/plans/:id/resources.xml

GET /billing/user/plans/:id/resources.json

This API call returns only those base resources (and their details),
which are assigned to this billing plan. See the Get Base Resources
section to learn more about base resources and their details.
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XML Request example

curl  -i - X GET http://onapp.test/billing/user/plans/:id/resources.xml
user:userpass - H 'Accept: application/xml’ -H'Content - type:
applica tion/xml'

JSON Request example

curl  -i - X GET http://onapp.test/billing/user/plans/:id/resources.json
user:userpass - H 'Accept: application/json’ -H'Content - type:
application/json'

Returns HTTP status 200 on success
XML Output example

<?xmlvers ion="1.0" encoding="UTF -8"?>
<resources type="array">
<resource>
<billing_plan_id type="integer">6</billing_plan_id>

<created_at type="datetime">2013 - 09-10T13:41:53+00:00</created_at>

<id type="integer">41</id>

<master type="boolean">fals e</master>

<limit_type>hourly</limit_type>

<limits>
<limit_free type="integer">0</limit_free>
<limit_data_read_free type="integer">0</limit_data_read_free>
<limit_data_written_free type="integer">0</limit_data_written_free>
<limit_reads_completed_free

type="integer">0</limit_reads_completed_free>
<limit_writes_completed_free
type="integer">0</limit_writes_completed_free>

<limit nil="true"/>

</limits>

<preferences>

</preferences>

<prices>
<pri ce_on>0.00000000</price_on>
<price_off>0.00000000</price_off>
<price_data_read>0.00000000</price_data_read>
<price_data_written>0.00000000</price_data_written>
<price_reads_completed>0.00000000</price_reads_completed>
<price_w rites_completed>0.00000000</price_writes_completed>

</prices>

<target_id nil="true"/>

<updated_at type="datetime">2013 -09-10T13:41:53+00:00</updated_at>

<label>Master Template Zone</label>
<resource_name>data_store_group</resource_name>
<in_master_zone type="boolean">false</in_master_zone>
</resource>
<resource>
<billing_plan_id type="integer">6</billing_plan_id>
<master_resource_id nil="true"/>

<created_at type="datetime">2013 - 09- 10T13:41:53+00:00</created_at>

<id type="integer">40</id>
<master type="boolean">true</master>
<limit_type>hourly</limit_type>
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<limits>
<limit_free_cpu type="integer">0</limit_free_cpu>
<limit_free_cpu_share type="integer">0</limit_free_cpu_share>
<limit_free_ memory type="integer">0</limit_free_memory>
<limit_cpu nil="true"/>
<limit_cpu_share nil="true"/>
<limit_memory nil="true"/>
<limit_default_cpu type="integer">1</limit_default_cpu>
<limit_default_cpu_share
type="integer">100</ limit_default_cpu_share>
<limit_cpu_units nil="true"/>
<limit_free_cpu_units type="integer">100</limit_free_cpu_units>
</limits>
<preferences>
<use_default_cpu type="boolean">false</use_default_cpu>
<use_default_cpu_sh are type="boolean">false</use_default_cpu_share>
<use_cpu_units type="boolean">false</use_cpu_units>
</preferences>
<prices>
<price_on_cpu>0.00000000</price_on_cpu>
<price_off_cpu>0.00000000</price_off_cpu>
<price_on_cpu_s hare>0.00000000</price_on_cpu_share>
<price_off_cpu_share>0.00000000</price_off_cpu_share>
<price_on_memory>0.00000000</price_on_memory>
<price_off_memory>0.00000000</price_off_memory>
</prices>
<target_id nil="true"/>
<master _resource_id nil="true"/>
<updated_at type="datetime">2013 - 09-10T13:41:53+00:00</updated_at>
<label>Master Bucket Zone</label>
<resource_name=>hypervisor_group</resource_name>
<in_master_zone type="boolean">false</in_master_zone>
</resourc e>
<resource>
<billing_plan_id type="integer">6</billing_plan_id>
<master_resource_id nil="true"/>
<created_at type="datetime">2013 - 09-10T13:41:53+00:00</created_at>
<id type="integer">42</id>
<master type="boolean">false</master>
<limit_type>hourly</limit_type>
<limits>
<limit_rate_free type="integer">0</limit_rate_free>
<limit_ip_free type="integer">0</limit_ip_free>
<limit_data_sent_free type="integer">0</limit_data_sent_free>
<limit_data_received_fre e
type="integer">0</limit_data_received_free>
<limit_rate nil="true"/>
<limit_ip nil="true"/>
</limits>
<preferences>
</preferences>
<prices>
<price_rate_on>0.00000000</price_rate_on>
<price_rate_off>0.00000000</pric e_rate_off>
<price_ip_on>0.00000000</price_ip_on>
<price_ip_off>0.00000000</price_ip_off>
<price_data_sent>0.00000000</price_data_sent>
<price_data_received>0.00000000</price_data_received>
</prices>
<target_id nil="true"/>
<master_resource_id nil="true"/>
<updated_at type="datetime">2013 -09-10T13:41:53+00:00</updated_at>
<label>Master Template Zone</label>
<resource_name>network_group</resource_name>
<in_master_zone type="boolean">false</in_master_zone>
</resource>
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</resources>
Where:
resources - an array of billing plan base resources with their
details:
1 billing_plan_id - the ID of the billing plan
i created _at T the date inthe [YYYY][MM][DD]T[hh][mm][ss]Z format
1 updatedat 1 the date inthe [YYYY][MM][DD]T[hh][mm][ss]Z format
1 id T resourceID
1 master - true, if this resource is a master bucket or a template

zone, otherwise false.

1 label - name of the base resource target
I resource_name 1 the name of the base resource

1 in_master _zone - true, if this resource belongs to the master
bucket or to the master template, otherwise false.

In case of a data store or a network zone that has been added to a
master template, the output will show the zone properties that were
set before the master template has been applied to the zone. To view
the current details of such a zone, you need to view the master
template details. For more information refer to Get Master
Template/Master Bucket Details .

1 target id i ID of a base resource target (e.g. compute zone).

i prices 1 anarray of base resource prices

T limit_type T hourly or monthly limit type set for the resource

T limits - an array of resource limits.

1 limit_free T the number of GB user gets for free

1 limit_cpu_u nits - the total number of CPU units users can get with
this plan

T limit_free_cpu _units - the number of CPU units get for free

9 use_cpu_units - true if CPU units are used instead of CPU shares

I price_on_cpu_units - price per unit per hour per VSs powered on

1 price_off_cpu_units - price per CPU unit for VSs powered off

See Get Base Resources for details on each resource limits type.

17.5.1 Page history
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vb.2:

1 Removed the deprecated request method - GET
/billing_plans/:billing_plan_id/base_resources.

v4.2:

Added the alternative request method - GET /billing/user/plans/:id/resources.
Introduced new names for some parameters:

1 resource

1 master

1 in_master_zone

1

master_resource_id

v3.3:
limit_cpu_units
limit_free_cpu_units

1
1
1 use_cpu_units
1  price_on_cpu_units
1

price_off_cpu_units

v3.1:

Added the following parameters:
1 associated with_users

1 is_bucket

1 is_template

1 in_bucket zone
1

in_template_zone

17.6Get Base Resources Details

This request will be deprecated in one of the future versions. For the new
API requests refer to one of the following sections: Access Control,
Buckets, Rate Cards.

To get the resource details, use the following request:
GET /billing/user/plans/:id/resources/:id.xml
GET /billing/user/plans/:id/resources/:id.json

XML Output example
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<?xml version="1.0" encoding="UTF -8"?>
<resource>
<billing_plan _id type="integer">1194</billing_plan_id>
<created_at type="datetime">2013 - 09- 11T08:43:17+03:00</created_at>

<id type="integer">35793</id>
<master type="boolean">false</master>
<limit_type>hourly</limit_type>
<limits>
<limit_free type="intege r'>0</limit_free>
<limit nil="true"/>
</limits>
<preferences>
</preferences>
<prices>
<price>0.00000000</price>
</prices>
<target_id nil="true"/>
<updated_at type="datetime">2013 -09-11T08:43:17+03:00</updated_at>
<label>Backups</lab el>
<resource_name>backup</resource_name>
<in_master_zone type="boolean">false</in_master_zone>
</resource>

17.6.1 Where:

resources - an array of billing plan resources with their details:

For all resources

billing_plan_id - the ID of the billing plan

created_at - the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format
updated at - the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format
id - resource ID

limit_type - hourly or monthly limit type set for the resource

label - name of the base resource target

Depending on the resource type, you will also get the following details:
Backup limits

Template, ISOs & Backup Storage limits

Template limits

Customer networks limits

Virtual server limits

Autoscaling limits

I1ISO limits

Acceleration limits

DRaas limits

Application server limits

Container server limits

f
f
f
f
f
f
f
f
f
f
f
f

Template Store limits
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Recipe groups limits

Service Add-on groups limits

Compute zone limits

Data store zone limits

Network zone limits

Edge groups limits

Backup server limits

MinlOPS resource limits

Instance packages resource limits

= =4 -4 -4 A -2 -8 - -2

In case of a data store or a network zone that has been added to a master
template, the output will show the zone properties that were set before the
master template has been applied to the zone. To view the current details
of such a zone, you need to view the master template details. For more
information refer to Get Master Template/Master Bucket Details.

Backups limits

limits an array of resource limits

limit_free the number of backups users can create for free

limit the total amount of backups allowed

prices an array of base resource prices

price price per backup

resource_name the name of the base resource. In this case it is backups

Template, ISOs & Backup Storage limits

limits an array of resource limits

limit_free the amount of free disk space (in GB) users can allocate to
store backups, 1ISOs and templates together

limit the total disk space users can allocate to store backups, 1SOs
and templates together

prices an array of base resource prices

price price per GB

resource_name the name of the base resource. In this case it is

storage_disk_size.

Template limits
limits an array of resource limits

limit_free the number of custom templates users can create for free
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limit

prices
price

resource_name

Customer networks limits
limits

limit_free

limit

prices

price

resource_name

Virtual server limits
limits
limit

resource_name

Autoscaling limits
limits

limit_free

limit

prices

price

resource_name

ISO limits
limits
limit_free
limit
prices
price

resource_name
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the total amount of custom templates that user can convert
from backups

an array of resource prices
price per custom template

the name of the base resource. In this case it is template

an array of resource limits

the number of customer networks users can create for free
the total amount of customer networks allowed

an array of resource prices

price per customer network

the name of the base resource. In this case it is
customer_network

an array of resource limits
the total amount of virtual servers allowed

the name of the base resource. In this case it is vm_limit

an array of resource limits

the number of VSs using autoscaling a user can create for free
maximum number of VS using autoscaling

an array of resource prices

price per VS per hour

the name of the base resource. In this case it is - autoscale

an array of resource limits

the number of ISOs users can upload to the cloud for free
the total amount of ISOs users can upload to the cloud
an array of resource prices

price per ISO

the name of the base resource. In this case it is ISO
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limits

limit_free

limit

prices

price

resource_name

DRaas limits
prices
price_disk_size
price_memory
price_cpus
price_cpu_shares

price_cpu_units

price_nodes

resource_name

Application server limits

limits
limit

resource_name

Container server limits

limits
limit

resource_name

Template Store limits

target_id

resource_name
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an array of resource limits

the amount of VSs the user can accelerate for free
the total amount of accelerated VSs allowed

an array of resource prices

price per accelerated VS per hour

the name of the base resource. In this case it is acceleration

an array of additional prices for a VS with DR enabled
the additional price for disk size per GB per hour

the additional price for RAM per MB per hour

the additional price for CPU core per core per hour
the additional price for CPU per percent per hour

the additional price for CPU per unit per hour if the compute
zone uses CPU units instead of CPU shares

the additional price for node per unit per hour

the name of the base resource. In this case it is draas

an array of resource limits
the total amount of application servers allowed

the name of the base resource. In this case it is vm_limit

an array of resource limits
the total amount of container servers allowed

the name of the base resource. In this case it is Container
Server

specify the ID of the template group of a preconfigured system
template available to users signed up for this billing plan

the name of the base resource. In this case it is
template_group.
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target_id

resource_name

Service Add-on groups limits

target_id

resource_name

Compute zone limits
limit_type

in_master_zone

master

limits

limit_free_cpu

limit_free_cpu_share

limit_free_memory

limit_cpu

limit_cpu_share
limit_memory
limit_default_cpu
limit_default_cpu_share
limit_cpu_units
limit_free_cpu_units

preferences

use_default_cpu_share

use_default_cpu

use_cpu_units
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specify the ID of the recipe group which will be available to
users signed up for this billing plan

the name of the base resource. In this case it is recipe_group.

specify the ID of the service add-on group which will be
available to users signed up for this billing plan

the name of the base resource. In this case it is
service_addon_group.

hourly or monthly limit type set for the resource

true, if this resource belongs to the master bucket or to the
master template, otherwise false.

true, if this resource is a master bucket or a template zone,
otherwise false.

an array of limits set up for this resource

the limit of CPU users get fir free within this billing plan (CPU
core/hour)

the limit of CPU Priority users get for free within this billing plan
(in %)

the amount of free RAM users get for free with this billing plan
(Mb/hour)

the total amount of CPU allowed within this billing plan (CPU
core/hour)

the total of CPU Priority allowed within this billing plan (in %)
the entire amount of RAM (Mb/hour)

the number of CPU cores users can add to each VS

CPU priority users can assign to each VS

the total number of CPU units users can get with this plan
the number of CPU units users get for free

the array of settings for all VSs running on compute resources
within this zone

true if users cannot see the CPU Share parameter when
creating or editing a VS, otherwise false

true if users cannot see the CPU parameter when creating or
editing a VS, otherwise false

true if CPU units are used instead of CPU shares
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price_on_cpu
price_off _cpu
price_on_cpu_share
price_off_cpu_share
price_on_memory
price_off_memory
price_on_cpu_units

price_off_cpu_units

Data store zone limits
limit_type

master

in_master_zone

limits
limit_free
limit

limit_data_written_free

limit_data_read_free

limit_reads_completed_free

limit_writes_completed_free

prices

price_data read
price_data_written
price_on

price_off
price_writes_completed
price_reads_completed

resource_name
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an array of base resource prices

price per CPU core when a VS is powered on
price per CPU core when a VS is powered off
the price for the resource for powered on VSs
the price for the resource for powered off VSs
the price for memory per MB for powered on VS
the price for memory per MB for powered off VS
price per unit per hour per VSs powered on

price per CPU unit for VSs powered off

hourly or monthly limit type set for the resource

true, if this resource is a master bucket or a template zone,
otherwise false.

true, if this resource belongs to the master bucket or to the
master template, otherwise false.

an array of limits set up for this resource
free disk space on data store zone
maximum available disk space

the amount of data users get for free for write operations (in
GB)

the amount of data users get for free for read operations (in
GB)

the maximum number (in millions) of input requests which can
happen at once

the maximum number (in millions) of output requests which can
happen at once

an array of base resource prices

price per GB of data for read operations

price per GB of data for write operations

price per GB of disk size, when VS is on

price per GB of disk size, when VS is off

price per million of output requests which can happen at once
price per million of input requests which can happen at once

data_store_group
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Network zone limits

master

in_master_zone

limit_type
limits
limit_ip
limit_ip_free

limit_data_sent_free

limit_data_received_free

limit_rate
limit_rate_free
prices

price_ip_on
price_ip_off
price_rate_on
price_rate_off
price_data_sent
price_data_received

resource_name

Edge groups limits
target_id

resource_name

Backup server limits

resource_name
limits
limit_backup_free

limit_backup

limit_backup_disk_size free
limit_backup_disk_size

limit_template_disk_size
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true, if this resource is a master bucket or a template zone,
otherwise false.

true, if this resource belongs to the master bucket or to the
master template, otherwise false.

hourly or monthly limit type set for the resource
an array of resource limits

the total amount of IP addresses

the amount of IP addresses users get for free
the amount of data users can send for free
the amount of data users can receive for free
the total available port speed users

the port speed users get for free

an array of base resource prices

price per IP when VS is on

price per IP when VS is off

price for port speed (Mbps) when VS is on
price for port speed (Mbps) when VS is off
price for sent data per GB per hour

price for received data per GB per hour

the name of the base resource.In this case it is network_group.

the ID of the edge group that you add to this billing plan

the name of the base resource. In this case it is edge_group.

the name of the base resource. In this case it is
backup_server_group.

an array of resource limits

the number of backups user gets for free

the total number of backups allowed

disk size user gets for free to store their backups
maximum backup disk size allowed

maximum template disk size allowed
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the total number of templates allowed

the number of templates user gets for free

limit_template_disk_size_free template disk size user gets for free

limit_ova
limit_ova_disk_size
limit_ova_free

limit_ova disk_size free
prices

price_backup
price_template
price_template_disk_size
price_ova

price_ova_disk_size

MinlOPS resource limits
limits

limit_free

limit

prices

price_on

price_off

resource_name

the total number of OVAs allowed
maximum OVA disk size allowed

the number of OVAs user gets for free
OVA disk size user gets for free

an array of base resource prices

price per backup over limit

price per template over limit

price per GB of template disk size over limit
price per OVA over limit

price per GB of OVA disk size over limit

an array of resource limits

the amount of 1/0O users get for free

the entire amount of 1/O operations

an array of resource prices

the price for unit for powered on data store zone

the price for unit per powered off data store zone

the name of the base resource. In this case it is solid_fire

Instance packages resource limits

prices

price_on

price_off
price_overused_bandwidth

preferences

hypervisor_group_ids
data store _group_ids
network_group_ids

resource_name

an array of prices set for this resource
the price for unit for powered on data store zone
the price for unit per powered off data store zone

the price for overused bandwidth per GB/hr

the compute/data store/network zones to which the instance

package will apply

the IDs of the compute zones limited by the instance package

the IDs of the data store zones limited by the instance package

the IDs of the network zones limited by the instance package

instance_package
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17.6.2 Page History
v5.3:

1 Added the resource_name and target_id parameters to a new resource group - Service

Add-on groups limits
v5.2:
1 'vm_monit' resource name has been changed to ‘autoscale’

1 Removed the deprecated request method - GET
/billing_plans/:billing_plan_id/base_resources/:id.

1 Added the following parameters:
o limit_ova
limit_ova_disk_size
limit_ova_free
limit_ova_disk_size_free

price_ova

O O O o o

price_ova_disk_size

v5.1:

1 Added container server resource
1 Added the price_nodes parameter
v4.2:

Added the alternative request method - GET /billing/user/plans/:id/resources.

introduced new names for some parameters

1

0 resource

0 master

0 in_master_zone

0 master_resource_id
v3.1:

Added the following parameters:
I associated_with_users

1 is_bucket

1 is_template

9 in_bucket zone
1

in_template_zone

17.7Get Master Template/Master Bucket Details

This request will be deprecated in one of the future versions. For the new
API requests refer to one of the following sections: Access Control,
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Buckets, Rate Cards.

To get the Master Template/Master Bucket details, use the following method:
GET /billing/user/resources/:id.xml

GET /billing/user/resources/:id.json

You can view the ID of the Master Template/Master Bucket using the the
following method:

GET /billing/user/plans/:id/resources.xml
GET /billing/user/plans/:id/resources.json

The resource that has the master parameter set to true is a Master
Template or a Master Bucket.

There are three types of master resources:

1 Master Bucket for compute zones

1 Master Template for data store zones

1 Master Template for network zones

XML Output example: Master Bucket for Compute Zones

<?xml version="1.0" encoding="UTF -8"?>
<resource>

<id type="integer">15407</id>

<limits>
<limit_cpu type="integer">105</limit_cpu>
<limit_cpu_share type="integer">25</limit_cpu_share>
<limit_cpu_units nil="true"/>
<limit_memory type="integer">20</limit_memory>
<limit_free_cpu type="integer">1000</limit_free_cpu>
<limit_free cpu_share type="integer">10</limit_free_cpu_share>
<limit_free_cpu_units type="integer">0</limit_free_cpu_units>
<limit_free_memory type="integer">15</limit_free_memory>
<limit_default_cpu type="integer">1</limit_default_cpu>
<limit_min_cpu type="integer">1</limit_min_cpu>
<limit_min_memory type="integer">128</limit_min_memory
<limit_default_cpu_share type="integer">100</limit_default_cpu_share>
<limit_min_cpu_priority type="integer">1</limit_min_cpu_priority>

</limits>

<pric es>
<price_on_cpu type="float">5.0</price_on_cpu>
<price_off_cpu type="float">2.0</price_off_cpu>
<price_on_cpu_share type="float">5.0</price_on_cpu_share>
<price_off_cpu_share type="float">2.0</price_off_cpu_share>
<price_on_cpu_units type="integer">0</price_on_cpu_units>
<price_off_cpu_units type="integer">0</price_off_cpu_units>
<price_on_memory type="float">5.0</price_on_memory>
<price_off_memory type="float">2.0</price_off _memory>

</prices>

<target_id nil="true"/>

<billing_plan_id type="integer">704</billing_plan_id>

<created_at type="datetime">2016 - 08- 02T17:29:50+03:00</created_at>
<updated_at type="datetime">2016 - 08- 02T17:35:13+03:00</updated_at>
<limit_type>hourly</limit_type>

<preferences>

<use_defau It_cpu type="boolean">false</use_default_cpu>
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<use_default_cpu_share type="boolean">false</use_default_cpu_share>
<use_cpu_units type="boolean">false</use_cpu_units>

</preferences>
<master type="boolean">true</master>
<label>Master Bucket</la bel>

<resource_name>hypervisor_group</resource_name>
<in_master_zone type="boolean">false</in_master_zone>
</resource>

17.7.1 Where:

id - resource ID

limits - array of resource limits

limit_cpu - the total amount of CPU allowed within the billing plan (CPU core/hour )
limit_cpu_share - the total of CPU Share allowed within the billing plan (in %)

limit_cpu_units - the total number of CPU units users can get with this plan

limit_memory - the entire amount of RAM (Mb/hour)

limit_free_cpu - the limit of CPU users get for free within the billing plan (CPU core/hour)
limit_free_cpu_share - the limit of CPU Share (%) users get for free within the billing plan (in %)
limit_free_cpu_units - the number of CPU units users get for free

limit_free_memory - the amount of free RAM users get for free with the billing plan (Mb/hour)
limit_default_cpu - the number of CPU cores users can add to each VS

limit_min_cpu - minimum amount of CPU that can be set when creating a VS under the billing
plan

limit_min_memory - minimum amount memory that can be set when creating a VS under the
billing plan

limit_default_cpu_share - true if users cannot see the CPU Share parameter when creating or
editing a VS, otherwise false

limit_min_cpu_priority - minimum amount of CPU priority that can be set when creating a VS
under the billing plan

prices - array of resource prices:

price_on_cpu - price per CPU core when a VS is powered on
price_off_cpu - price per CPU core when a VS is powered off
price_on_cpu_share - the price for the resource for powered on VSs
price_off_cpu_share - the price for the resource for powered off VSs
price_on_cpu_units - price per unit per hour per VSs powered on
price_off_cpu_units - price per CPU unit for VSs powered off
price_on_memory - the price for memory per MB for powered on VS
price_off_memory - the price for memory per MB for powered off VS

target_id - the ID of the compute zone which will be available to users signed up for the billing
plan

billing_plan_id - the ID of the billing plan
created_at - the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format
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updated_at - the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format

limit_type - hourly or monthly limit type set for the resource. The hourly limit is used for the
Master Bucket.

preferences - the array of settings for all VSs running on compute resources within this zone

use_default_cpu - true if users cannot see the CPU parameter when creating or editing a VS,
otherwise false

use_default_cpu_share - true if users cannot see the CPU Share parameter when creating or
editing a VS, otherwise false

use_cpu_units - true if CPU units are used instead of CPU shares

master - true, if this resource is a master bucket, otherwise false. This parameter applies to
compute zone limits only.

label - name of the base resource target, in this case it is 'Master Bucket'
resource_name - the name of the base resource. In this case it is 'hypervisor_group'

in_master_zone - this parameter is not applicable to the Master Bucket resource

XML Output example: Master Template for Data Store Zones

<?xml version="1.0" encoding="UTF -8"?>
<resource>
<id type="integer">15408</id>
<limits>
<limit type="int eger">100</limit>
<limit_free type="integer">10</limit_free>
<limit_data_read_free type="integer">1000</limit_data_read_free>
<limit_data_written_free type="integer">1004</limit_data_written_free>
<limit_reads_completed_free
type="integer"> 100</limit_reads_completed_free>
<limit_writes_completed_free
type="integer">111</limit_writes_completed_free>
</limits>
<prices>
<price_on type="float">5.0</price_on>
<price_off type="float">2.0</price_off>
<price_data_read type="float ">2.0</price_data_read>
<price_data_written type="float">5.0</price_data_written>
<price_reads_completed type="float">2.0</price_reads_completed>
<price_writes_completed type="float">5.0</price_writes_completed>

</prices>

<target_id nil="tr ue"/>

<billing_plan_id type="integer">704</billing_plan_id>

<created_at type="datetime">2016 - 08- 02T17:29:50+03:00</created_at>
<updated_at type="datetime">2016 - 08- 02T17:34:46+03:00</updated_at>
<limit_type>hourly</limit_type>

<preferences>

</pr eferences>

<master type="boolean">true</master>

<label>Master Template</label>

<resource_name>data_store_group</resource_name>

<in_master_zone type="boolean">false</in_master_zone>
</resource>

17.7.2 Where:
id - the ID of the billing plan
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limits - array of resource limits

limit - maximum available disk space

limit_free - free disk space on data store zone

limit_data_read_free - the amount of data users get for free for read operations (in GB)
limit_data_written_free - the amount of data users get for free for write operations (in GB)

limit_reads_completed_free - the number (in millions) of input requests which can happen at
once users get for free

limit_writes_completed_free - the number (in millions) of output requests which can happen at
once users get for tree

prices - array of resource prices:

price_on - price per GB of disk size, when VS is on

price_off - price per GB of disk size, when VS is off

price_data_read - price per GB of data for read operations

price_data_written - price per GB of data for write operations

price_reads_completed - price per million of input requests which can happen at once
price_writes_completed - price per million of output requests which can happen at once

target_id - the ID of the data store zone which will be available to users signed up for the billing
plan

billing_plan_id - the ID of the billing plan
created_at - the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format
updated_at - the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format

limit_type - hourly or monthly limit type set for the resource. The hourly limit is used for the
Master Template.

master - true, if this resource is a master template, otherwise false.
label - name of the base resource target, in this case it is 'Master Template'
resource_name - the name of the base resource. In this case it is 'data_store_group'

in_master_zone - this parameter is not applicable to the Master Template resource

XML Output example: Master Template for Network Zones

<?xml version="1.0" encodi ng="UTF - 8"?>
<resource>
<id type="integer">15409</id>
<limits>
<limit_ip type="integer">20</limit_ip>
<limit_rate type="integer">200</limit_rate>
<limit_rate_free type="integer">111</limit_rate_free>
<limit_ip_free type="integer">10</li mit_ip_free>
<limit_data_sent_free type="integer">100</limit_data_sent_free>
<limit_data_received_free
type="integer">100</limit_data_received_free>

</limits>

<prices>
<price_rate_on type="float">5.0</price_rate_on>
<price_rate_off type ="float">2.0</price_rate_off>

<price_ip_on type="float">5.0</price_ip_on>
<price_ip_off type="float">2.0</price_ip_off>
<price_data_sent type="float">5.0</price_data_sent>
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<price_data_received type="float">5.0</price_data_received>
</pric es>
<target_id nil="true"/>
<billing_plan_id type="integer">704</billing_plan_id>

<created_at type="datetime">2016 - 08- 02T17:29:50+03:00</created_at>
<updated_at type="datetime">2016 - 08- 02T17:35:43+03:00</updated_at>
<limit_type>hourly</limit_type >

<preferences>

</preferences>

<master type="boolean">true</master>

<label>Master Template</label>

<resource_name>network_group</resource_name>

<in_master_zone type="boolean">false</in_master_zone>
</resource>

17.7.3 Where:

id - resource ID

limits - array of resource limits:

limit_ip - the total amount of IP addresses

limit_rate - the total available port speed

limit_rate_free - the port speed users get for free

limit_ip_free - the amount of IP addresses users get for free
limit_data_sent_free - the amount of data users can send for free
limit_data_received_free - the amount of data users can receive for free
prices - array of resource prices:

price_rate_on - price for port speed (Mbps) when VS is on
price_rate_off - price for port speed (Mbps) when VS is off
price_ip_on - price per IP when VS is on

price_ip_off - price per IP when VS is off

price_data_sent - price for sent data per GB per hour

price_data_received - price for received data per GB per hour

target_id - the ID of the network zone which will be available to users signed up for the billing

plan

billing_plan_id - the ID of the billing plan

created_at - the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format
updated_at - the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format

limit_type - hourly or monthly limit type set for the resource. The hourly limit is used for the

Master Template.
master - true, if this resource is a master template, otherwise false

label - name of the base resource target, in this case it is Master Template

resource_name - the name of the base resource.In this case it is 'network_group’

in_master_zone - this parameter is not applicable to the Master Template resource
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17.8Add Base Resources to Billing Plan.

This request will be deprecated in one of the future versions. For the new
API requests refer to one of the following sections: Access Control,
Buckets, Rate Cards.

To add base resources to the billing plan, use the following request:

POST /billing/user/plans/:plan_id/resources.xml
POST /billing/user/plans/:plan_id/resources.json

Base resources can be priced differently: some may have different
prices, depending whether VS is on or off (Virtual servers base
resource  limits); some of the resources are charged per unit,
regardless if they are on or off (Other base resource limits); another
type of resource serves only as a limit to the billing plan, without
any charges (Template groups limits, compute zone limits).

17.8.1 Add User VS Limits.

This request will be deprecated in one of the future versions. For the new
API requests refer to one of the following sections: Access Control,
Buckets, Rate Cards.

To add user VS limits to a billing plan, use the following request:

POST /billing/user/plans/:plan_id/resources.xml
POST /billing/user/plans/:plan_id/resources.json

XML Request example

curl  -i -XPOST

http://onapp. test/billing/user/plans/:plan_id/resources.xml -d
'<resource><resource_class>Resource::resource_name</resource_class><limit>
30</limit><limit_free>10</limit_free><prices><price>10</price></prices></r

esource>' - U user:userpass - H 'Accept: application/xml’ -H 'Content - type:
application/xml'

JSON Request example

curl  -i -XPOST

http://onapp.test/billing/user/plans/:plan_id/resources.json -
d'{"resource":{"resource_class":"Resource::resource_name",
"limits":{"limit":"30","limit_free":"10"},"prices":{"price™:"1 "By -u
user:userpass - H 'Accept: application/json’ -H'Content - type:
application/json'

Where:
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resource_class * - the name of the base resource you add to the
billing plan in the following format: Resource:resource_name, where
the resource_name can be:

resource_name Ul Label

Autoscale Autoscaling limit

VmLimit Virtual Server limit

Template Template limit

StorageDiskSize Templates, 1ISOs & Backups Storage limit
Backup Backups limit

CustomerNetwork Customer network limit

Templatelso ISO limit

ApplicationServer Application Server limit

Acceleration Acceleration limit

DRaaS DRaas limits

ContainerServer Container server limits

Forthe  VmLimit resource :

limit - sets maximum amount of units of the resource. This parameter
affects the number of virtual servers, VSs in Federation and load
balancers users can create.

For DRaaS base resource:

price_disk_size - set the price for disk size per GB per hour
price_memory - set the price for RAM per MB per hour

price_c pus - setthe price for CPU core per core per hour
price_cpu_shares - set the price for CPU per percent per hour

price_cpu_units - set the price for CPU per unit per hour if the
compute zone uses CPU units instead of CPU shares

price_nodes - setthe price for node per unit per hour

For all other resources:

limit - sets maximum amount of units of the resource
limit_free - amount of units which are given for free
price T price per unit

17.8.1.1 Page history
v.5.2:

1 'VmMonit' resource hame has been changed to 'Autoscale

1 Removed the deprecated request method - POST
/billing_plans/:billing_plan_id/base_resources.

v.5.1:

I added price_nodes parameter
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I added ContainerServer base resource
v. 4.2:

1 added DRaasS base resource

1 added ApplicationServer base resource
1 added Acceleration base resource

v. 4.0:

1 added Templatelso base resource

v. 3.1:

9 added info on CustomerNetwork base resource

17.8.2 Add Limits for Template Store.

This request will be deprecated in one of the future versions. For the new
API requests refer to one of the following sections: Access Control,
Buckets, Rate Cards.

To add limits for template store to a billing plan, use the following request:

POST /billing/user/plans/:plan_id/resources.xml
POST /billing/user/plans/:plan_id/resources.json

XML Request example

curl  -i -XPOST - u user:userpass - H'Content - type: application/xml' -
H'Accept: application/xml'

http://onapp.test/billing/user/plans/:plan_id/resources.xml -
d'<resource><resource_class>Resource::TemplateGroup</resource_class><billi
ng_plan_id>21</billing_pla n_id><target_id>22</target_id><target_type>Image
TemplateGroup</target_type></resource>'

JSON Request example

curl -i -XPOST -u user:userpass - H'Content - type: application/json’ -
H'Accept: application/json’
http://onapp.test/billing/user/plans/:plan_id/ resources.json -

d'{"resource":{"resource_class":"Resource::TemplateGroup","billing_plan_id
""21" "target_id":"22","target_type":"ImageTemplateGroup"}}'

Where:

resource_class * - the name of the base resource you add to the billing

plan in the following f ormat:  Resource::[resource_name], where
[resource_name] is TemplateGroup  for Limits for Template Store.
billing_plan_id - the ID of the billing plan

target_type* - the type of the group you add to the billing plan

limits. For Limits for Template Store, it is ImageTemplateGroup
target_id* - the ID of the group you add to billing plan limits
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Check the ID of the necessary group with the following call:
GET /settings/image_template_groups.xml

17.8.2.1 Page history

v5.2:

Removed the deprecated request method - POST
/billing_plans/:billing_plan_id/base_resources.

17.8.3 Add Limits for Recipe Groups.

This request will be deprecated in one of the future versions. For the new

API requests refer to one of the following sections: Access Control,
Buckets, Rate Cards.

To add limits for recipe groups to a billing plan, use the following request:

POST /billing/user/plans/:plan_id/resources.xml
POST /billing/user/plans/:plan _id/resources.json

XML Request example

curl -i -XPOST

http://onapp.test/billing/user/plans/:plan_id/resources.xml -d
'<resource><resource_class>Resource::RecipeGroup</resource_class><target_t
ype>RecipeGroup</target_type><target id>1</target_id></resour ce> -u
user:userpass - H 'Accept: application/xml' -H'Content -

type:application/xml’

JSON Request example

curl  -i -XPOST
http://onapp.test/billing/user/plans/:plan_id/resources.json -d
"{"resource":{"resource_class":"Resource::RecipeGroup",
"target_t  ype":"RecipeGroup","target_id":"2"}}' - U user:userpass -H
'‘Accept: application/json’ -H 'Content - type:application/json'
Where:
resource_class * - the name of the base resource you add to the billing
plan in the following format: Resource::[resource_name], where
[resource_name] is RecipeGroup for Limits for Recipe Group.
billing_plan_id - the ID of the billing plan
target_type* - the type of the group you add to the billing plan
limits. For Limits for Recipe Group, it is RecipeGrou p.
target_id* - the ID of the group you add to billing plan limits
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Check the ID of the necessary group with the following call:
GET /recipe_groups.xml

17.8.3.1 Page history
v5.2:

1 Removed the deprecated request method - POST
/billing_plans/:billing_plan_id/base_resources.

17.8.4 Add Limits for Compute Zones.

This request will be deprecated in one of the future versions. For the new
API requests refer to one of the following sections: Access Control,
Buckets, Rate Cards.

When you add a billing plan, the master bucket compute zone is created automatically. You can
add your custom compute zones and set the limits and prices for them at any time later.

For details how to add or remove compute zone from the master bucket,
use the following requests:

1 Add Base Resource to Master Bucket

7 Remove Base Resource from Master Bucket

To limits for compute zones to a billing plan, use the following request:

POST /billing/user/plans/:plan_id/resources.xml
POST /billing/user/plans/:plan_id/resources.json

XML Request example

curl  -i -XPOST

http://onapp.test/billing/user/plans/:plan_id/resources.xml -
d'<resource><billing_plan_id>1194</billing_plan_id><resource_class>Resourc
e::HypervisorGroup</resource_class><in_master_zone>1</in_master_zone><targ
et_type>Pack</target_type><target_id>14</target_id><limits><limit_free_cpu
>5</limit_free_cpu><limit_free_cp u_share>50</limit_free_cpu_share><Ilimit_f
ree_memory>128</limit_free_memory><limit_cpu>10</limit_cpu><limit_cpu_shar
e>80</limit_cpu_share><limit_memory>256</limit_memory></limits><prices><pr
ice_on_cpu>10</price_on_cpu><price_off_cpu>5</price_off_cpu><price_ on_cpu_
share>10</price_on_cpu_share><price_off_cpu_share>5</price_off_cpu_share><
price_on_memory>10</price_on_memory><price_off_memory>5</price_off_memory>
</prices></resource>' - U user:userpass - H 'Accept: application/xml’ -H
'‘Content - type:application/xml'

JSON Request example
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curl -s -i -XPOST

http://onapp.test/billing/user/plans/:plan_id/resources.json -H

'Accept: application/json’ -H 'Content - type: application/json’ -u
user:userpass -d

{"resource":{"resource_class":"Resource::HypervisorGroup","in_ma ster_zone

":"1" "target_type":"Pack","target_id":"14","limits":{"limit_free_cpu™:"10

" "limit_free_cpu_share™:"10","limit_free_memory":"1000","limit_cpu":"10",
"limit_cpu_share":"10","limit_memory":"1000","limit_default_cpu":"10","lim
it_default_cpu_share":"10 "},"prices":{"price_on_cpu™:"10","price_off_cpu™:
"10","price_on_cpu_share":"10","price_off_cpu_share":"10","price_on_memory
":"10","price_off_memory":"10"}}}'

Where:

resource_class * - the name of the base resource you add to the

billing plan in the follo wing format: Resource::[resource_name], where
[resource_name] is HypervisorGroup for compute zone limits

in_bucket_zone - set 1 to add the compute resource to the master

bucket. This parameter applies to compute zone limits only. This

parameter is replaced by in_master_zone parameter  if you use the first

method ( POST /billing/user/plans/:plan_id/resources )

use_cpu_units - set 1to use CPU units instead of CPU shares

billing_plan_id * - the ID of the billing plan

target_type* - the type of the group you add to the billing plan
limits, for Limits for compute Zones it is Pack .
target_id* - the D of the group (or zone) you add to billing plan
limits

Check the ID of the necessary compute zone with the GET
/settings/hypervisor_zones call

limits - the array of limits for compute zone, all parameters are
optional. T he empty field sets the unlimited parameter.

limit_free_cpu - set the free amount of CPU
limit_free_cpu_share - set the free amount of CPU shares
limit_free_memory - set the free amount of RAM

limit_cpu - setthe CPU limit

limit_cpu_share - set CPU share limit

limit_memory - setthe RAM limit

= =4 A4 A4 A -2 -2

limit_cpu_units - if CPU units are used, set the total number of
CPU units users can get with this plan

1 limit_free_cpu _units - if CPU units are used, set the number of CPU
units get for free

prices - the array of resource prices. Optional parameters.
9 price_on_cpu - the price per CPU core/hour when a VS is on
1 price_off_cpu - the price per CPU core/hour when a VS is off

1 price_on_cpu_share - the price per CPU core/hour when a VS is on

161


https://docs.onapp.com/display/31API/Get+List+of+Compute%20resource+Zones
https://docs.onapp.com/display/31API/Get+List+of+Compute%20resource+Zones

OnApp Cloud 5.7 - API Guide

price_off_cpu_share - the price per CPU core/hour when a VS is off
price_on_memory - the price per Mb/hour for RAM when a VS is on

price_off_memory - the price per Mb/hour for RAM when a VS is off

= =4 -4 -2

1 price_off_cpu_units - if CPU units are used, set price per CPU unit for VSs powered off

Page History

v5.2:
Removed the deprecated request method - POST
/billing_plans/:billing_plan_id/base_resources.

v.3.3

T limit_cpu_units
T limit_free_cpu_units

9 use_cpu_units

1  price_on_cpu_units

1 price_off_cpu_units

17.8.4.1 Add Compute Zone Base Resource to Master Bucket.

This request will be deprecated in one of the future versions. For the new
API requests refer to one of the following sections: Access Control,
Buckets, Rate Cards.

To add a compute zone to the master bucket, use the following request:

POST /billing/user/plans/:plan_id/resources.xml
POST /billing/user/plans/:plan_id/resources.json

To add or remove existing compute zone base resources from the master
bucket, use the following requests:

1 Add Base Resource to Master Bucket

7 Remove Base Resource from Master Bucket

XML Request example

curl -i -XPOST -u user:userpass -H'Content - type: application/xml' -H
'Accept: application/xml'
http://onapp.test/billing/user/plans/:plan_id/resources.xml -d

'<resource><resource_class>Resource::HypervisorGroup</resource_class><targ
et_type>Pack</target_type><in_master_zone>1</in_master_zone><target_id>14<

price_on_cpu_units - if CPU units are used, set price per unit per hour per VSs powered on
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ltarget_id></resource>'

JSON Request exampl e

curl  -i -XPOST - u user.userpass -H'Content - type: application/json’ -H
'Accept: application/json’
http://onapp.test/billing/user/plans/:plan_id/resources.json -d
{"resource":{"resource_class":"Resource::HypervisorGroup",
"target_type":"Pack", "in_mast er_zone™:"1", "target_id":"14"}}'

Where:

resource_class * - the name of the base resource you add to the

billing plan in the following format: Resource::[resource_name], where

[resource_name] is Compute resource Group for compute zone limits

target_type * - the type of the group you add to the billing plan

limits, for Limits for compute Zones it is Pack

in_bucket_zone - set 1 to add the compute resource to the master

bucket. This parameter applies to compute zone limits only. This

parameter is replaced by in_master_zone parameter  if you use the first
method ( POST /billing/user/plans/:plan_id/resources )

target_id* - the ID of the compute zone which you add to the master

bucket

Check the ID of the required compute zone with the GET
/settings/hypervisor_zones call.

17.8.4.1.1 Page history
v5.2:

1 Removed the deprecated request method - POST
/billing_plans/:billing_plan_id/base_resources.

17.8.5 Add Limits for Data Store Zones.

This request will be deprecated in one of the future versions. For the new
API requests refer to one of the following sections: Access Control,
Buckets, Rate Cards.

By adding data store zone resources to a billing plan, you limit the user only to the data stores
in that zone.

When you add a billing plan, the master template is created automatically. You can add your
custom data store zones and set the limits and prices for them at any time later.

For details how to add or remove data store zone from the master template,
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use the following requests:
7 Add Base Resource to Master Template

1 Remove Base Resource From Master Template

To add data store zones to a billing plan, use the following request:

POST /billing/user/plans/:plan_id/resources.xml
POST /billing/user/plans/:plan_id/resources.json

XML Request example

curl  -i -XPOST -u user.userpass - H'Content - type: application/xml’ -
H'Accept: application/xml'

http://onapp.test/billing/user/plans/:plan_id/resources.xml -
d'<resource><resource_class>Resource::DataStoreGroup</resource_class><bill
ing_plan_id>41</billing_plan_id><in_master_zo ne>1</in_master_zone><target_
id>56</target_id><target_type>Pack</target_type><limits><limit_free>1</lim
it_free><limit>20</limit><limit_reads_completed_free>2</limit_reads_comple
ted_free><limit_data_written_free>3</limit_data_written_free><limit_data_r

ead_f ree>4</limit_data_read_free><limit_writes_completed_free>5</limit_wri
tes_completed_free></limits><prices><price_data_written>6</price_data_writ
ten><price_off>7</price_off><price_on>8</price_on><price_data_read>9</pric
e_data_read><price_writes_completed>10< Iprice_writes_completed><price_read
s_completed>11</price_reads_completed></prices><limit_type>hourly</limit_t
ype></resource>"'

JSON Request example

curl -i -XPOST -u user:userpass - H'Content - type: application/json’ -
H'Accept: application/json’

http://on app.test/billing/user/plans/:plan_id/resources.json -
d'{"resource":{"resource_class":"Resource::DataStoreGroup","billing_plan_i

"{"limit_free":"1","limit":"20","limit_reads_completed _free™"2","limit_d
ata_written_free":"3","limit_data_read_free":"4","limit_writes_completed_f
ree":"5"},"limit_type":"hourly","prices":{"price_data_written™":"6","price_
off":"7","price_on":"8","price_data_read™":"9","price_writes_completed":"10

" "price_reads_ completed":"11"}}}'
Where:
resource_class * - the name of the base resource you add to the billing
plan in the following format: Resource::DataStoreGroup
billing_plan_id - the ID of the billing plan
target_type* - type of the group you add to the billing plan limits
Pack
target_id * - the ID of the group (or zone) you add to billing plan
limits

Check the ID of the necessary data store zone with GET /data_store_zones
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call.

in_template _zone - true, if this resource belongs to the master

template, otherwise false. This parameter applies to data store and

network zone limits only. This parameter is replaced by in_master_zone
parameter if you use the first method ( POST

/billing/user/plans/:plan _id/resources )

limits - the array of limits for data store zone, all parameters are
optional. The empty field sets the unlimited parameter.

1 limit_free i free disk space on data st ore zone
T limit T maximum available disk space

1 limit_data_written_free - the amount of data users get for free for
write operations (in GB)

1 limit_data_read_free - the amount of data users get for free for
read operations (in GB)

1 limit_reads_completed_free - the maximum number (in millions) of
input requests which can happen at once

1 limit_writes_completed_free - the maximum number (in millions) of
output requests which can happen at once

prices - the array of resource prices. Optional parameters.

1 price_data_read i price per GB of data for read operations

1 price_data_written - price per GB of data for write operations

I price_oni price per GB of disk size per hour, when VS is on

9 price_off - price per GB of disk size per hour, when VS is off

1 price_writes_completed i price per million of output requests which can happen at once
1 price_reads_completed - price per million of input requests which can happen at once

limit_type 1 limit type set for the resource; can be hourly or monthly

17.8.5.1 Page history

v5.2:

Removed the deprecated request method - POST
/billing_plans/:billing_plan_id/base_resources.

17.8.5.2 Add Data Store Zone Base Resource to Master Template.

This request will be deprecated in one of the future versions. For the new
API requests refer to one of the following sections: Access Control,
Buckets, Rate Cards.

To add a data store zone to the master template, use the following request:

POST /billing/user/plans/:plan_id/resources.xml
POST /billing/user/plans/:plan_id/resources.json

165



OnApp Cloud 5.7 - API Guide

To add or remove existing data store zone base resources from the master
template, use the following requests:

7 Add Base Resource to Master Template

7 Remove Base Resource From Master Template

XML Request example

curl -i -XPOST -uuserpa ssword -H'Content -type: application/xml' -H
'Accept: application/xml'

http://onapp.test/billing/user/plans/:plan_id/resources.xml -d
'<resource><resource_class>Resource::DataStoreGroup</resource_class><targe
t_type>Pack</target_type><in_master_zone>1</in_m aster_zone><target_id>1</t

arget_id><limit_type>hourly</limit_type></resource>'

JSON Request example

curl  -i -XPOST - u user:password -H'Content - type: application/json’ -H
'‘Accept: application/json’
http://onapp.test/billing/user/plans/:plan_id/resources.json -d

{"resource":{"resource_class":"Resource::DataStoreGroup",
"target_type":"Pack", "in_master_zone":"1", "target_id":"1",
"limit_type":"hourly"}}'

Where:

resource_class * - the name of the bas e resource you add to the billing

plan in the following format: Resource::DataStoreGroup

target_type* - type of the group you add to the billing plan limits

Pack

in_template_zone - set 1 to add the data store zone to the master

template.This parameter applies to data store and network zone limits

only. This parameter is replaced by in_master_zone parameter if you
use the first method ( POST /billing/user/plans/:plan_id/resources )
target_id* - the ID of the data store zone which you add to the master

template

Check the ID of the required data store zone with the GET
/settings/data_store_zones call.

limit_ty pe 7 limittype set for the resource; can be hourly or monthly

17.8.5.2.1 Page history
v5.2:

1 Removed the deprecated request method - POST
/billing_plans/:billing_plan_id/base_resources.
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17.8.6 Add Limits for Network Zones.

This request will be deprecated in one of the future versions. For the new
API requests refer to one of the following sections: Access Control,
Buckets, Rate Cards.

By adding network zone resources to a billing plan, you limit the user only to the network(s) in
that zone.

When you add a billing plan, the master template is created automatically. You can add your
custom network zones and set the limits and prices for them at any time later.

For details how to add or remove network zone from the master template,
use the following requests:

1 Add Base Resource to Master Template

1 Remove Base Resource From Master Template

To add network zone(s) to a billing plan, use the following request:

POST /billing/user/plans/:plan_id/resources.xml
POST /billing/user/plans/:plan_id/resources.json

XML Request example

curl -i -XPOST -u user.userpass - H'Content - type: application/xml’ -
H'Accept: application/xml’

http://onapp.test/billing/user/plans/:plan_id/resources.xml -
d'<resource><resource_class>Resource::NetworkGroup</resource_class><billin
g_plan_id>41</billing_plan_id><in_master_zone >1</in_master_zone><target_id
>33</target_id><target_type>Pack</target_type><limits><limit_ip>20</limit_
ip><limit_rate>20</limit_rate><limit_data_sent_free>1</limit_data_sent_fre
e><limit_rate_free>2</limit_rate_free><limit_ip_free>3</limit_ip_free><lim

it_da ta_received_free>4</limit_data_received_free></limits><prices><price_
ip_off>6</price_ip_off><price_ip_on>2</price_ip_on><price_rate_off>3</pric
e_rate_off><price_rate_on>4</price_rate_on><price_data_sent>5</price_data_
sent><price_data_received>6</price_data _received></prices><limit_type>hour
ly</limit_type></resource>'

JSON Request example

curl -i -XPOST -u user.userpass - H'Content - type: application/json’ -
H'Accept: application/json’

http://onapp.test/billing/user/plans/:plan_id/resources.json -
d{"resour  ce":{"resource_class":"Resource::NetworkGroup","billing_plan_id"
"41""in_master_zone™":"1","target_id":"33","target_type":"Pack","limits":
{"limit_ip":"20","limit_rate":"20","limit_data_sent_free":"1","limit_rate__
free":"2","limit_ip_free":"3","limit_data_re ceived_free":"4"},"limit_type"
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"hourly","prices":{"price_ip_off":"6","price_ip_on":"2","price_rate_off":

"3","price_rate_on":"4","price_data_sent":"5","price_data_received":"6"}}}

Where:

resource_class * - name of the base resource you add to the billing
plan in the following format: Resource::NetworkGroup
billing_plan_id - ID of the hilling plan

target_type * - type of the group you add to the billing plan limits:
Pack

target_id * - ID of the network zone you add to billing plan limits

Check the ID of the necessary network zone with GET
/settings/network_zones call.

in_template _zone - true, if this resource belongs to the master
template, otherwise false. This parameter applies to data store and

network zone limits only. This parameter is replaced by

parameter if you use the first method ( POST

/billing/user/plans/:plan_id/resources )

limits - the array of limits for network zone, all parameters are

optional. The empt y field sets the unlimited parameter.

T limit_ip - the total amount of IP addresses

1 limit_ip_free - the amount of IP addresses users get for free

1 limit_data_sent_free - the amount of data users can send for free

1 limit_data_received_free - the amount of data users can receive for
free

1 limit_rate - the total available port speed users

1 limit_rate_free - the port speed users get for free

prices - the array of resource prices. Optional parameters.

f
f
f
f
f
f

price_ip_on i price per IP when VS is on

price_ip_off - price per IP when VS is off

price_rate_on i price for port speed (Mbps) when VS is on
price_rate_off - price for port speed (Mbps) when VS is off
price_data_sent 1 price for sent data per GB

price_data_received i price for received data per GB

limit_type 1 limit type set for the resource; can be hourly or monthly

17.8.6.1 Page history

v5.2:

Removed the deprecated request method - POST
/billing_plans/:billing_plan_id/base_resources.

in_m aster_zone
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17.8.6.2 Add Network Zone Base Resource to Master Template.

This request will be deprecated in one of the future versions. For the new
API requests refer to one of the following sections: Access Control,
Buckets, Rate Cards.

To add a network zone to the master template, use the following request:

POST /billing/user/plans/:plan_id/resources.xml
POST /billing/user/plans/:plan_id/resources.json

To add or remove existing network zone base resources from the master
template, use the following requests:

7 Add Base Resource to Master Template

1 Remove Base Resource From Master Template

XML Request example

curl -i -XPOST -u user:password -H'Content -type:app lication/xml' -H
'Accept: application/xml’
http://onapp.test/billing/user/plans/:plan_id/resources.xml -d

'<resource><resource_class>Resource::NetworkGroup</resource_class><target_
type>Pack</target_type><in_master_zone>1</in_master_zone><target_id>1</tar
get_id><limit_type>hourly</limit_type></resource>'

JSON Request example

curl -i -XPOST -u user:password -H'Content - type: application/json’ -H
'‘Accept: application/json’

http://onapp.test/billing/user/plans/:plan_id/resources.json -d
{"resource":{"resou rce_class":"Resource::NetworkGroup",

"target_type":"Pack", "in_master_zone™":"1", "target_id":"1",
"limit_type":"hourly"}}'

Where:

resource_class * - name of the base resource you add to the billing

plan in the following format: Resource::NetworkGroup

target_type* - type of the group you add to the billing plan limits

Pack

in_template_zone - set 1 to add the network store zone to the master

template. This parameter is replaced by in_master_zone parameter if
you use the first method ( POST /billing/user/p lans/:plan_id/resources
target_id* - the ID of the network zone which you add to the master

template. This parameter applies to data store and network zone limits
only.
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Check the ID of the required network zone with the GET
/settings/data_store_zones call.

limit_type i limit type set for the resource; can be hourly or monthly

17.8.6.2.1 Page history
v5.2:

1 Removed the deprecated request method - POST
/billing_plans/:billing_plan_id/base_resources.

17.8.7 Add Limits for Edge Groups.

This request will be deprecated in one of the future versions. For the new

API requests refer to one of the following sections: Access Control,
Buckets, Rate Cards.

By assigning edge groups to a billing plan, you set the prices for the bandwidth users signed up

for this plan consume.
To add edge group(s) to a billing plan, use the following request:

POST /billing/user/plans/:plan_id/resources.xml
POST /billing/user/plans/:plan_id/resources.json

XML request example

curl -i -XPOST -d
'<resource><resource_class>Resource::EdgeGroup</resource_class><billing_pl
an_id>107</billing_plan_id><target_id>1< ltarget_id><target_type>EdgeGroup<

target_type><price>6</price></resource>"'

- U user:userpass
http://onapp.test/billing/user/plans/:plan_id/resources.xml - H 'Accept:
application/xml' - H'Content - type: application/xml'

JSON request example

curl  -i -XPOST -d
{"resource":{"resource_class":"Resource::EdgeGroup","billing_plan_id":"10
7","target_id":"1","target_type":"EdgeGroup","price":"6"}}'

- U user:userpass

http://onapp.test/billing/user/plans/:plan_id/resources.json - H 'Accept:
application/json’ -H'Con tent - type: application/json’
Where:
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resource_class * - the name of the base resource you add to the billing

plan in the following format: Resource::EdgeGroup

billing_plan_id - ID of the billing plan

target_id * T the ID of the edge group you add to a bill ing plan

target_type * - type of the group you add to the billing plan limits:
EdgeGroup

price T price per GB of bandwidth
17.8.7.1 Page history
v5.2:

1 Removed the deprecated request method - POST
/billing_plans/:billing_plan_id/base_resources.

17.8.8 Add Limits for Backup Server Zones.

This request will be deprecated in one of the future versions. For the new
API requests refer to one of the following sections: Access Control,
Buckets, Rate Cards.

By adding backup server zone resources to a billing plan, you limit the user only to the backup
servers in that zone.

To add backup server zone(s) to a billing plan, use the following request:

POST /billing/user/p lans/:plan_id/resources.xml
POST /billing/user/plans/:plan_id/resources.json

XML Request example

curl -i -XPOST -u user:userpass
http://onapp.test/billing/user/plans/:plan_id/resources.xml -d
'<resource><resource_class>Resource::BackupServerGroup</resou rce_class><bi

lling_plan_id>182</billing_plan_id><target_id>28</target_id><target_type>P
ack</target_type><limits><limit_backup_free>2</limit_backup_free><limit_ba
ckup>10</limit_backup><Ilimit_backup_disk_size_free>2</limit_backup_disk_si
ze_free><limit_backup _disk_size>10</limit_backup_disk_size><limit_template
_free>2</limit_template_free><limit_template>10</limit_template><limit_tem
plate_disk_size_free>2</limit_template_disk_size_free><Ilimit_template_disk
_size>10</limit_template_disk_size></limits><prices><pr ice_backup>50</pric
e_backup><price_backup_disk_size>50</price_backup_disk_size><price_templat
e_disk_size>50</price_template_disk_size><price_template>50</price_templat
e></prices></resource>' - H 'Accept: application/xml’ -H 'Content - type:
application/xml'

JSON Request example

curl -i -XPOST -u user.userpass
http://onapp.test/billing/user/plans/:plan_id/resources.json -d
{"resource":{"resource_class":
"Resource::BackupServerGroup","billing_plan_id":"182","target_id":"28","ta
rget_type":"Pack","limits":{"l imit_backup_free":"2",
"limit_backup":"10","limit_backup_disk_size_free":"2","limit_backup_disk_s
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ize":"10","limit_template_free":"2","limit_template":"10","limit_template_

disk_size_free":"2",

"limit_template_disk_size":"10"},"prices":{"price_backup":"50"," price_back
up_disk_size":"50","price_template_disk_size":"50","price_template":"50"}}

¥ - H'Accept: application/json’ -H 'Content - type: application/json’

Where:
label* T name of the backup server zone assigned to the billing plan

resource_name 1 the name of the base resource. In this case it is
BackupServerGroup

created at i the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format
target id * T backup server zone id

target_type * - type of the group you add to the billing plan limits:
Pack

limits i an array of limits set up for this resource
limit_backup_free T the number of backups user gets for free
limit_backup T the total number of backups allowed

limit_backup_disk_size free T disk size user gets for free to store
their backups

limit_backup_disk _size T maximum backup disk size allowed
limit_template_disk_size T maximum template disk size allowed
limit_template T the total number of templates allowed
limit_template_free T the number of templates user gets for free
limit_template_disk_size_free i te mplate disk size user gets for free
limit_ova i the total number of OVAs allowed

limit_ova_disk_size T maximum OVA disk size allowed

limit_ova_free T the number OVAs user gets for free

limit_ova_disk_size_free - disk size user gets for free to store their
OVAs

updated at 1 the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format
billing_plan_id - the ID of the billing plan

id T resource ID

unit T aunit per which the price is set

price_backup 1 price per backup over limit

price_template i price per template over limit
price_template_disk_size T price per GB of template disk size over
limit

price_backup_disk_size - price per GB of backup disk size over limit
price_ova 1 price per OVA over limit

price_ova_disk_size - price per GB of OVA disk size over limit

limitt  ype T this parameter doesn't mean anything for backup server
zone resource
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17.8.8.1 Page history
v5.2:

1 Removed the deprecated request method - POST
/billing_plans/:billing_plan_id/base_resources.

1 Added the following parameters:
o limit_ova
limit_ova_disk_size
limit_ova_free
limit_ova_disk_size_free

price_ova

O O O o o

price_ova_disk_size
17.8.9 Add Limits for minlOPS.

This request will be deprecated in one of the future versions. For the new
API requests refer to one of the following sections: Access Control,
Buckets, Rate Cards.

To add limits for minlOPS to a billing plan, use the following request:

POST /billing/user/plans/:plan_id/resources.xml
POST /billing/user/ plans/:plan_id/resources.json

XMLRequest example

curl  -i -XPOST

http://onapp.test/billing/user/plans/:plan_id/resources.xml -d
'<resource><resource_class>Resource::SolidFire</resource_class><billing_pl
an_id>4</billing_plan_id><target_id>5</target_id><t arget_type>Pack</target

_type><limits><limit>10000</limit><limit_free>600</limit_free></limits><pr
ices><price_on>100</price_on><price_off>50</price_off></prices></resource>

' - uuser:password - H 'Accept: application/xml’ -H'Content - type:
application/xml'

JSON Request example

curl  -i -XPOST

http://onapp.test/billing/user/plans/:plan_id/resources.json -d
{"resource":{"resource_class":"Resource::SolidFire","billing_plan_id":"4"

, "target_id":"5", "target_type":"Pack",

"limits":{"limit":"10000","limit_free": "600"},"prices":{"price_on":"100",
"price_off":"50"}}} - u user:password - H 'Accept: application/json’ -H
‘Content - type: application/json’

Where:

resource_class * - the name of the base resource you add to the billing
plan in the following format: Resourc e::SolidFire
billing_plan_id - the ID of the billing plan
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target_type * - the type of the group you add to the billing plan
limits: Pack

target_id * - the ID of the data store zone you create a limit for

limits - an array of minimum 1O limits:
1 limit_free i the number of IOPS available for customer for free

T limit T the maximum number of IOPS available

Limits for IOPS are set for a whole data store zone.

prices - an array of resource prices:
1 price_oni price per GB of disk size, when VS is on

1 price_off - price per GB of disk size, when VS is off
17.8.9.1 Page history
v5.2:

Removed the deprecated request method - POST
/billing_plans/:billing_plan_id/base_resources.

17.8.10 Add Limits for Instance Packages.

This request will be deprecated in one of the future versions. For the new
API requests refer to one of the following sections: Access Control,

Buckets, Rate Cards.

To add instance package(s) to a billing plan, use the following request:

POST /billing/user/plans/:plan_id/resources.xml
POST /billing/user/plans/:plan_id/resources.json

XML Request example

curl -i -XPOST -u user.userpass - url
http://onapp.test/billing/user/plans/:plan_id/resources.xml -d
'< resource><resource_class>Billing::Resource::InstanceType</resource_class
><target_type>InstanceType</target_type><target_id>10</target_id><hypervis
or_group_ids>1</hypervisor_group_ids><data_store_group_ids>7,

37</data_store_group_ids><network_group_ids>11</ network_group_ids><price_o
n>0.3</price_on><price_off>0.2</price_off><price_overused_bandwidth>0.03</
price_overused_bandwidth></resource>' - H 'Accept: application/xml' -H

‘Content - type: application/xml'

JSON Request example

curl -i -XPOST -uuseruser pass -- url
http://onapp.test/billing/user/plans/:plan_id/resources.json -d
{"resource": {"resource_class": "Billing::Resource::InstanceType",

"target_type": "InstanceType", "target_id": "10", "hypervisor_group_ids":

174



OnApp Cloud 5.7 - API Guide

"1", "data_store_group_ids": "7, 37", " network_group_ids": "11",
"price_on": "0.3", "price_off": "0.2", "price_overused_bandwidth":
"0.03"}} - H 'Accept: application/json’ -H'Content - type:

application/json'

Where:

resource_class - name of the base resource you add to the billing plan

in the following format: Billing::Resource::InstanceType

target_type - type of the group you add to the billing plan limits:

InstanceType

target_id - the ID of the instance package that you add to th e billing
plan

hypervisor_group_ids - ID(s) of the compute zone(s) to which the

instance package will apply

data_store_group_ids - ID(s) of the data store zone(s) to which the
instance package will apply

network_group_ids - ID(s) of the network zone(s) to which the instance
package will apply

price_on - the hourly price for a VS built using this instance package
that is powered on

price_off - the hourly price for a VS built using this instance
package that is powered off

price_overused_bandwidth - the price for overused bandwidth per GB

17.8.10.1 Page history

v5.2:

Removed the deprecated request method - POST
/billing_plans/:billing_plan_id/base_resources.

17.8.11 Add Limits for Service Add-on Groups

This request will be deprecated in one of the future versions. For the new
API requests refer to one of the following sections: Access Control,
Buckets, Rate Cards.

To add limits for service add-on groups to a billing plan, use the following request:

POST /billing/user/plans/:plan_id/resources.xml
POST /billing/user/plans/:plan_id/resources.json

XML Request example

curl  -i -XPOST

http://onapp.test/billing/user/plans/:plan_id/resources.xml -d
'<resource><  resource_class>Resource::ServiceAddonGroup</resource_class><ta
rget_type>ServiceAddonGroup</target_type><target_id>1</target_id></resourc

e>' - uuser.userpass - H 'Accept: application/xml’ -H'Content -
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type:application/xml'

JSON Request example

curl -i -X POST
http://onapp.test/billing/user/plans/:plan_id/resources.json -d
{"resource":{"resource_class":"Resource::ServiceAddonGroup",
"target_type":"ServiceAddonGroup","target_id":"2"}}' - U user:userpass -H
'‘Accept: application/json’ -H'Content - type:applica tion/json’
Where:
resource_class * - the name of the base resource you add to the billing
plan in the following format: Resource::[resource_name], where
[resource_name] is ServiceAddonGroup  for Limits for Service Add -on
Group.
billing_plan_id - the ID of the billing plan
target_type* - the type of the group you add to the billing plan
limits. For Limits for Service Add - on Group, itis ServiceAddonGroup
target_id* - the ID of the group you add to billing plan limits

Check the ID of the necessary group with the following call:
GET /service_addon_groups.xml

17.9Edit Base Resources

This request will be deprecated in one of the future versions. For the new
API requests refer to one of the following sections: Access Control,
Buckets, Rate Cards.

This section provides the info on how to change limits and prices for base resources, together
with the examples and parameters explanation.

PLEASE NOTE: You cannot edit a base resource which belongs to the
master bucket or master template. HTTP 422 status will be returned.

To change limits and prices for a base resource, use the following request:

PUT /billing/user/resources/:id.xml
PUT /billing/u ser/resources/:id.json

XML Request example
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curl -i -XPUT -uuser.userpass - url
http://onapp.test/billing/user/resources/:id.xml -d
'<resource><limit>5</limit></resource>"' - H 'Accept: application/xml’ -H

‘Content - type: application/xml’

JSON Request example

curl -i -XPUT -uuser.userpass - url
http://onapp.test/billing/user/resources/:id.json - d '{"resource™: {
"limit"; "10" }}' - H 'Accept: application/json’ -H'Content - type:

application/json'

You can check ID of the resource with GET method.

Returns HTTP 204 response on successful processing, and HTTP 404 when
there is no billing plan or base resource with a requested ID, or URL

is incorrect.

Where:

resource - an array of billing plan limits and prices depending on the
resource type. See below for details:

Backups limits

Template, ISOs & Backup Storage limits

Template limits

Customer netw orks limits

Virtual server limits

Autoscaling limits

ISO limits

DRaas limits

Application server limits

Container Server limits

Template Store limits

Recipe groups limits

Edge groups limits

1
1
1
1
1
1
1
9 Acceleration limits
1
1
1
1
1
1
1

instance packages resource limits

Backups limits
limit_free the number of backups users can create for free

limit the maximum number of backups users can create according to
their template/backup storage space limit.
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