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5.4 Get Started for Clouds with High Availability 

The guides in this section apply to updating the OnApp Cloud 5.4 version with High Availability functionality. For the release notes list, please 

refer to the Release Notes space. 
 

 

OnApp 5.4 does not support the new installation of High Availability Control 

Panel, but you can configure this feature under 5.0 or 5.3 and then upgrade 

to 5.4. 

Make sure you meet the Technical Details before preparing OnApp Cloud. 

For information on installing and upgrading OnApp clouds without High Availability, refer to 5.4 Get Started. 

https://docs.onapp.com/display/RN/Release%2BNotes
https://docs.onapp.com/display/54GS
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Technical Details 

This chapter will list all the technical requirements as well as architecture diagrams that you should consider before creating a cloud in OnApp. 

Suggested Specifications 
There are many factors that determine how many virtual servers you can run. Below you can find 

specifications for a Small Production Cloud, Medium Production Cloud and Enterprise Cloud as 

well the requirements for Integrated Storage. 
 

An OnApp installation requires at least two physical machines – one for the Control Panel server, 

and the other for the compute resource server. You can have as many compute resource servers 

as you need. You will also need storage for your virtual servers (a data store), and we recommend 

that you set up a separate server for storing backups and templates. 
 

Need more help? 
 

With the full version of OnApp Cloud you get free support from our integrations team to spec the 

exact hardware you'll need for your cloud deployment. 

 

 

Hardware Requirements for HA CP Servers 
 

 
 

High Availability Hardware requirements 

Here you can find the minimum hardware requirements for servers in the High 

Availability configuration. 

 

Each of the Control Panel nodes in the High Availability configuration must 

comply with these requirements. 

Processor: 2 x 8 Core CPUs, for 

example, Xeon e5-2640 v3 

Memory: 16 GB RAM 

Disks: 2 x 400GB SSD 

RAID Configuration: RAID 1 

Network Adapters: Quad port 1Gbp NIC 

 

Suggested Specifications 
 

 
 

 Small Production Cloud Medium Production Cloud Enterprise Cloud 

OnApp License Host Package + 

Integrated Storage (add on) 

MSP package Enterprise Package 

Number of Control 

Panel (CP) Servers 

1 1 3 

Separate Database Server/Cluster No No Optional 

Dedicated Backup Servers 1 1 2 

Number of Compute Resources (XEN/KVM) 3 8 16 

Compute Resource Type (Static / Cloudboot) Cloudboot Cloudboot Cloudboot 

CP Server Processor 2 x 8 Core CPUs 

eg. Xeon e5-2640 v3 

2 x 8 Core CPUs 

eg. Xeon e5-2640 v3 

2 x 8 Core CPUs 

eg. Xeon e5-2640 v3 

 

On this page: 
 

Hardware Requirements for HA CP Servers 

Suggested Specifications 

See also: 
 

Server Config Reminder - 

supported versions of the servers 
 

Software Requirements 

 
Installation Guide for High 

Availability Clusters 

 

Configure Cloud 

 
5.4 Get Started - installation and 

upgrade guide for OnApp clouds 

without High Availability 
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Memory 16GB RAM 32GB RAM 64GB RAM 

Disks 2 x 400GB SSD 4 x 100GB SSD 4 x 100GB SSD 

RAID 

Configuration 

RAID 1 RAID 10 RAID 10 

Network 

Adapters 

Quad port 1Gbp NIC Dual port 1Gps + Dual Port 

10Gbps 

eg. Intel I350 + X520 

Dual port 1Gps + 2 x Dual Port 

10Gbps 

eg. Intel I350 + 2 x Intel X520 

Backup Server 

 

 

Processor 2 x 8 Core CPUs 

eg. Intel Xeon e5-2620 v3 

2 x 8 Core CPUs 

eg. Intel Xeon e5-2620 v3 

2 x 8 Core CPUs 

eg. Intel Xeon e5-2620 v3 

Memory 32GB RAM 32GB RAM 32GB RAM 

HDDs 12x2TB SAS 12x2TB SAS 12x2TB SAS 

RAID RAID10 RAID10 RAID10 

Network 

Interfaces 

Dual port 1Gbp Intel NIC + 

Dual port 10Gbps Intel NIC 

Dual port 1Gbp Intel NIC + 

Dual port 10Gbps Intel NIC 

Dual port 1Gbp Intel NIC + 

Dual port 10Gbps Intel NIC 

Compute Resource 

 
 
 

Processor 2 x 8 Core CPUs 

eg. Xeon e5-2640 v3 

2 x 8 Core CPUs 

eg. Xeon e5-2640 v3 

2 x 8 Core CPUs 

eg. Xeon e5-2640 v3 

Memory 128GB 256GB 256GB 

HDDs 8 x 400GB SSD 8 x 400GB SSD 8 x 400GB SSD 

RAID 

Controller 

PCIe gen3 

eg. PERC H730, 1GB cache 

PCIe gen3 

eg. PERC H730, 1GB cache 

PCIe gen3 

eg. PERC H730, 1GB cache 

RAID 

Configuration 

JBOD JBOD JBOD 

Network 

Interfaces 

Dual port 1Gps + Dual Port 

10Gbps 

eg. Intel I350 + X520 

4 x 10Gbps 

eg. 

4 x 10Gbps 

iSCSI SAN Type Optional Dual-Controller 

Hardware SAN 

Optional Dual-Controller 

Hardware SAN 

Optional Dual-Controller 

Hardware SAN 

HDDs 12+ x SSD 12+ x SSD 12+ x SSD 

RAID 

Configuration 

RAID10 RAID10 RAID10 

Network Hardware Switch with: 48 x 1GbE ports, 

4 x 10GbE ports. 

High performance switch with: 

48 x 10GbE ports, 4 x 40 GbE 

ports 

2 x High performance switch 

with: 48 x 10GbE ports, 4 x 40 

GbE ports 

2 x High performance switch 

with: 48 x 10GbE ports, 4 x 40 

GbE ports 

 

Server Config Reminder 
OnApp Cloud runs on CentOS or (for the OnApp Control Panel server) Red Hat Enterprise Linux 

Server. Please note that the required RHEL/CentOS versions can vary, depending which 

virtualization method you choose, Xen or KVM. 
 

Supported server configuration 
 

XEN Compute resources CentOS 5.x x64 or CentOS 6.x x64 

KVM Compute resources CentOS 5.x x64, CentOS 6.x x64 or CentOS 7.x x86/64 

OnApp Control Panel Server CentOS 5.x x86/64, CentOS 6.x x86/64 or CentOS 7.x 

x86/64 

OnApp Backup Server CentOS 5.x x64, CentOS 6.x x64 or CentOS 7.x x86/64 

Integrated Storage CentOS 5.x x64 or CentOS 6.x x64 
 

Recommended server configuration 

 

CloudBoot is not compatible with CentOS 7 Xen compute resources and CentOS 5 KVM 

compute resources. 

See also: 

 
Software Requirements 

Suggested Specifications 

Installation Guide for High 

Availability Clusters 

 

Configure Cloud 

 
5.4 Get Started - installation and 

upgrade guide for OnApp clouds 

without High Availability 

https://docs.onapp.com/display/54GS
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We highly recommend using the following server configuration: 

 

XEN 4.0 Compute resources CentOS 6.x x64, 

KVM Compute resources CentOS 6.x x64 

OnApp Control Panel Server CentOS 6.x x86/64 

OnApp Backup Server CentOS 6.x x64 

 

Software Requirements 
This section contains software requirements for the OnApp installation. 

 

The requirements for OnApp Control Panel, Static Compute resources and Static Backup Servers 

based on RHEL or CentOS are: 
 

Install CentOS from the minimal CentOS ISO for Control Panel servers, static backup 

servers and static compute resources. 

The minimum running services list on the box: 
 

The network on the box, should be configured with an ability to access rpm.repo.on 

app.com and templates.repo.onapp.com 

The open ssh server should be configured with an ability for user(s) to access and log 

into the box. 

The root user should be available on the box and configured as root account/ root 

user/ superuser with an access to all files, commands/tools and services on system. 

Installers should be run from under the root. 
The curl, rpm, yum and grub packages must be installed on the system. The grub is a 

mandatory boot loader for Static Compute resources only. 

Avoid using additional (not native) repositories for RHEL/CentOS like "Extra Packages for 

Enterprise Linux" (epel) and others. 

 
 

Configure Cloud 

Once you've set up your hardware, the final step is to configure your cloud in your Control Panel. This section explains how to configure a basic 

cloud. If you complete these steps you should be in a position to create VSs. 

 
 

1. Configure Control Panel Settings 
 

Once you have installed OnApp, you need to make the necessary Control Panel configurations. Set the system, backups/templates, interface an 

d defaults CP options. 

 
 

 

2. Configure Compute Resources 
 

To deploy virtual servers, you need to add compute zones and compute resources to your cloud. After that, attach the newly created compute 

resource to the compute zone you've added: 
 

Xen compute resources can be assigned to compute zones of the Virtual and Baremetal types 

KVM compute resources can be assigned to compute resources of the Virtual and Smart types 

vCloud Director compute resources can be assigned to compute zones of the VPC type 

VMware vCenter compute resources can be assigned to compute zones of the Virtual type 
 

Make sure to enable Integrated storage in the Settings > Configuration to group compute resource drives together into a virtual data store. Also, 

to use Integrated Storage, select the compute zone as a storage API endpoint. 

network 0:off 1:off 2:on 3:on 4:on 

5:on 

sshd 

5:on 

6:off 

0:off 

6:off 

1:off 2:on 3:on 4:on 

See also: 
 

Server Config Reminder - 

supported versions of the servers 
 

Suggested Specifications 

Configure Cloud 

Installation Guide for High 

Availability Clusters 

 

5.4 Get Started - installation and 

upgrade guide for OnApp clouds 

without High Availability 

http://rpm.repo.onapp.com/
http://rpm.repo.onapp.com/
http://templates.repo.onapp.com/
https://docs.onapp.com/display/43AG/Edit%2BSystem%2BConfiguration
https://docs.onapp.com/pages/viewpage.action?pageId=39754669
https://docs.onapp.com/display/43AG/Edit%2BInterface%2BConfiguration
https://docs.onapp.com/display/43AG/Edit%2BDefaults%2BConfiguration
https://docs.onapp.com/display/42AG/Create%2BCompute%2BZone
https://docs.onapp.com/display/42AG/Create%2BCompute%2BResource
https://docs.onapp.com/display/42AG/Add%2BCompute%2BResource%2Bto%2BCompute%2BZone
https://docs.onapp.com/display/42AG/Add%2BCompute%2BResource%2Bto%2BCompute%2BZone
https://docs.onapp.com/display/54GS
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3. Configure Data Stores 
 

To provide your virtual servers with storage space, you need to configure data store zones and data stores. Data stores can be Traditional/ 

Centralized SAN and OnApp Storage/Integrated SAN. You should also attach the new data store to the data store zone you've added. 

In case of Traditional storage you need to configure data store(s) on your compute resource. The commands below use /dev/sda5 as an example. 

You can find the volume group identifier we're using in the second command, from the Data Stores screen in the Control Panel. Follow these 

steps for each local storage block on the compute resource: 
 

 

4. Configure Networks 

To provide IP address(es) to your future virtual servers, you need to perform the necessary network configurations. To do this, create network 

zones and networks. When adding the network, select the network zone you've created. The network will be automatically attached to the network 

zone you chose during creation. You should also add a range of IP addresses to the new network. 

 

 

5. Configure Backup Servers 
 

If you plan to use backup servers to store such items as, for example, templates, ISOs or backups, you need to add backup servers and backup 

server zones to your cloud. After that, attach the newly created backup server to backup server zone you've added. 

 
 
 

6. Configure Relations Between Entities 
 

Once you've added all the necessary resources to your cloud, you need to associate them with the compute resource you've created in Step 2. 

For this, assign the data store (Step 3) and network (Step 4) to the compute resource or compute zone (Step 2). You also need to assign backup 

server(s) (Step 5) to compute resources or compute zones. All data stores, networks and backup servers you assign to a compute zone or 

resource should be from zones with the same type as the compute zone or resource. Zones can have one of the following types: Virtual, 

Baremetal, Smart or VPC: 
 

VPC type: to the compute zones and resources of this type you can assign external, org and vApp networks from the VPC type network 

zones and data stores from the VPC type data store zones. All vCloud Director related resources have the VPC type. 

Smart type: to the compute zones and resources of this type you can assign networks from the Smart type network zones and LVM, 

Integrated storage and SolidFire data stores from the Smart type data store zones. 

Virtual type: to the compute zones and resources of this type you can assign networks from the Virtual type network zones and LVM, 

Integrated storage, VMware and SolidFire data stores from the Virtual type data store zones. 

Baremetal type: to the compute zones and resources of this type you can assign networks from the Baremetal type network zones. 
 
 

7. Configure Templates 
 

To built Linux virtual servers you need to download templates using the UI downloader. For this, install XEN and KVM templates and create a 

template store. You should also add the installed templates to that template store. 

Upgrade Guide for High Availability Clusters 
This guide explains how to upgrade OnApp Cloud v5.3 to the v5.4 for the cloud with High 

Availability configured. If you have configured High Availability using version 5.3 and wish to 

upgrade to the 5.4 version you need to perform the following procedure to ensure that your system 

works correctly. Depending on the system you have, you need to upgrade Static compute 

resources and backup servers, or CloudBoot packages, compute resources and backup servers or 

both Static and CloudBoot components. 
 

There are two scenarios for High Availability configuration: 
 

regular deployment - the configuration consists of three Control Panel servers 

advanced deployment - the configuration consists of several Control Panel servers and 

several data servers. The testing has been performed with the cloud configuration with 

three Control Panel servers and three data servers. 

 

 

bash#> pvcreate --metadatasize=50M /dev/sda5 

bash#> vgcreate onapp-ar0akk2wyer3tf /dev/sda5 

https://docs.onapp.com/display/43AG/Create%2BData%2BStore%2BZone
https://docs.onapp.com/display/43AG/Create%2BLVM%2BData%2BStore
https://docs.onapp.com/display/43AG/Create%2BLVM%2BData%2BStore
https://docs.onapp.com/display/IS/Create%2BIntegrated%2BStorage%2BData%2BStore
https://docs.onapp.com/display/43AG/Attach%2BData%2BStores%2Bto%2BData%2BStore%2BZone
https://docs.onapp.com/display/43AG/Create%2BNetwork%2BZone
https://docs.onapp.com/display/43AG/Create%2BNetwork%2BZone
https://docs.onapp.com/display/43AG/Create%2BNetwork
https://docs.onapp.com/display/43AG/Add%2BIP%2BAddress%2Bto%2BNetwork
https://docs.onapp.com/display/51AG/Create%2BBackup%2BServer
https://docs.onapp.com/display/51AG/Create%2BBackup%2BServer%2BZone
https://docs.onapp.com/display/51AG/Create%2BBackup%2BServer%2BZone
https://docs.onapp.com/display/51AG/Add%2BBackup%2BServer%2Bto%2BBackup%2BServer%2BZone
https://docs.onapp.com/display/42AG/Manage%2BCompute%2BResource%2BData%2BStores
https://docs.onapp.com/display/42AG/Manage%2BCompute%2BResource%2BNetworks
https://docs.onapp.com/display/51AG/Compute%2BResource%2BManagement%2BOptions
https://docs.onapp.com/display/51AG/Manage%2BCompute%2BZone%2BBackup%2BServers
https://docs.onapp.com/pages/viewpage.action?pageId=39754811
https://docs.onapp.com/display/43AG/Template%2BStore
https://docs.onapp.com/display/43AG/Template%2BStore


OnApp Cloud 5.4 Get Started Guide for Clouds with High Availability 

  
 
 

Search for other docs: 

 
 
 
 
 
 

 

Check Your Cloud Configuration 
 

Starting with OnApp 5.4, networks are made up of sub-networks called IP nets which contain ranges of IP addresses. To make your system 

compatible with the new networking scheme, a rake task will run with the installer. The rake task will modify your networks to contain IP 

ranges and IP nets. If a network contains two or more consecutive IP addresses of the same range of addresses, they will be united into one 

IP range. Individual IPs will each constitute an IP range. For each of the IP ranges an IP net will be added to the network. If at least one 

conflict is found in the configuration, the cloud will not be updated. If your cloud configuration is correct, the CP installer will be run and your 

networks will be modified to include IP nets and IP ranges. 
 

Prior to the update procedure, it is required to check your cloud configuration. The cloud should comply with the following requirements for a 

successful upgrade: 
 

all VLANs indicated for the networks in the cloud should have a relevant value. The value for VLAN should not exceed 4095. 

all networks which have one or several IP addresses assigned to user(s) should be within a network zone 

all IP addresses added to the cloud should be represented with feasible values 

all network masks should have relevant lengths 

there should be no overlapping IP addresses in a single network 
 

If one or several of the IP address you've added to the cloud do not correspond with their prefix, the system will offer to switch on the force op 

tion. When the force option is enabled, the system will automatically change the IP address to correspond with their prefix. For example, if 

you've had a 198.168.0.1/255.255.0.0 IP address with 8 as its prefix, the system will change the address to 198.168.0.1/255.0.0.0. 
 

When you run the Control Panel installer the system will check your configuration. You can view the log at log/ip_consistency_check.log. If 

any inconsistencies are found, the log might contain any of the following warning messages: 
 

an incorrect VLAN for a network has been detected. The ID and label of the network will be provided. 

a network that has an IP address assigned to a user and which is not in a network zone has been detected. The ID of the network, 

the ID of the assigned IP address and the ID of the user to whom the IP is assigned will be provided. 

an IP address which is represented incorrectly has been detected. The ID of the IP address will be provided. 

an IP address which does not correspond with its prefix has been detected. The ID of the network, the ID of the IP address and the 

existing and expected prefixes will be provided. 

overlapping IP addresses have been detected in one network. The IP addresses and the network ID will be provided. 
 
 
 

Upgrade Control Panel Servers for Advanced HA Deployment 
 

See also: 

 
Technical Details 

 
Installation Guide for High 

Availability Clusters 

 

Configure Cloud 

 
5.4 Get Started - installation and 

upgrade guide for OnApp clouds 

without High Availability 

On this page: 
 

Check Your Cloud Configuration 

Upgrade Control Panel Servers for Advanced HA Deployment 

Upgrade Control Panel Servers for Regular HA Deployment 

Upgrade Static Compute Resources 

Upgrade CloudBoot Packages 

Upgrade CloudBoot Backup Servers 

Upgrade CloudBoot Compute Resources 

Simple Reboot 

Migrate and reboot 

Live Upgrade 

 

If any inconsistencies are detected in your system, the update procedure will stop and the networks will undergo no changes. In 

such a case, you need to address the issues that have been found and run the CP installer again. If it is not possible to fix the cloud 

configuration, please, contact our support team. 
 

If the configuration of the cloud meets the requirements listed above, the update to OnApp 5.4 will go smoothly, and all networks 

will be modified to include IP nets and IP ranges. 

https://docs.onapp.com/display/54GS
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To update a cloud with an advanced High Availability deployment: 

 

1. In separate consoles, connect to all three CP servers and run the following command: 
 

 

2. Switch the cloud to maintenance mode at Control Panel > Sysadmin > Control Panel Maintenance 
 

 
Run the following commands on all  Control Panel servers: 

 

3. Issue the following command: 
 

4. Upgrade the OnApp installer package on CP nodes: 
 

5. Run the Control Panel installer: 
 

After you have successfully run the previous commands on all Control Panel servers, issue the following commands on one of the CP 

servers: 
 

1. Switch all nodes back online by running the following command once on any of the nodes: 
 

 

2. Enable monitoring onapp-mq-cluster: 
 

3. Enable file synchronization on all nodes by running the following command once on any of the nodes: 
 

 

 
watch /etc/init.d/lsyncd stop 

 
crm resource start lsyncd-cluster 

 

These processes should be left running while each CP is upgraded and ended before running the last step of this 

procedure, which is: 

 
# rpm -Uvh http://rpm.repo.onapp.com/repo/onapp-repo-5.4.noarch.rpm 

 
# yum -y update onapp-cp-install 

 
# /onapp/onapp-cp-install/onapp-cp-install.sh 

 
# crm configure property maintenance-mode=false 

 
# crm resource manage onapp-mq-cluster 

 
# crm resource start lsyncd-cluster 

 

Ensure that the lsyncd service is not started during the whole CP upgrade procedure. 

http://rpm.repo.onapp.com/repo/onapp-repo-5.4.noarch.rpm
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Upgrade Control Panel Servers for Regular HA Deployment 
 

 
 

Run the following commands on all three Control Panel servers: 
 

1. In separate consoles, connect to all three CP servers and run the following command: 
 

 

2. Issue the following command: 
 

3. Unmanage RabbitMQ service: 
 

4. Stop rabbitmq-server on each node: 
 

5. Upgrade the OnApp installer package: 
 

6. Start rabbitmq service on all nodes: 
 

 

7. Ensure that RabbitMQ cluster is working: 
 

8. Run the Control Panel installer: 

 
watch /etc/init.d/lsyncd stop 

 
crm resource start lsyncd-cluster 

 

These processes should be left running while each CP is upgraded and ended before running the last step of this 

procedure, which is: 

 
# rpm -Uvh http://rpm.repo.onapp.com/repo/onapp-repo-5.4.noarch.rpm 

 
# crm resource unmanage onapp-mq-cluster 

 
# service rabbitmq-server stop 

 

# yum -y update onapp-cp-install rabbitmq-server rabbitmq-admin 

erlang 

 
# service rabbitmq-server start 

 

Start the RabbitMQ service on the node on which the RabbitMQ service was stopped last of all. Then start RabbitMQ on 

other nodes. 

 
# rabbitmqctl cluster_status 

http://rpm.repo.onapp.com/repo/onapp-repo-5.4.noarch.rpm
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After you have successfully run the previous commands on all Control Panel servers, issue the following two commands on one of the CP 

servers: 
 

1. Switch all nodes back online by running the following command once on any of the nodes: 
 

2. Enabling monitoring onapp-mq-cluster: 
 

3. Enable file synchronization on all nodes by running the following command once on any of the nodes: 
 

 

 

Upgrade Static Compute Resources 
 

At first upgrade your static compute resources. 
 

1. Make sure your compute resource is visible and online in the Control Panel. 
 

2. Download and install the latest OnApp YUM repository file: 
 

3. Upgrade OnApp compute resource installer package: 
 

4. Update your server OS components (if required): 

For XEN compute resource: 

  

For KVM compute resource: 

 

bash# /onapp/onapp-hv-install/onapp-hv-xen-install.sh -y 

 

# /onapp/onapp-cp-install/onapp-cp-install.sh 

 
# crm configure property maintenance-mode=false 

 
# crm resource manage onapp-mq-cluster 

 
# crm resource start lsyncd-cluster 

 

Ensure that the lsyncd service is not started during the whole CP upgrade procedure. 

 

bash#> rpm -Uvh 

http://rpm.repo.onapp.com/repo/onapp-repo-5.4.noarch.rpm 

 
yum update onapp-hv-install 

http://rpm.repo.onapp.com/repo/onapp-repo-5.4.noarch.rpm
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5. Run compute resource installer: 

For XEN compute resource: 
 

For KVM compute resource: 
 

 

6. Reboot static compute resources. 
 

For KVM compute resources only: the kernel package update is a part of "Upgrade Static Compute Resources" default procedure. 

So reboot is required, if kernel package was upgraded and customer is willing Compute Resource(s) running it (for security reason). 

 
 

 

Upgrade CloudBoot Packages 
 

 

To upgrade the OnApp Storage packages: 
 

1. Upgrade the repo: 
 

 

bash# /onapp/onapp-hv-install/onapp-hv-kvm-install.sh -y 

 
bash# /onapp/onapp-hv-install/onapp-hv-xen-install.sh 

 
bash# /onapp/onapp-hv-install/onapp-hv-kvm-install.sh 

 

Reboot XEN compute resource, which is running on CentOS 6.x, after upgrade to 4.4.3 XEN version. 

 
rake hypervisor:messaging:configure 

 

rake hypervisor:messaging:configure['11.0.50.111 

11.0.50.112'] 

 

If you do not have the /home/mq/onapp/messaging/credentials.yml file on your compute resources and you plan to deploy 

an Accelerator, run the following command on the CP server: 
 

For all compute resources: 
 
 
 
 
 

 
For certain compute resources only: 

 
 
 
 
 
 

 
To perform the configuration for a number of compute resources, separate their IPs with a space. 

 

For information on manual configuration for Accelerator, refer to RabbitMQ Configuration for Accelerator. 

 

Create a backup of the /tftpboot directory in case storage packages rollback will be needed. 

 

CP_host#> rpm -Uvh 

http://rpm.repo.onapp.com/repo/onapp-repo-5.4.noarch.rpm 

https://docs.onapp.com/display/MISC/RabbitMQ%2BConfiguration%2Bfor%2BAccelerator
http://rpm.repo.onapp.com/repo/onapp-repo-5.4.noarch.rpm
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2. Upgrade the packages: 

Depending on the needed compute resource type, you should install onapp-ramdisk-DISTRO-FLAVOR package(s), where: 

DISTRO - CentOS5, CentOS6 or CentOS7 

FLAVOR - XEN, KVM 

Also it is required to install yum install onapp-ramdisk-centos7-default together with onappstore packages. 
 

It is recommended to update all packages. Below you can find an example: 
 

 

3. Run the script: 
 

 

When run in the interactive mode, enter the required information. 
 

Perform the following steps if you plan to deploy Accelerator 

4. Restart OnApp service: 
 

5. When the CloudBoot packages upgrade is complete, stop all virtual servers which reside on the CloudBoot compute resources. 

6. Reboot all CloudBoot compute resources. Once the compute resources are booted, the upgrade is complete. Before starting all 

Virtual Servers please ensure that the diagnostics page does not report any issue. In case of any issue, please press repair button to 

resolve it, then continue with starting Virtual Servers. 
 

7. Copy file: 
 

8. Open vi /home/mq/onapp/messaging/credentials.yml and check the following details: 

 

bash#> # yum install onapp-ramdisk-centos7-default 

bash#> # yum update onapp-store-install 

bash#> # yum update onapp-ramdisk-tools 

bash#> # yum update onapp-ramdisk-centos6-kvm 

bash#> # yum update onapp-ramdisk-centos5-xen 

bash#> # yum update onapp-ramdisk-centos6-xen 

bash#> # yum update onapp-ramdisk-centos7-kvm 

 

After packages update go to the Control Panel's Settings menu > Configuration and click the Save Configuration button 

. 

 
CP_host#> /onapp/onapp-store-install/onapp-store-install.sh 

 

Be aware that the disk-less nodes password is the root password for the CloudBoot compute resources. By default it is 

blank. 

 
service onapp restart 

 

If after reboot of CloudBoot compute resources you can not create any VSs on these compute resources, run service 

onapp restart. 

 
cp /home/mq/onapp/messaging/credentials{_example,}.yml 
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9. Change owner: 
 

10. Run the following: 
 

 

 

Upgrade CloudBoot Backup Servers 
 

 
 

 

--- 

host: 10.0.50.4 # RABBITMQ SERVER IP/FQDN 

port: 5672 # RABBITMQ CONNECTION PORT(default: 5672) 

vhost: '/' 

user: accelerator-example # RABBITMQ USER NAME 

password: 'e{y31?s8l' # RABBITMQ ACCESS PASSWORD 

queue: 'hv-10.0.50.102' # hv-[IP Address of Compute Resource] 

exchange: 

name: 'acceleration' 

type: 'direct' 

durable: True 

 
chown -R mq:mq /home/mq 

 
service onapp-messaging start 

 

cp /home/mq/onapp/messaging/credentials{_example,}.yml 

echo "--- 

host: 10.0.50.4# RABBITMQ SERVER IP/FQDN 

port: 5672# RABBITMQ CONNECTION PORT(default: 5672) 

vhost: '/' 

user: accelerator-example # RABBITMQ USER NAME 

password: 'e{y31?s8l' #RABBITMQ ACCESS PASSWORD 

queue: 'hv-10.0.50.102' # hv-[IP Address of Compute Resource] 

exchange: 

name: 'acceleration' 

type: 'direct' 

durable: True" > /home/mq/onapp/messaging/credentials.yml 

chown -R mq:mq /home/mq 

service onapp-messaging restart 

 

Note that steps 7-10 of the above instruction should be done after every reboot of CloudBoot compute resource. You can 

run the following commands (using your parameters) to the custom config instead: 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Also you can monitor RabbitMQ server using a command-line tool for it. 

 

Make sure to update CloudBoot packages on your Control Panel server before proceeding to the upgrade of CloudBoot backup 

servers. 

https://docs.onapp.com/display/MISC/Command-line%2BTool%2Bfor%2BMonitoring%2BRabbitMQ%2BServer
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CloudBoot backup servers are CloudBooted KVM compute resources that can be be used as backup servers. The CloudBoot backup server 

upgrade procedure is almost the same as the CloudBoot compute resource upgrade. Follow the instructions provided in this section to 

upgrade CloudBoot backup servers in your cloud. 
 

Once you have upgraded the CloudBoot dependencies, you have to reboot your Cloud Boot compute resource to update the Cloud Boot 

RPM. You do not need to perform any backup server upgrade operations using console. 
 

To do so: 
 

1. Go to your Control Panel Settings menu. 

2. Click the Compute resources icon. 

3. Click the label of the CloudBoot compute resource the backup server is based on. 

4. On the compute resource details screen, click the Actions button, then click Reboot Compute resource. 

5. A new screen will open asking for confirmation before reboot: 

 
Are you sure you want to reboot this compute resource? Confirm that you want the compute resource to reboot. 

 

6. When you're certain you want to proceed with the reboot, click the Reboot button. 

7. Repeat these steps for all CloudBoot backup servers in your cloud. 

8. Once all are rebooted, proceed to CloudBoot compute resources upgrade. 
 
 

Upgrade CloudBoot Compute Resources 
 

Depending on the infrastructure, scale and needs of your cloud we suggest the following methods of upgrading CloudBoot Compute 

resources: 
 

Simple 

Reboot 
This method is the simplest method technically. It also ensures all tools are updated. However, it will result in some limited 

downtime (its duration depends on how many virtual servers are running on each compute resource). 

Migrate 

and 

reboot 

This method involves migrating all virtual servers off each CloudBoot compute resource in turn. The compute resource can 

then be safely rebooted, picking up the upgraded Integrated Storage and CloudBoot packages. Virtual servers that do not 

support hot migrate will have to be stopped. 

Live 

Upgrade 
This method will upgrade Integrated Storage components but will not upgrade CloudBoot image. 

 

In case you have applied any custom configuration to your CloudBoot servers, it is recommended to recheck that this customization does not 

break new cloud boot image version. For this, reboot a compute resource and run Storage Health Check and Network Health Check. Make 

sure that Vdisks hosted on a compute resource are redundant and healthy before rebooting a CloudBoot compute resource. 
 

 
 
 
 

Simple Reboot 
 

Follow the below procedure to upgrade the CloudBoot compute resources with reboot: 

 
1. Upgrade CloudBoot Packages. 

2. When the CloudBoot packages upgrade is complete, stop all virtual servers which reside on the CloudBoot compute resources. 

3. Reboot all CloudBoot compute resources. 

Once the compute resources are booted, the upgrade is complete. Before starting all Virtual Servers please ensure that the diagnostics page 

does not report any issue. In case of any issue, please press repair button to resolve it, then continue with starting Virtual Servers. 

 

 
 
 
 

Migrate and reboot 
 

 

If you are using the auto healing functionality for Integrated Storage, make sure to disable it before an upgrade. 

 

Note that virtual servers cannot be stopped simultaneously, but must be stopped in sequence. This can result in considerable 

downtime if there are a large number of virtual servers. 

https://docs.onapp.com/display/IS/Storage%2BHealth%2BCheck
https://docs.onapp.com/display/IS/Network%2BHealth%2BCheck
https://docs.onapp.com/display/IS/5.3%2BIntegrated%2BStorage%2BAuto%2BHealing
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Use this procedure if you prefer migrating all virtual servers to another compute resource and conducting overall upgrade of your CloudBoot 

and Integrated Storage. Virtual servers that do not support hot migrate will have to be stopped. 
 

Once you have upgraded the CloudBoot packages, you have to reboot your CloudBoot compute resources to update them. 
 

To do so: 
 

1. Migrate all the virtual servers from the CloudBoot compute resource to another compute resource. Follow the instructions described 

in the Migrate Virtual Server section of the Admin guide to migrate virtual servers. 

2. After that, go to your Control Panel Settings menu. 

3. Click the Appliances icon. 

4. Click the label of the CloudBoot compute resource you have migrated all VSs from. 

5. On the compute resource details screen, click the Actions button, then click Reboot Compute resource. 
 

 

6. A new screen will open asking for confirmation (via two check boxes) before reboot: 

 
Stop all virtual servers that cannot be migrated to another compute resource? Check this box if you want VSs that 

cannot be migrated to be powered off. When a compute resource is scheduled for a reboot, OnApp will first attempt to hot 

migrate all VSs it hosts. If hot migration is not possible for a VS, OnApp will attempt to cold migrate that VS. With this box 

checked, if cold migration fails, the VS will be stopped so the reboot may proceed. If you don't check this box, OnApp will 

attempt to hot and then cold migrate all VSs hosted by the compute resource being rebooted – but will stop the migration 

process if any VS cannot be migrated. 

Are you sure you want to reboot this compute resource? A simple confirmation to confirm that you want the compute 

resource to reboot. 
 

7. When you're certain you want to proceed with the reboot, click the Reboot button. 

8. Repeat these steps for all CloudBoot compute resources in your cloud. 
 
 
 

Live Upgrade 
 

 

Use this procedure to upgrade without rebooting your servers: 
 

1. Make sure no disks are out of sync. To do so, check the Diagnostics page in CP at Dashboard > Integrated Storage > Compute zo 

ne label > Diagnostics. Alternatively, log into a compute resource and run the command below: 

Live Upgrade is only applicable if your cloud is running latest 5.3 CloudBoot RPM. 

 

Rebooting a compute resource assigned to a data store with a single replica (single-replica compute resource) or degraded 

virtual disks may result in data loss. 

 

Before the reboot, please ensure that all vdisks are fully synced and redundant. If some of them are not fully 

synced, the virtual server, that is owner of a degraded (or non-redundant) vdisk, can loose access to the vdisk. It 

can be manifested as IO errors during writes or reads to/from the vdisk inside the virtual server. 

 

Live Upgrade is only applicable if your cloud is running latest 5.1 CloudBoot RPM. 

 

Live Upgrade with passthrough is currently unsupported. Passthrough to storage means that network interface will be added to 

the Storage Controller Server without the bond and the Storage Controller Server will have the complete control over this 

interface. 

Power off all Windows virtual machines and virtual backup servers before starting the live upgrade. 

If your current Storage package is 4.0, Windows virtual servers can remain running. 

During the CloudBoot compute resource live upgrade, only the control stack for managing integrated storage is upgraded. Other 

changes come into effect after the compute resource is next rebooted. Due to this, hot migration may fail between compute 

resource which is already rebooted and the one that hasn't. 

Do not make any changes to the cloud during the upgrade process! 

Any offline Cloudboot compute resources should be removed from the CP server before running live upgrade as the scripts 

expect to be able to speak to all compute resources during these steps. 

Please, consult OnApp IS Upgrade Paths to learn the minimum Integrated Storage version required for the current update to be 

performed in LiveUpgrade mode. 

https://docs.onapp.com/display/43AG/Migrate%2BVirtual%2BServer
https://docs.onapp.com/display/54GS/OnApp%2BIS%2BUpgrade%2BPaths
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2. Repair all the degraded disks before proceeding to the upgrade process. To do so, log in to your CP and go to Integrated Storage > 

Compute zone label > Diagnostics page. Alternatively, run one of the following commands: 
 

- To repair a specific vdisk, use the following command: 
 

- To repair all vdisks one by one, use the following command: 
 

- To repair all vdisks in 10 threads simultaneously, use the following command: 
 

Please note, that parallelrepairvdisks command performs the repairs much faster but makes an impact on the Integrated Storage 

SAN network. Vdisk performance may be slower during the repair. 
 

3. Run the following command from the CP server to stop the OnApp service: 
 

4. Stop the Apache server: 
 

5. Make sure to update CloudBoot packages before proceeding to the following steps. 

6. Run the following command from the Control Panel server terminal to display the list of compute resources with their IP 

addresses. Make a note of the list of IPs: 
 

This command will also show whether compute resources are eligible for live upgrade. 
 

7. Run the following command for every compute resource: 
 

 

HV_host#> getdegradedvdisks 

 
HV_host#> onappstore repair uuid= 

 
HV_host#>repairvdisks 

 
HV_host#> parallelrepairvdisks 

 

In case you have a Cloudboot Backup Server, you can perform these commands on the Backup Server. The repairs will be 

triggered across all Cloudboot compute zones. 

 
CP_host#> service onapp stop 

 
CP_host#> service httpd stop 

 
CP_host#> liveUpdate listHVs 

 

If the command liveUpdate is not available then it may be located in the sbin directory instead (cd /usr/local/sbin). 

 
CP_host#> liveUpdate updateToolstack <HV IP Addr> 
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Once all the toolstacks are updated run the following command for every compute resource: 

 

 

8. Restarts the storage controllers. This command can be performed later at a more suitable time. 

Run the following command for each compute resource in turn: 
 

 

 

9. Make sure that the package versions are upgraded by running the following command on each compute resource: 
 

10. Start the Apache server: 
 

11. Start the OnApp service: 
 

 

Getting Support 

24x7 support 

OnApp customers with a full (paid) license can contact OnApp Support at any time: 
 

OnApp support portal 

(+1) 888 876 8666 

Forums 

Visit http://forum.onapp.com to get support from the OnApp community. Members of OnApp's support and engineering teams also monitor the 

forums and contribute to discussions. To access the forums, log in with your OnApp Dashboard account details. 

 
CP_host#> liveUpdate refreshControllers <HV IP Addr> 

 

Wait several minutes for all degraded disks to come to synchronized state. The synchronization will take approximately 

three minutes for each compute resource. 
 

After each controller restart, check for any issues on the backup server (or on one Compute resource from each zone): 
 

1. Log on via SSH to the backup server (or Compute resource). 

2. Run getdegradednodes from the SSH console. 

3. Run getdegradedvdisks from the SSH console. 

 
CP_host#> liveUpdate restartControllers <HV IP Addr> 

 

Please make sure you restart all controllers and don’t leave your cloud in a partially updated state for too long. Note that 

when operating in LiveUpdated mode (e.g. with the tool stacks updated but before you have performed the controller 

restart) you cannot use disk hot plug. 

 

After each controller restart check for any issues on the backup server or one Hypervisor from each zone: 

1. Log on via SSH to the backup server (or Hypervisor). 

2. Run getdegradednodes from the SSH console. 

3. Run getdegradedvdisks from the SSH console. 

If there are any issues seen please rectify them before continuing with the next controller restart. 

 
HV_host#> cat /onappstore/package-version.txt | grep Source 

 
CP_host#> service httpd start 

 
CP_host#> service onapp start 

http://onapp.com/support
http://forum.onapp.com/
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Documentation 

For the latest OnApp documentation, see https://docs.onapp.com. 

What does OnApp Support in my Cloud? 
 

OnApp provides support for anything directly related to our core products - OnApp Cloud, OnApp CDN and OnApp Storage - as well as the 

add-ons for these. As such, we maintain responsibility for the software, bug fixes, patches and general maintenance of our products. 

Unfortunately, we do not offer support for the following: 

Switch, router and firewall configuration 

SAN configuration/optimization 
Attaching/removing/resizing LUNs 

Compute resource and Control Panel server hardware support 

Operating System installation/support 

Maintenance of your passwords or whitelists 

Configuration/troubleshooting inside virtual machines 

VMware vSphere installation/configuration 

Known bugs/limitations within virtualization platforms 

3rd party integrations 

Alpha/Beta releases 

Coding for recipes 

 
 

Some of these areas can be touched during investigation and resolution of support tickets. We will attempt to offer possible suggestions, or put 

you in touch with our professional services team to quote the work. However, they are not covered under standard OnApp support. 

https://docs.onapp.com/
https://docs.onapp.com/
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