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The API enables cloud integration with third party applications. You can manage every aspect of
your cloud through the API. This guide is a complete reference for all API calls and includes
detailed API information, code and output examples. The version of the guide corresponds to the
latest OnApp API version. For comprehensive instructions on previous versions, refer to
corresponding guides at docs.onapp.com.

1 The OnApp APl is RESTful

1 All function calls respond to XML and JSON exchange formats

1 All function calls need authorization and authentication (Basic HTTP or API key)
1

The OnApp API is backward compatible within one major version. However, a new major
version might include changes that are not backward compatible with the previous one.
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1 APl AUTHENTICATION

To authenticate using HTTP Basic, just use your username/password combination. Curl example:

curl - u user:userpass

To authenticate using API key, put your account email as a login and the key to the server as a
password.
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2 HTTP METHODS

The API uses the following HTTP methods:

GET - used for retrieving information from a particular URI
POST - used for creating new object and adding new transactions into the queue

PUT - used for altering object properties
NOTE: updated_at value is changed in PUT requests even if the request fails.

DELETE - used for object deletion
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HTTP RESPONSE CODES

The API returns appropriate HTTP status codes for every request:

200 OK

The request completed successfully

204 No content

The request completed successfully. The 204 status is returned on DELETE
and PUT requests

201 Scheduled

The request has been accepted and scheduled for processing

403 Forbidden

The request is correct, but could not be processed.

404 Not Found

The requested URL is incorrect or the resource does not exist. For example,
if you request to delete a user with ID {5}, but there is no such a user in the
cloud, you will get a 404 error.

422
Unprocessable
Entity

The sent parameters are erroneous.

500 Internal Server
Error

An error occurred. Please contact support.

503 Service
Unavailable

The request cannot be handled currently, due to a temporary overloading or
maintenance of the server. This condition is temporary and the request will
be handed after a certain delay.
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FORMATTING AND NAMING
CONVENTIONS

The table below represents all the existing formatting and naming conventions used in this guide:

Convention

Explanation

Example

user:userpass

stands for username:password
combination

Admin:123456

onapp.test stands for address, where your Control | Example.com
Panel is located

id stands for the resource ID. 23
Sometimes also: :resource_id

italics all the parameters are italicised currency_code

* (asterisk)

marks the required parameters

label *

preformatted | indicates request examples in XML or GET /roles.xml
JSON
Code block indicates console requests
and response examples.
inf An info message emphasizes or .
Into explains the information within the Clicking the OFF button performs
chapter. graceful shutdown and then
powers off the VS.
A note message contains information h : | h of
note essential for the task completion. The maximum length of a Mount
Point is 256 characters.
_ A warning message informs you of ,
warning You won't be able to restore a VS

something you should not do or be
cautious.

after deleting it.

il

The element showing new parameters
added in the latest release of API.

= limit_type 7 hourly or monthly limit
type set for the resource
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5 FAQ

Q: Is it possible to enable API access via https?

A: We can enable https for your cloud, which can be used for both WebUI access and API access.
Or you can do so yourself: the Apache config file is located at: /etc/httpd/conf.d/onapp.conf

Q: Can you create a VS on behalf of another user?

A: No. Itis possible to switch VS owners, however . Refer to Change a VS owner section for
details.

Q: How are passwords stored 7 in plain text?

A: No, passwords are not stored in plain text. Except for a login and password combination, you
can use email + APl key combination to authorize a user via the API. API keys can be generated
and changed easily on a user's profile page (as well as through the API). For security reasons we
recommend users authenticate through the API key, not the login and password.

Q: Which parameters are required, and which are optional?

A: Required parameters are marked in this guide with an asterisk *.
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ONAPP 5.0

Added

= =4 -4 -4 A - -

Added API for vCloud Director funtionalities

Added Get List of Edge Gateway Interfaces section
Added Databases chapter

Added Usage Trends Statistics section

Added Purge All Content section

Added Purge File(s) section

Added Get Master Template/Master Bucket Details section

Updated

)l

Added information that the limit parameter for the VmLimit resource in the billing plan now also
affects VSs created in Federation to the following docs:

o Edit Base Resources
0 Add User VS Limits

Updated Company Billing Plans chapter: added parameters for Pay As You Go resource pool
type, vCPU speed and for used disk size

Updated Get Billing Statistics for Resource Pool section with the following parameters: cost,
compute zone, deployed_org_networks, data_store_zone_id, network_zone_id, cpu_limit,
memory_limit

Added information on the output related to resources in the master template:
o0 Get List of Base Resources
0 Get Base Resources Details
Updated the description of the archive_stats period parameter in the following docs:
o View System Configuration
o Edit System Configuration
Updated Add VS section: updated description of the rate_limit parameter
Updated Change VS Owner section: added info about error message
Added information on vApp statuses:
0 Get List of vVApps
0 Get vApp Detalils
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Updated Get List of Company Monthly Bills: added an API request to view monthly bills for a
particular year

Added information on how to get status/stop/start/reload OnApp Engine on a particular node to
the following docs:

0 Get OnApp Engine Status
o Start OnApp Engine

0 Stop OnApp Engine

0 Reload OnApp Engine
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ADD ZABBIX SERVER

To add a Zabbix server to your system, use the following request:

POST /sysadmin_tools/infrastructure/zabbix_setup.xml
POST /sysadmin_tools/infrastructure/zabbix_setup.json

If you already have a Zabbix server, you can connect it to your cloud. For more information,

see Edit System Configuration.

XML Request example

curl  -i -XPOST
http://onapp.test/sysadmin_tools/infrastructure/zabbix_setup.xml
'<zabbix_setup><ip_address>1.2.3.4</ip_address></zabbix_setup>'

user:userpass - H 'Accept: application/xml' -H 'Content - type:

application/xml'

JSON Request example

curl  -i -XPOST
http://onapp.test/sysadmin_tools/infrastructure/zabbix_setup.json
{"zabbix_setup":{"ip_address": "1.2.3.4"}} - U user:userpass
'‘Accept: application/json’ -H'Content - type: applic ation/json’
Where:
ip_address - the IP address of the server on which OnApp will automatically

configure Zabbix. It can be either a physical server or a virtual one.

-d
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8 ALERTS

To get the list of alerts on Zombie disks, Zombie data stores, Zombie virtual servers and Zombie
transactions, use the following request:

GET /alerts.xml
GET /alerts.json
XML Output example

<?xml version="1.0" encoding="UTF - 8"?>
<alerts>

<zombie data stor es type="array"/>
<zombie_transactions type="array"/>

<zombie_disks type="array">
<zombie_disk>/dev/[[DATASTORE_IDENTIFIER]/[DISK_IDENTIFIER]</zombie_di
sk>

</zombie_disks>

<zombie_domains type="array">
<zombie_domain>[VM_IDENTIFIER]</zombie_domain>
</zombie _domains>

</alerts>

Explanation of the data returned:

zombie_data_stores - data stores, which are not mounted to a compute resource
zombie_transactions - transactions, which have "running" status, but their PIDs do
not exist in the system

zombie_disks - disks, whick exist on data stores, but are not in the database
zombie_domains - an array of zombie VSs, which are running on a compute resource,
but are not in the DB
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9 APPLICATION SERVERS

Application Server is a regular VS based on default CentOS template with pre-installed additional
software. This software allows you to install and have up & running various PHP/Perl/Python
frameworks (like Drupal, Joomla, Wordpress etc.) on a server using web interface.

API requests for application servers are the same as for virtual servers, just make the following
replacement:

virtual_machines - >application_servers
Below you can find the list of operations applicable for application servers:
Gd List of servers

Get server details

Get statuses for all servers

Get server status

Add server

Build server

Edit server

Change server owner

Migrate server

Set VIP status for server

Delete server

Start up server

Segregate server

Reboot server

Reboot server in recovery

Suspend server

Unlock server

Unsuspend server

Shut down server

Stop server

Server autoscaling

Server billing statistics

Search server by label

Get server CPU usage statistics
Add/edit admin/user note for server

R I e R e R R B B e I B R B R B B B B R R |
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9.1 Create Application Server

To create an application server, use the following request:

POST /application_servers.xml
POST /application_servers.json
XML Request example

curl  -i -XPOST -H 'Accept: application/xml' -H'Content - type:
application/xml’ - U user:userpass -d
'<application_server><location_id>1</location_id><label>zaza
xmi</label><hostname>zaza</hostname><hyperv isor_group_id>6</hyperviso

r_group_id><hypervisor_id>2</hypervisor_id><memory>384</memory><cpus>
1</cpus><cpu_shares>1</cpu_shares><data_store_group_primary_id>1</dat
a_store_group_primary_id><primary_disk_size>5</primary_disk_size><dat
a_store_group_swap_id>1 </data_store_group_swap_id><swap_disk size>1</
swap_disk_size><primary_network_group_id>16</primary_network_group_id
><required_ip_address_assignment>1</required_ip_address_assignment><r
ate_limit>0</rate_limit><required_virtual_machine_build>1</required_v

it ual_machine_build></application_server>' -~ url
http://onapp.test/application_servers.xml

JSON Request example

curl  -i -XPOST -H 'Accept: application/json’ -H'Content - type:
application/json' - U user:userpass -d
{"application_server":{"location_id":"1", "label":"zaza JSON",

"hostname":"zaza", "hypervisor_group_id":"6", "hypervisor_id":"2",
"memory":"384", "cpus":"1", "cpu_shares™":"1",
"data_store_group_primary_id™:"1", "primary_disk_size":"5",
"data_store_group_swap_id":"1", "swap_disk_size":"1",

"prima ry_network_group_id":"16",
"required_ip_address_assignment":"1", "rate_limit":"0",
"required_virtual_machine_build":"1"}}' - url
http://onapp.test/application_servers.json

XML Output example

<application_server>
<add_to_marketplace nil="true"/>
<admi n_note nil="true"/>
<allowed_hot_migrate type="boolean">true</allowed_hot_migrate>
<allowed_swap type="boolean">true</allowed_swap>
<booted type="boolean">false</booted>
<built type="boolean">false</built>
<cores_per_socket type="integer">0</core s_per_socket>
<cpu_shares type="integer">1</cpu_shares>
<cpu_sockets nil="true"/>
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<cpu_threads nil="true"/>

<cpu_units type="integer">10</cpu_units>

<cpus type="integer">1</cpus>

<created_at type="datetime">2015 - 06- 23T15:33:36+03:00</created_at >

<customer_network_id nil="true"/>

<deleted_at nil="true"/>

<edge_server_type nil="true"/>

<enable_autoscale nil="true"/>

<enable_monitis nil="true"/>

<firewall_notrack type="boolean">false</firewall_notrack>

<hostname>zaza</hostname>

<hot _add_cpu nil="true"/>

<hot_add_memory nil="true"/>

<hypervisor_id type="integer">2</hypervisor_id>

<id type="integer">411</id>

<identifier>tb6s00085zgig2</identifier>

<initial_root_password_encrypted
type="boolean">false</initial_root_password_en crypted>

<instance_package_id nil="true"/>

<iso_id nil="true"/>

<label>zaza xml</label>

<local_remote_access_ip_address>10.0.24.32</local_remote_access_ip_ad
dress>
<local_remote_access_port nil="true"/>
<locked type="boolean">true</locked>
<memory type="integer">384</memory>
<min_disk_size type="integer">5</min_disk_size>
<note nil="true"/>
<operating_system>linux</operating_system>
<operating_system_distro>rhel</operating_system_distro>
<preferred_hvs type="array"/>
<recovery_mode nil="true"/>
<remote_access_password>Re044gmSyF92</remote_access_password>
<service_password nil="true"/>
<state>building</state>
<storage_server_type nil="true"/>
<strict_virtual_machine_id nil="true"/>
<suspended type="boolean">false</suspen ded>
<template_id type="integer">155</template_id>
<template_label>CentOS 6.6 x64 ApplicationServer</template_label>
<time_zone nil="true"/>
<updated_at type="datetime">2015 - 06- 23T15:33:41+03:00</updated_at>
<user_id type="integer">1</user_id>
<vip nil="true"/>
<xen_id nil="true"/>
<ip_addresses type="array">
<ip_address>
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<address>69.168.237.56</address>
<broadcast>69.168.237.255</broadcast>
<created_at type="datetime">2015 -05-
14T12:19:08+03:00</created_at>
<custo mer_network_id nil="true"/>
<disallowed_primary type="boolean">false</disallowed_primary>
<gateway>69.168.237.1</gateway>
<hypervisor_id nil="true"/>
<id type="integer">340</id>
<ip_address_pool_id nil="true"/>
<network_ address>69.168.237.0</network_address>
<network_id type="integer">3</network_id>
<pxe type="boolean">false</pxe>
<updated_at type="datetime">2015 -06-
23T15:33:37+03:00</updated_at>
<user_id nil="true"/>
<free type="boolean">fal se</free>
<netmask>255.255.255.0</netmask>
</ip_address>
</ip_addresses>
<monthly_bandwidth_used>0</monthly_bandwidth_used>
<total_disk_size type="integer">6</total_disk_size>
<price_per_hour type="float">769.0</price_per_hour>
<price_p er_hour_powered_off
type="float">384.01</price_per_hour_powered_off>
<support_incremental _backups
type="boolean">true</support_incremental_backups>
<cpu_priority type="integer">1</cpu_priority>
</application_server>

Where:

add_to_marketplace Z true, if the server is added to marketplace. The default
value is "false". This parameter is for CDN servers only.

admin_note - administrator comment for the VS

allowed_hot_migrate =~ Z true if hot migration is allowed, otherwise false
allowed_swap Z true if swap is allowed, otherwise false

booted - true, if the VS is boothed, otherwise false

built - true, if the VS is built, otherwise false
cpu_shares - the percentage of allocated CPU priority resource
cpu_sockets - the amount of CPU sockets per core. Th is parameter can be set for

KVM compute resources only by those users who have Enable CPU topology permission
granted

cpu_threads - the amount of CPU threads per core. This parameter can be set for

KVM compute resources only by those users who have Enabl e CPU topology permission
granted

cpu_units - the amount of CPU units per core if the CPU priority is replaced with

CPU units in user billing plan.
cpus - number of CPUs assigned to the VS

v3
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created_at Z the date when the VS was created in the [YYYY][MM][DD] T[hh][mm][ss]
format

updated_at #Z the date when the VS was updated in the [YYYY][MM][DD]T[hh][mm][ss]

format

customer_network _id - ID of the customer network

edge_server_type - type of the CDN edge server. This parameter is for CDN servers
only.

enable_autoscale 3 true if autoscaling is allowed for this VS

enable_monitis - deprecated attribute

firewall notrack - parameter for adding firewall rules. It is true for edge servers

only.

hostname - VS hostname

hypervisor_id  Z the ID of the compute resou rce, on which the server is deployed

id Z the VS ID in OnApp CP database

identifier Z the VS identifier

instance_package_id - ID of the instance package

iso_id - ID of the ISO you want to use

label - user - friendly VS description

local_remote_access_ip_address - IP address for remote connection
local_remote_access_port - port for remote connection

locked - true if the VS is locked; otherwise false

memory - the RAM size allocated to this VS

min_disk_size 3 the minimum disk size req uired to build a VS from a specified
template

note - optional note

operating_system 3 operating system used by the VS

operating_system_distro 3 the distribution of the OS from which this VS is built

preferred_hvs - the array of preferable compute resources based on compute zone
that meet some VS configuration settings
rate_limit - the port speed. The minimum recommended speed is 10Mbps (if allowed

by your billing plan)

recovery_mode - true if recovery mode allowed, otherwise false
remote_access_password 3 the password for the remote access
service_password - password of a service user

state Z application server state

storage_server_type - set http or streaming server type.
strict_virtual_machine_id - the ID of a virtual machine that will never reside on
the same compute resource with this VS

suspended - true if VS is suspended, otherwise false

template_id - the ID of the template the VS is based on
template_label - the name of the template from which this VS is built
time_zone Z the time zone of the user

user_id 3 the ID of a user assigned to this VS

vip 3 true if the VS has VIP status (gives migration priority)

xen_id 3 the VS ID set by the virtualization engine

ip_addresses - an array of IP addresses with the following parameters:
i address - IP address

I broadcast - broadcast address

1 created_at - the date when the IP address was created in the

[YYYY][MM][DD]T[hh][mm][ss]Z format

v3
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customer_network_id - ID of the customer network which will be used for this
blueprint
disallowed_primary - true if not allowed to be used as primary (for VS build),

otherwise false
gateway - gateway address

hypervisor id - the ID of the compute resource
id - theID of the IP address
ip_address_pool_id - ID of the IP address pool to the IP address belongs to

network _address - the address of the network

network _id - the ID of the network

pxe - true, if this compute resource address can be used for cloudbooting a
compute resource

updated_at - the date when the IP address was updated in the
[YYYY][MM][DD]T[hh][m m][ss]Z format

user_id - the ID of a user associated with this IP address

free - true if free, otherwise false

netmask - netmask for the IP address

monthly _bandwidth_used - VS monthly bandwidth in KB
total_disk_size - total VS disk size

price_per_hour - server's price per hour

price_per_hour_powered_off - price per hour when server is powered off

support_incremental_backups - 1, if virtual server supports incremental backups, and O if it does
not

cpu_priority - this is a new parameter reserved for further use; currently will have the same value

as cpu_shares

9.1.1 Page History
v.4.2

T Removed initial_root_password and initial_root_password_encrypted parameters as they are

not required and skipped when creating an application server
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10 APPS FOR APPLICATION

SERVERS

An application is a piece of software that brings additional features into the basic functionality.

OnApp allows you to deploy a wide range of applications by means of additional software. To install
different applications on your cloud, you shoud create an Application Server. An application server
is a regular VS based on CentOS but with pre-installed software. Application Servers allow you to
install various applications (like Drupal, Joomla, Wordpress etc.) on a server using web interface.

10.1  Get List of All Installed
Applications

To get the list of all installed applications, use the following request:

GET /application_servers/:application_server_id/applications.xml
GET /application_servers/:application_server_id/applications.json
XML Request example

curl  -i -XGET -uuser:userpass - H 'Accept: application/xml’
‘Content - type: application/xml' - url
http://onapp.test/application_servers/:application_server_id/applicat
ions.xml'

JSON Request example

curl  -i -XGET -u user.userpass - H 'Accept: appli cation/json'
'‘Content - type: application/json' - url
http://onapp.test/application_servers/:application_server_id/applicat
ions.json'

XML Output example

<applications type="array">

<application>

<admin_url>http://109.1.125.2/wp/wp - admin/</admin_url>
<application_type>WordPress</application_type>

<errors type="array"/>

<id>26_74947</id>
<software_url>http://109.1.125.2/wp</software_url>
<software_version>4.2.2</software_version>

APPS FOR APPLICATION SERVERS - GET LIST OF ALL INSTALLED APPLICATIONS

59



OnApp 5.0 API Guide

</application>
</applications>

Where:

admin_url - this URL is a link for a dministrator, where they can enter credentials
to log into application

application_type - the name of application

id - the ID of an application

software_url - this URL is a link to the application itself

software_version - the version of the application s oftware installed

10.2 Get List of All Available for
Installation Applications

To get the list of all applications, available for installation, use the following request:

GET /application_servers/.application_server_id/applications/available.xml
GET /application_servers/:application_server_id/applications/available.json
XML Request example

curl  -i -XGET -uuser.userpass - H 'Accept: application/xml' -H
'‘Content - type: application/xml' - url
http://onapp.test/application_servers/.application_server_id/ applicat

ions/available.xml'

JSON Request example

curl  -i -XGET -uuser.userpass - H 'Accept: application/json' -H
'‘Content - type: application/json' - url
http://onapp.test/application_servers/:application_server_id/applicat
ions/available.json'

XML Output example

<applications type="array">

<application>

<category>cms</category>

<description>

Zikula is a Web Application Toolkit, which allows you to run
impressive websites and build powerful online applications.
</description>

<name>Zikula</name>

<script_ id>1</script_id>

v3
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<software_version>1.3.9</software_version>
</application>

<application>

<category>forums</category>

<description>The most widely used Open Source forum
solution</description>

<name>phpBB</name>

<script_id>2</script_id>

<software_version>3. 1.4</software_version>
</application>

<application>...</application>

</applications>

Where:

category - the category, to which an application refers (for example - cms,forums,
blogs, frameworks etc.)

description - the short description of main application features

name - the standard name of an application

script_id - the ID of an application in the list of all applications, available

for installation

software_version - the version of application software

10.3  Get Application Attributes

To get attributes required for installation of an application and their default values, use the following
request:

GET /application_servers/:application_server_id/script/script_id.xml

GET /application_servers/:application_server_id/script/script_id.json

XML Request example

curl  -i -XGET -uuser:password - H 'Accept: application/xml' -H
‘Content - type: application/xml' - url
http://onapp.test/application_servers/:application_server_id/script/s

cript_id.xml

JSON Request example

curl  -i -XGET -uuser:password - H 'Accept: appli cation/json’ -H
‘Content - type: application/json’ - url
http://onapp.test/application_servers/.application_server_id/script/s
cript_id.json

Where:
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script_id - the ID of an application in the list of all applications, available for

installation. List of a Il available scripts can be extracted using request from the

Get List of All Available for Installation Applications section. In this request

you will get the following parameters:

category - the category, to which an application refers (for example - cms,forums,
blogs, frameworks etc.)

description - the short description of main application features

name - the standard name of an application

script_id - the ID of an application in the list of all applications, availab le
for installation

software_version - the version of application software

10.4 Install Application

To install application:

POST /application_servers/:application_server_id/applications.xml
POST /application_servers/:application_server_id/applications.json
XML Request example

curl  -i -XPOST - uuser.userpass
http://onapp.test/application_servers/:application_server_id/applicat

ions.xml - H'Accept: application/xml' -H'Content - type:

application/xml' -d

'<application><script_id>1</script_id><softdirectory>XML_Zikul a</soft
directory><admin_username>admin</admin_username><admin_pass>pass</adm
in_pass><admin_email>user@onapp.com</admin_email></application>'

JSON Request example

curl  -i -XPOST - u user.userpass
http://onapp.test/application_servers/:application_server_id/applicat
ions.json - H 'Accept: application/json’ -H'Content - type:
application/json' - d {"application": {"script_id": "1",

"softdirectory”: "Zikula1000", "admin_u sername": "admin”,

"admin_pass": "pass"”, "admin_email": "user@onapp.com"}}'

Where:
script_id - the ID of an application in the list of all applications, available for
installation.
softdirectory - the directory where an application will be stored. The | abel of the

directory should contain only lowercase characters.

The following parameters depend on the type of an application:

admin_username - the username of an administrator, who wants to install an

application

admin_pass - the password of an administr ator, who wants to install an application
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admin_email - the email of an administrator, who wants to install an application

Parameters are different for every application. All the parameters that are required for
successful installation of the application can be retrieved via the Get Application Attributes
API call. Put extracted parameters inside <application> </application> parameter.

10.5 Back Up Application

To back up an application:

POST /application_servers/:application_server_id/applications/:id/backup.xmi
POST /application_servers/.application_server_id/applications/:id/backup.json

XML Request example

curl  -i -XPOST -H 'Accept: application/xml' -H'Content - type:
application/xml' - U user:password - url
http://onapp.test/application_servers/:application_server_id/applicat
ions/:application_id/backup.xml -d

'<backup><application_id>1_31 528</application_id><backup_directory>1<

/backup_directory><backup_database>1</backup_database><note>xml
backup</note></backup>'

JSON Request example

curl  -i -XPOST -H 'Accept: application/json’ -H'Content - type:
application/json' - u user:password - url
http://onapp.test/application_servers/:application_server_id/applicat
ions/:application_id/backup.json - d {"backup": {"application_id":

"1 23728", "backup_directory": "1", "backup_database": "1", "note":
"json backup"} }

Where:
application_id - the ID of an application
backup_directory - set 1to back up directory, otherwise set 0
backup_data_directory - set 1 to back up data directory, otherwise set 0
backup_database - set 1 to back up database, otherwise set O
note - aback up note (optio nal parameter)

Parameters backup_directory, backup_database can be used with any value (for example,
"1" or "true") to back up a corresponding thing. Do not include a parameter in order not to
back up particular part of an application.

v3
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10.6  Delete Application

To delete an application:

DELETE /application_servers/:application_server_id/applications/:id.xml
DELETE /application_servers/.application_server_id/applications/:id.json
XML Request example

curl  -i -XDELETE - H 'Accept: application/xml’ -H'Content - type:
application/xml’ - U user:password - url
http://onapp.test/application_servers/:application_server_id/applicat

ions/:id.xml -d
'<application><application_id>1_31528</application_id><remove_directo
ry>1</remove_directory><remove_database>1</remove_database><re move_da
tabase_user>1</remove_database_user></application>'

JSON Request example

curl -i -XDELETE - H 'Accept: application/json’ -H'Content - type:
application/json' - u user:password - url
http://onapp.test/application_servers/:application_server_id/applic at
ions/:id.json - d {"application": {"application_id" "1 23728",

"remove_directory": "1", "remove_database": "1",
"remove_database user": "1"}}'

Where:

application_id - the ID of an application

remove_database_user - set 1 to remove database user, othe rwise set 0
remove_database - set1toremove database, otherwise set 0

remove_directory - set 1 to remove directory, otherwise set 0
remove_data_directory - set 1 to remove data directory, otherwise set 0

10.7  Get List of All Application
Backups

To get the list of all backups taken for this particular application server, use the following request::

GET /application_servers/:application_server_id/applications/backups.xml
GET /application_servers/.application_server_id/applications/backups.json
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XML Requeg example

curl  -i -XGET -uuser.userpass - H 'Accept: application/xml' -H
‘Content - type: application/xml' - url
http://onapp.test/application_servers/:application_server_id/applicat
ions/backups.xml'

JSON Request example

curl  -i -XGET -uuser.userpass - H 'Accept: application/json' -H
'‘Content - type: application/json' - url
http://onapp.test/application_servers/:application_server_id/applicat

ions/backups.json’

XML Output example

<backups type="array">

<backup>

<application_id>123 70977</application_id>
<application_type>Codelgniter</application_type>
<backup_note>Code Igniter Backup #1</backup_note>
<identifier>475d8fd0e008941b19c9819d8dc8a410</identifier>
<software_url>http://109.123.125.26/igniter</software_url>
<software_version>3.0.0</software_versio n>
<size>1.369 MB</size>

</backup>

<backup>

<application_id>123 70977</application_id>
<application_type>Codelgniter</application_type>
<backup_note>Code Igniter Backup #1</backup_note>
<identifier>7d0c93305dc816282e17e432903e33eb</identifier>
<software_ur [>http://109.123.125.26/igniter</software_url>
<software_version>3.0.0</software_version>

<size>1.369 MB</size>

</backup>

<backup>...</backup>

</backups>
Where:
application_id - the ID of the application, which was backed up
application_type - the name o f the application, which was backed up
backup_note - the note, that was written during backup creation
identifier - identifier of the application backup
software_url - this URL is a link to application itself
software_version - the version of application software

size - backup size
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10.8 Restore Application Backup

To restore application backup:

POST

/application_servers/:application_server_id/applications/backups/:identifier/restor

e.xml

POST

/application_servers/:application_serve r_id/applications/backups/:identifier/restor
e.json

XML Request example

curl -i -XPOST - H 'Accept: application/xml' -H'Content - type:
application/xml’ - U user:userpass - url
http://onapp.test/application_servers/:application_server_id/applicat

ions/:applic ation_id/backups/:identifier/restore.xml -d
'<backup><restore_directory>1</restore_directory><restore_database>1<
/restore_database></backup>'

JSON Request example

curl  -i -XPOST - H 'Accept: application/json’ -H'Content - type:
application/json' -uuser: userpass - url
http://onapp.test/application_servers/:application_server_id/applicat
ions/:application_id/backups/:identifier/restore.json - d {"backup":
{"restore_directory": "1", "restore_database™: "1"} }'

Where:
restore_directory - set 1 to restore di rectory, otherwise set 0
restore_database - set 1 to restore database, otherwise set 0

v3

identifier - identifier of the application backup. It can be found using the Get

List of All Application Backups request.

10.9 Remove Application Backup

To remove application backup:

DELETE
/application_servers/:application_server_id/applications/backups/:identifier/destro
y.xml

DELETE
/application_servers/:application_server_id/applications/backups/:identifier/destro
y.json

XML Request ex ample

curl -i -XDELETE - u user:userpass - url
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http://onapp.test/application_servers/:application_server_id/applicat
ions/backups/:identifier/destroy.xml - H'Content - type:
application/xml' - H'Accept: application/xml'

JSON Request example

curl -i -XDELETE - u user.userpass - url
http://onapp.test/application_servers/:application_server_id/applicat
ions/backups/:identifier/destroy.json - H'Content - type:
application/json' - H'Accept: application/json’

Where:
identifier - identifier of the application backup . It can be found using the Get
List of All Application Backups request.

10.10 System Applications

There are system applications within an application server. You can install or switch PHP versions
by means of system applications.

10.10.1  Get List of System Applications

To get the list of system applications, use the following request:

GET /application_servers/:application_server_id/system_apps.xml
GET /application_servers/:application_server_id/system_apps.json
XML Request example

curl  -i -XGET -uuser.userpass - H 'Accept: application/xml' -H
'‘Content - type: application/xml' - url
http://onapp.test/application_servers/:application_server_id/system_a

pps.xml’

JSON Request example

curl  -i -XGET -uuser:userpass - H 'Accept: applicat ion/json’ -H
‘Content - type: application/json' -- url
http://onapp.test/application_servers/application_server_id/system_ap

ps.json

XML Output example

<system_apps type="array">
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<system_app>

<api_name>php54</api_name>

<default type="boolean">true</default >
<id>2</id>

<installed type="boolean">true</installed>
<name>PHP 5.4</name>
<version>5.4.45</version>

</system_app>

<system_app>...</system_app>

</system_apps>

Where:

api_name - the API name of a system application

id - the ID of a system application

name - the name of a system application

version - the version number of a system application

10.10.2 Install System Application

To install a system application:

PUT
/application_servers/:application_server_id/system_apps/system_app_id/install.xml
PUT

/application_  servers/.application_server_id/system_apps/system_app_id/install.json
XML Request example

curl  -i -XPUT -uuser.userpass
http://onapp.test/application_servers/:application_server_id/system_a
pps/system_app_id/install.xml - H 'Accept: application/xml' -H

'‘Co ntent - type: application/xml’

JSON Request example

curl  -i -XPUT -uuser.userpass
http://onapp.test/application_servers/:application_server_id/system_a
pps/system_app_id/install.json - H 'Accept: application/json’ -H

'‘Content - type: application/json'

Wlere:

application_server_id* - the ID of an application server where you want to install
a system application

system_app_id* - the ID of the system application which you want to install

You can get system application ID with the Get List of System Applications API request.
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10.10.3 Switch PHP Version

To switch a PHP version:

PUT /application_servers/:id/settings/switch_php_version.xml
PUT /application_servers/:id/settings/switch_php_version.json
XML Request example

curl  -i -X PUT - u user:userpass
http://onapp.test/application_servers/:id/settings/switch_php_version
xml - H'Accept: application/xml' -H'Content - type: application/xml'

- d '<php_version>php55</php_version>'

JSON Request example

curl  -i -XPUT -uuser.userpass
http ://onapp.test/application_servers/:id/settings/switch_php_version
Jjson - H'Accept: application/json' -H'Content - type:
application/json' - d '{"php_version":"php55"}
Where:
php_version* - the name of PHP version to which you want to switch

10.10.4  Uninstall System Application

To uninstall a system application:

PUT
/application_servers/:application_server_id/system_apps/system_app_id/uninstall.xml
PUT
lapplication_servers/:application_server_id/system_apps/system_app_id/uninstall.jso
n

XML Request example

curl  -i -XPUT -uuser.userpass
http://onapp.test/application_servers/:application_server_id/system_a
pps/system_app_id/uninstall.xml - H 'Accept: application/xml' -H

‘Content - type: application/xml’

JSON Request example

curl  -i -XPUT -uuser.userpass
http://o  napp.test/application_servers/:application_server_id/system_a
pps/system_app_id/uninstall.json - H 'Accept: application/json' -H

'‘Content - type: application/json'

Where:
application_server_id* - the ID of an application server where you want to
uninstall a system application
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system_app_id* - the ID of the system application which you want to uninstall

You can get system application ID with the Get List of System Applications API request.

10.11 Domains

This section contains the API requests you can apply to manage Application Server domains.

10.11.1 Get List of Domains

To get the list of application server domains, use the following request:
GET /application_servers/.application_server_id/domains.xml

GET /application_servers [:application_server_id/domains.json

XML Request example

curl -i -XGET -uuser.userpass - H 'Accept: application/xml’ -H
‘Content - type: application/xml' - url
http://onapp.test/application_servers/:application_server_id/domains.

xml'

JSON Request example

curl  -i -XGET -uuser.userpass - H 'Accept: application/json' -H
'‘Content - type: application/json' - url
http://onapp.test/application_servers/:application_server_id/domains.

json'

XML Output example

<domains type="array">
<domain>
<identifier>3dd0d7734983 e2db8ba7677bd5b11a70</identifier>
<name>domain_name</name>
<path>/home/onapp/public_htmi</path>
<type>primary</type>
</domain>
<domain>...</domain>
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</domains>

Where:

identifier - the domain's identifier
name - the name of the domain

path - the route to the domain folder
type - the type of the domain

10.11.2 Create Domain

To create a domain, use the following request:

POST /application_servers/.application_server_id/domains.xml
POST /application_servers/:application_server_id/domains.json

There are several options for domain creation:
1 Addon domain creation with custom path

1 Domain addition to an existing application

1 Creation of parked domain

10.11.2.1 Addon domain creation with custom path
XML Request example

curl  -i -XPOST - u user.userpass
http://onapp.test/application_servers/:application_server_id/domains.

xml - H 'Accept: application/xml' -H'Content - type: application/xml' -
d

'<domain><path>ZikulaTest</pa th><domain>addon.com</domain></domain>'

JSON Request example

curl  -i -XPOST -u user.userpass
http://onapp.test/application_servers/:application_server_id/domains.
json - H'Accept: application/json’ -H 'Content - type:
application/json' - d {"domain": {"pa th": "ZikulaTest","domain™:

"addon.com"}}

Where:
domain - specify the name of the domain

path - indicate the route to domain folder
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10.11.2.2 Domain addition to an existing application
XML Request example

curl  -i -XPOST -uuser.userpass
http://onapp.test/applic ation_servers/:application_server_id/domains.
xml 'Accept: application/xml’ -H'Content - type: application/xml' -d

'<domain><domain>existed.com</domain><application_id>None</applicatio
n_id></domain>"'

JSON Request example

curl -i -XPOST -uuser.userpass
http://onapp.test/application_servers/:application_server_id/domains.
json 'Accept: application/json' - H'Content - type: application/json’ -

d '{"domain": {"domain": "existed.com",
"application_id": null}}'

Where:
domain - the name of the domain

application_id - the ID of an application to which you want to add the domain

10.11.2.3 Creation of parked domain
XML Request example

curl -i -XPOST -uuser.userpass
http://onapp.test/application_servers/:application_server_id/domains.
xml"' Accept: application/xml’ -H'Content - type: application/xml’ -d

'<domain><domain>parked.com</domain><application_id>Null</application
_id></domain>'

JSON Request example

curl  -i -XPOST -uuser.userpass
http://onapp.test/application_servers/:application_s erver_id/domains.
json 'Accept: application/json' - H'Content - type: application/json' -

d '{"domain": {"domain": "parked.com",
"application_id": null}}'
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Where:

domain - the name of the domain

10.11.3 Delete Domain

To delete a domain:

DELETE/application_servers/.application_server_id/domains/:domain_identifier.xml
DELETE /application_servers/:application_server_id/domains/:domain_identifier.json
XML Request example

curl  -i -XDELETE - H 'Accept: application/xml’ -H'Content - type:
application/xml' - U user.userpass - url
http://onapp.test/application_servers/:application_server_id/domains/
:domain_identifier.xml

JSON Request example

curl -i -XDELETE - H 'Accept: application/json’ -H'Content - type:
application/json' - U user:userpass - url
http://onapp.test/application_servers/.application_server_id/domains/
:domain_identifier.json

Where:
domain_identifier - the identifier of the domain you want to delete.

You can check identifier of the required domain with GET method:
GET /application_servers/:application_server_id/domains.xml
GET /application_servers/:application_server_id/domains.json

10.12 FTP Users

This section contains the API requests you can apply to manage FTP users.

v3
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10.12.1 Get List of FTP Users

To get the list of FTP users, use the following request:

GET /application_servers/.application_server_id/ftp_users.xml
GET /application_servers/:application_server_id/ftp_users.json
XML Request example

curl  -i -XGET -uuser.userpass - H 'Accept: application/xml'
'‘Content - type: applicati on/xml" - url
http://onapp.test/application_servers/:application_server_id/ftp_user
s.xml'

JSON Request example

curl  -i -XGET -uuser.userpass - H 'Accept: application/json'
'‘Content - type: application/json' - url
http://onapp.test/application_servers/:application_server_id/ftp_user
s.json’

XML Output example

<?xml version="1.0" encoding="UTF - 8"?>
<ftp_users type="array">
<ftp_user>

<identifier>eb9baa2fdc5043e4535a17862e5f2ab5</identifier>
<login>onapp</I ogin>
<path>/home/onapp</path>
<usage type="integer">0</usage>

</ftp_user>

<ftp_user>
<identifier>0fd3345dcc4b4c20b46f8ee33f52ba75</identifier>
<login>test_onapp.test</login>
<path>/home/onapp/www/test</path>
<usage type="intege r">0</usage>

</ftp_user>

<ftp_user>...</ftp_user>

</ftp_users>

Where:
identifier - the user's identifier
login - the user's login name

path - the route to FTP folder
usage - the amount of FTP folder space, used by this user (in MB)

10.12.2 Create FTP User

To create an FTP user, use the following request:
POST /application_servers/:application_server_id/ftp_users.xml

v3
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POST /application_servers/.application_server_id/ftp_users.json
XML Request example

curl  -i -XPOST - uuser.userpass
http://onapp.test/application_servers/:application_server_id/ftp_user

s.xml 'Accept: application/xml’ -H'Content - type: application/xml’ -d
'<ftp_user><password>1234</password><password_confirmation>1234</pass
word_confirmation><login>login364</login><path>w ww/usr2</path></ftp_u
ser>'

JSON Request example

curl  -i -XPOST - uuser.userpass
http://onapp.test/application_servers/:application_server_id/ftp_user

s.json 'Accept: application/json' - H'Content - type: application/json'
-d {"ftp_user": {"password": "123 4", "password_confirmation™:

"1234", "login": "login364", "path": "www/usr2"}}'

Where:

password - create user's password

password_confirmation - enter user's password one more time
login - provide user's login name

path - indicate the route to FTP folder

10.12.3 Delete FTP User

To delete an FTP user:

DELETE
lapplication_servers/:application_server_id/ftp_users/:ftp_user_identifier.xml
DELETE
/application_servers/:application_server_id/ftp_users/:ftp_user_identifier.json
XML Request example

curl  -i -XDELETE -H'A ccept: application/xml’ -H'Content - type:
application/xml' - U user:userpass - url
http://onapp.test/application_servers/:application_server_id/ftp_user
s/:ftp_user_identifier.xml

JSON Request example

curl -i -XDELETE - H 'Accept: application/json’ -H 'Content - type:
application/json’ - U user:userpass - url
http://onapp.test/application_servers/:application_server_id/ftp_user
s/:ftp_user_identifier.json

Where:
ftp_user_identifier - the identifier of the user you want to delete.
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You can check identifier of the required FTP user with GET method:
GET /application_servers/:application_server_id/ftp_users.xml
GET /application_servers/:application_server_id/ftp_users.json

10.13 Databases

This section contains the API requests you can apply to manage databases available for your

Application Server.

10.13.1 Get List of Databases

To get the list of databases, use the following request:

GET /application_servers/:application_server_id/databases.xml
GET /application_servers/:applicat ion_server_id/databases.json
XML Request example

curl -i -XGET -uuser.userpass - H 'Accept: application/xml
‘Content - type: application/xml' - url
'http://onapp.test/application_servers/:application_server_id/databas
es.xml'

JSON Request example

curl  -i -XGET -uuser.userpass - H 'Accept: application/json'
'‘Content - type: application/json' - url
'http://onapp.test/application_servers/:application_server_id/databas
es.json'

XML Output example

<?xml version="1.0" encoding="UTF - 8"7>
<databases type="ar ray">
<database>
<db>Testl</db>
</database>
<database>
<db>cmfsfs</db>
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</database>
</databases>

Where:
db - the name of the database

10.13.2 Create Database

To create a database, use the following request:

POST/application_servers/:application_server_id/databases.xml
POST /application_servers/.application_server_id/databases.json
XML Request example

curl  -i -XPOST -uuser.userpass
http://onapp.test/application_servers/:application_server_id/database
sxml - H'Ac cept: application/xml’ - H'Content - type: application/xml’

- d '<database><db>Testl</db></database>'

JSON Request example

curl  -i -XPOST -u user.userpass
http://onapp.test/application_servers/:application_server_id/database
s.json - H'Accept: application/json’ -H'Content - type:
application/json' - d {"database": {"db":"Test1"}}'

Where:

db - the name of the database

10.13.3 Delete Database

To delete a database:

DELETE /application_servers/:application_server_id/databases/.db.xml
DELETE /application_se rvers/:application_server_id/databases/:db.json
XML Request example

curl -i -XDELETE - H 'Accept: application/xml’ -H'Content - type:
application/xml' - U user:userpass - url
‘http://onapp.test/application_servers/:application_server_id/databas

es/:db.xml’

JSON Request example

curl -i -XDELETE - H 'Accept: application/json’ -H'Content - type:
application/json’ - U user:userpass - url
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'http://onapp.test/application_servers/:application_server_id/databas
es/:db.json’

Where:
db- the name of the database you want to delete.

You can check name of the required database with GET method:
GET /application_servers/:application_server_id/databases.xml
GET /application_servers/:application_server_id/databases.json

10.13.4  Get List of Database Users

To get the list of database users, use the following request:

GET /application_servers/.application_server_id/database_users.xml
GET /application_servers/:application_server_id/database_users.json
XML Request example

curl  -i -XGET -uuser.userpass - H 'Accept: application/xm " -H
‘Content - type: application/xml' - url
'http://onapp.test/application_servers/:application_server_id/databas

e _users.xml'

JSON Request example

curl  -i -XGET -uuser.userpass - H 'Accept: application/json' -H
'‘Content - type: application/json' - url

'ht tp://onapp.test/application_servers/:application_server_id/databas

e_users.json'

XML Output example

<?xml version="1.0" encoding="UTF - 8"7>
<database_users type="array">
<database_user>
<name>user</name>
</database user>
<database_user>
<name>cmfsfs</name>
</database_user>
</database_users>
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Where:
name - the name of the database user

10.13.5 Get List of Users Assigned to Database

To get the list of users assigned to a certain database and their permissions, use the following
request:

GET /application_servers/:application_server_id/databases/.db/privileges.xml
GET /application_servers/:application_server_id/databases/:db/privileges.json
XML Request example

curl  -i -XGET -uuser.userpass - H 'Accept: application/xml' -H
'‘Content - type: applic ation/xml' - url
'http://onapp.test/application_servers/:application_server_id/databas
es/.db/privileges.xml'

JSON Request example

curl -i -XGET -uuser.userpass - H 'Accept: application/json' -H
'‘Content - type: application/json' - url
'http://onapp.test/a pplication_servers/:application_server_id/databas

es/:db/privileges.json'

Where:
db - the name of the required database
XML Output example

<?xml version="1.0" encoding="UTF - 8"7>
<database_users type="array">
<database user>
<prilist>
<DELETE>false</DELETE>
<SHOW_VIEW>false</SHOW_VIEW>
<HOST>localhost</HOST>
<DROP>false</DROP>
<CREATE>false</CREATE>
<CREATE_VIEW>false</CREATE_VIEW>
<EXECUTE>false</[EXECUTE>
<TRIGGER-false</TRIGGER>
<INDEX>false</INDEX>
<CREATE_ROUTINE>false</CREATE_ROUTINE>

<CREATE_TEMPORARY_TABLES>false</CREATE_TEMPORARY_TABLES>

<LOCK_TABLES>false</LOCK_TABLES>
<REFERENCES>false</REFERENCES>
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<SELECT>true</SELECT>
<INSERT>false</INSERT>
<UPDATE>false</UPDATE>
<ALTER>false</ALTER>
</prilist>
<name>test_db</name>
</database user>
</database_users>

Where:

prilist - the list of privileges (permissions) assigned to the database user.
Below you can find the list of privileges:
SELECT

CREATE

INSERT

UPDATE

ALTER

DELETE

INDEX
CREATE_TEMPORARY_TABLES
EXECUTE

DROP

LOCK_TABLES

REFERENCES

CREATE_ROUTINE

CREATE_VIEW

SHOW_VIEW

TRIGGER

name - the name of the database user

10.13.6 Create Database User

To create a database user, use the following request:

POST /application_servers/:application_server_id/database_users.xml
POST /application_servers/.application_server_id/database_users.json
XML Request example

curl -i -XPOST - u user.userpass
http://onapp.test/application_servers/.application_server_id/database

_users.xml - H'Accept: application/xml' -H'Content - type:

application/xml’ -d
'<database_user><name>user</name><password>pass</password></databas e_
user>'

JSON Request example

curl  -i -XPOST -u user.userpass
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http://onapp.test/application_servers/.application_server_id/database

_users.json - H 'Accept: application/json' -H'Content - type:
application/json' - d {"database_user": {"name": "user", "pass word":
"pass"}}

Where:

name - the name of the database user

The length of name should not exceed 11 characters.

password - the password for the database user

10.13.7  Assign User to Database

To assign user to a database, use the following request:

POST/application_servers/.application_server_id/databases/:db/assign_user.xml
POST /application_servers/.application_server_id/databases/:db/assign_user.json
XML Request example

curl  -i -XPOST - u user.userpass

http://onapp.test/application_servers/:applicatio n_server_id/database
s/:db/assign_user.xml - H 'Accept: application/xml' -H'Content - type:
application/xml' -d

'<database><db_user>user</db_user><host>localhost</host><prilist><SEL
ECT>true</SELECT></prilist></database>'

JSON Request example

curl  -i -XPOST -u user.userpass
http://onapp.test/application_servers/:application_server_id/database
s/:db/assign_user.json - H 'Accept: application/json’ -H'Content -
type: application/json' - d {"database": {"db_user": "user", "host":
"localhost", "prilist":{"SELECT":tr uelty

Where:

db - the name of the database to which you want to assign users

db_user - the name of the database user

prilist - the list of privileges (permissions) which you want to assign to the

database user. Set “true” to the specific privilege to assign it to the user.

Below you can find the list of privileges:

SELECT

CREATE

INSERT

UPDATE

ALTER

DELETE

INDEX
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CREATE_TEMPORARY_TABLES
EXECUTE
DROP
LOCK_TABLES
REFERENCES
CREATE_ROUTINE
CREATE_VIEW
SHOW_VIEW
TRIGGER
host - indicate a host name for the d atabase. There are several options of host
names:
1 localhost - specify this parameter to choose a local host name
1 %- specify this parameter to choose any host name
M 27.0.0.1 - specify any IP Address

10.13.8 Update Database User Privileges

To update a database user privileges, use the following request:

PUT /application_servers/:application_server_id/database_users/:name/privileges.xml
PUT
lapplication_servers/:application_server_id/database_users/:name/privileges.json
XML Request example

curl -i -XPUT -u user:userpass
http://onapp.test/application_servers/.application_server_id/database
_users/:name/privileges.xml - H 'Accept: application/xml’ -H'Content -
type: application/xml’ -d
'<database_user><db_name>label</db_name><host>localhost</host><prilis
t><SELECT>true</SELECT></prilist></database_user>"

JSON Request example

curl  -i -XPUT -uuser.userpass
http://onapp.test/application_servers/:application_server_id/database
_users/:name/privileges.json - H 'Accept: application/json' -H
'‘Content - type: application/j son' -d '{"database_user": {"db_name":
"label", "host": "localhost", "prilist":{"SELECT":true}}}'

Where:

db_name - the name of the database

prilist - the list of privileges (permissions) which you want to assign to the
database user. Put “true” next to the specific privilege to assign it to the user.
Below you can find the list of privileges:

SELECT

CREATE

INSERT

UPDATE

ALTER
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DELETE

INDEX

CREATE_TEMPORARY_TABLES

EXECUTE

DROP

LOCK_TABLES

REFERENCES

CREATE_ROUTINE

CREATE_VIEW

SHOW_VIEW

TRIGGER

host - indic ate a host name for the database. There are several options of host
names:

1 localhost - specify this parameter to choose a local host name
1 %- specify this parameter to choose any host name

1 27.0.0.1 - specify any IP Address

10.13.9 Change Database User Password

To change a database user password, use the following request:

PUT

/application_servers/:application_server_id/database_users/:name/change_password.xm

I

PUT

/application_servers/:applicatio n_server_id/database_users/:name/change_password.js
on

XML Request example

curl  -i -XPUT -uuser.userpass
http://onapp.test/application_servers/:application_server_id/database
_users/:name/change_password.xml - H 'Accept: application/xml’ -H
'‘Content -type:a pplication/xml' -d

'<database_user><password>newpass</password></database_user>'

JSON Request example

curl  -i -XPUT -uuser.userpass
http://onapp.test/application_servers/:application_server_id/database
_users/:name/change_password.json - H 'Accept: appli cation/json’ -H
‘Content - type: application/json’ - d {"database_user": {"password":
"newpass"}}'

Where:

password - the password for the database user
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10.13.10 Unassign User from Database

To unassign user from a database, use the following request:

PUT /applicatio  n_servers/.application_server_id/database_users/:name/privileges.xml
PUT

/application_servers/:application_server_id/database_users/:name/privileges.json

XML Request example

curl  -i -XPUT -uuser.userpass

http://onapp.test/application_servers/:application _server_id/database
_users/:name/privileges.xmi - H 'Accept: application/xml' -H'Content -
type: application/xml’ -d

'<database_user><db_name>label</db_name></database user>'

JSON Request example

curl  -i -XPUT -uuser.userpass
http://onapp.test/ application_servers/:application_server_id/database
_users/:name/privileges.json - H 'Accept: application/json' -H
'‘Content - type: application/json' - d {"database_user": {"db_name":
"label"}}'

Where:

db_name - the name of the database

10.13.11 Delete Database User

To delete a database user:
DELETE /application_servers/:application_server_id/database_users/:name.xml

DELETE /application_servers/:application_server_id/database_users/:name.json
XML Request example

curl  -i -XDELETE - H 'Accept: application/xml’ -H'Conte nt - type:
application/xml' - U user.userpass - url
'http://onapp.test/application_servers/:application_server_id/databas
e_users/:name.xml'

JSON Request example

curl -i -XDELETE - H 'Accept: application/json’ -H'Content - type:
application/json’ -uuser:user pass -- url
'http://onapp.test/application_servers/:application_server_id/databas
e_users/:name.json’

Where:
name the name of the database user you want to delete.
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You can check name of the required database user with GET method:
GET /application_servers/:application_server_id/database_users.xml
GET /application_servers/:application_server_id/database_users.json
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11 ASSETS

Assets are the compute resources that are connected to the control panel server but are either not
configured or not assigned to the compute zone. You can retrieve the list of assets using the Get
L"st of Unasrequesthmed Asset s

11.1 Get List of Assets

Use the following API call to view the list of assets:

GET hypervisors/settings/assets.xml
GET hypervisors/settings/assets.json
To view the list of assets that are already created but not assigned to the compute
zone,usethe ' AO , 100 | £ 51 AOAPICalAA | OOAOO
XML Request example
curl -i -uuser.userpass http://onapp.test/settings/assets.xml -H
'‘Accept: application/xml’ -H'Content - type: application/xml’

JSON Request example

curl  -i -uuser:userpass http://onapp.test/settings/assets.json -H
'Accept: application/json’ - H 'Content - type: application/json’

XML Output example

<?xml version="1.0" encoding="UTF - 8"7>
<assets type="array">
<asset>
<mac>00:15:17:63:ea:3e</mac>
</asset>
<asset>
<mac>00:15:17:5a:51:4a</mac>
</asset>
</assets>

Where:

mac - asset MAC address
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11.2 Get Asset Detalls

Use the following API call to view the list of assets:

GET /settings/assets/:asset_mac_address.xml
GET /settings/assets/:asset_mac_address.json
XML Request example

curl -i -uuser.userpass
http://onapp.test/settings/a ssets/:asset_mac_address.xml - H 'Accept:
application/xml’ - H'Content - type: application/xml'

JSON Request example

curl -i -uuser.userpass
http://onapp.test/settings/assets/:asset_mac_address.json - H'Accept:
application/json' -H'Content - type: applicati on/json'

XML Response example

<?xml version="1.0" encoding="UTF - 8"?>
<asset>
<mac nil="true"/>
<disks type="array">
<disk>
<name>disklnamel</name>
<scsi>disklscsi</scsi>
</disk>
<disk>
<name>disk3name</name>
<scsi> disk3scsi</scsi>
</disk>
</disks>
<nics type="array">
<nic>
<name>niclname</name>
<mac>niclmac</mac>
</nic>
<nic>
<name>ethl
</name>
<mac>00:1a:64:62:41:e1</mac>
</nic>
</nics>
<pcis type="array">
<pci>
<name>Broadcom Corporation NetXtreme BCM5704 Gigabit Ethernet
[14e4:1648] (rev 10)</name>
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<pci>02:01.0</pci>
</pci>
</pcis>
</asset>

Where:

mac - asset MAC address

disk - an array of asset's disks along with the following details:
T name- disk label

1 scsi - SCSIinquiry product revision number

nics - an array of asset's network interfaces along with their details:
name - NIC name

mac - NIC MAC address

pcis - an array of NIC PCls along with the following details:

name - PCI label

pci - NIC PCI

11.3 Get L"st of Unassigned A

Use the following API call to view the list of assets:

GET hypervisors/not_grouped.xml
GET hypervisors/not_grouped.json
XML Request example

curl -i -uuser.userpass
http://onapp.test/hypervisors/not_grouped.xml - H 'Accept:
application/xml’ - H'Content - type: application/xml’

JSON Request example

curl -i -uuser.userpass
http://onapp.test/hypervisors/not_grouped.json - H 'Accept:
application/json' - H'Content - type: application/json'

XML Output example

<?xmlversion  ="1.0" encoding="UTF - 8"?>
<hypervisors type="array">
<hypervisor>
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<backup type="boolean">false</backup>
<backup_ip_address/>

<blocked type="boolean">true</blocked>
<built type="boolean">false</built>
<called_in_at nil="true"/>
<connection_opti ons nil="true"/>
<cpu_idle type="integer">0</cpu_idle>
<cpu_mhz nil="true"/><cpus nil="true"/>

<created_at type="datetime">2013 - 06- 10T12:09:48+00:00</created_at>
<custom_config nil="true"/>
<disable_failover type="boolean">false</disable_failover >

<disk_pcis nil="true"/>

<distro nil="true"/>

<enabled type="boolean">true</enabled>

<failure_count type="integer">0</failure_count>

<format_disks type="boolean">false</format_disks>
<free_mem type="integer">0</free_mem>

<host nil="true"/><h ost_id nil="true"/>
<hypervisor_group_id nil="true"/>
<hypervisor_type>kvm</hypervisor_type>

<id type="integer">7</id>
<ip_address>109.123.105.132</ip_address>

<label>KVM C5 HV1</label>

<list_of_logical_volumes/>

<list_of_volume_groups/>

<| ist_of zombie_domains nil="true"/>

<locked type="boolean">false</locked>

<mac nil="true"/>

<machine nil="true"/>

<mem_info type="integer">0</mem_info>

<mtu type="integer">1500</mtu>

<online type="boolean">false</online>

<ovs nil="true"/>

<passthrough_disks type="boolean">false</passthrough_disks>
<release nil="true"/>

<server_type>virtual</server_type>

<spare type="boolean">false</spare>
<storage_channel>224.3.28.1</storage_channel>
<threads_per_core nil="true"/>

<total_mem nil=" true"/>

<total_zombie_mem nil="true"/>

<updated_at type="datetime">2013 - 06- 10T12:09:48+00:00</updated_at>
<uptime nil="true"/>

<vmware_total_cpu_cores type="integer">0</vmware_total_cpu_cores>
<total_cpus type="integer">0</total_cpus>

<free_mem ory type="integer">0</free_memory>
<used_cpu_resources type="integer">0</used_cpu_resources>
<total_memory type="integer">0</total_memory>
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<cpu_cores type="integer">0</cpu_cores>

<free_disk_space><onapp - fv4zl7t2h5wbeq type="integer">184</onapp -
fvdz 17t2h5wbeqg></free_disk_space>
<memory_allocated_by running_vms
type="integer">0</memory_allocated_by running_vms>

<total_memory_allocated by vms
type="integer">0</total_memory_allocated_by vms>

</hypervisors>

</hypervisors>

Where:

backup - true, if the CloudBoot compute resource is used as a backup server. This
parameter is for CloudBoot compute resources only. For other compute resource types
the backup value is O.

backup_ip_address - provisioning network IP address
blocked - true if the compute resource is blocked, otherwise false
built - true if the compute resource is built, otherwise false

called_in_at Z the date when the compute resource was called in the
[YYYY][MM][DD]T[hh][mm][ss]Z format

connection_options - an array of the foll owing vCenter cluster parameters:
1 login - vCenter login

i password - vCenter password

1 cluster name - vCenter cluster name

9 distributed_virtual_switch_name - distributed virtual switch label

cpu_idle - time of CPU delay

cpu_mhz - CPU operating frequency

created_at i the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format
custom_config - custom commands that run when the compute resource is booted
disable_failover i true if compute resource failover is disabled, otherwise false.
disk_pcis - comma-separated list of hypervisor disk pcis

distro - distributive label

enabled - true, if the compute resource is enabled, otherwise false

failure_count i the number of failures

format_disks - true, if the compute resource's disks are formatted during creation, otherwise false

v3
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free_mem - free compute resource memory
host - host label

hypervisor_group_id - the ID of a compute zone to which this compute resource is attached
hypervisor_type - the compute resource type

id - the compute resource 1D

ip_address 1 the compute resource IP address

label - the compute resource label

list_of logical volumes - an array of compute resource logical volumes
list_of volume_groups - an array of compute resource volume groups
list of zombie_domains - an array of zombie virtual servers

locked - true if the compute resource is locked, otherwise false
mac - compute resource MAC address
machine - architecture type

v3

mem_info - Xen compute resource DomO size. This parameter is for Xen compute resources only.

For other compute resource types the mem_info value is 0.

mtu - maximum transferrable unit value. You can set the frame size from 1500 to 9000 bytes.

The maximum transportation unit (MTU) is the maximum size of a unit that can be transmitted

transferred via ethernet traffic. Any data that exceed the specified MTU value will be divided
into smaller units before being transferred. Utilization of jumbo frames allows to reduce
increase throughput and increase CPU utilization during large size file transfers.

online - true if online, otherwise false

ovs - whether the OpenvSwitch is enabled or not. Redundant parameter.

passthrough_disks - true, if the disks are passed through to the storage nodes, otherwise O

release - compute resource kernel version
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server_type - server type:

M virtual
 smart
T baremetal

spare i true if no VSs are assigned, otherwise false

storage_channel - storage channel for the communication

threads_per_core - compute resource core and CPU ratio. For example, if threads_per_core = 2,
compute resource with 2 cores will have 4 CPUs.

total_mem - total compute resource memory
total_zombie_mem - memory space occupied by zombie disks

updated_at 1 the date when the record was made in the DB in the [YYYY][MM][DD]T[hh][mm][ss]Z
format

uptime - compute resource uptime value; shows how long the compute resource is online

vmware_total_cpu_cores - the total number of VMware compute resource CPU cores
total_cpus 1 the number of virtual cores

free_memory i free RAM (MB) of compute resource

used_cpu_resources i the percentage of used CPU resources

total_memory i total RAM (MB) of compute resource

cpu_cores i the number physical of cores per compute resource

free_disk_space - free compute resource disk space in GB

memory_allocated_by running_vms - the compute resource RAM in MB allocated to the virtual
servers, which are currently running on this compute resource

total_memory_allocated_by vms - the compute resource RAM in MB allocated to all virtual servers
of this compute resource
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12 AUTO BACKUPS

OnApp Cloud provides a range of auto-backup possibilities for Virtual Servers:

)l

See Auto-Backup Presets to learn how to change the auto-backup schedule, which applies

during the VS creation, or when the auto-backup is enabled for the first time.

v3

See Manage Auto-Backups chapter to learn how to enable or disable auto-backups for already

existing Virtual Servers.

See Schedules to learn how to view, create, delete or change any schedule for a particular

Virtual Server.

12.1  Auto - backup Presets

Auto-backup presets are simple way to set up an automatic backup schedule when virtual servers

are created or when the auto-backup is enabled for the first time. Once configured, they can be
applied to a virtual server automatically when the Automatic backups required parameter is

enabled during VS creation.

12.1.1 Get List of Auto-backup Presets

To get the list of available auto-backup presets, use the following request:

GET /settings/a  utobackup_presets.xml

GET /settings/autobackup_presets.json

An array of auto - backup presets is returned. If there are no presets, an empty
array is returned.

XML Output example

<?xml version="1.0" encoding="UTF - 8"?>

<autobackup_templates type="array">

<aut obackup_template>

<duration type="integer">1</duration>

<created_at type="datetime">2011 - 07- 14T15:01:38Z</created_at>
<updated_at type="datetime">2011 - 07-28T11:49:52Z</updated_at>
<period>days</period>

<id type="integer">1</id>

<enabled type="boolean">true </enabled>

</autobackup_template>

<autobackup_template>

<duration type="integer">1</duration>

<created_at type="datetime">2011 -07- 14T15:01:38Z</created_at>
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<updated_at type="datetime">2011 - 07-28T11:50:21Z</updated_at>
<period>weeks</period>

<id type="integ er'>2</id>

<enabled type="boolean">true</enabled>

</autobackup_template>

<autobackup_template></autobackup_template>

</autobackup_templates>

Explanation of the data returned:

duration - the number specifying how often a backup should be taken

cre ated at - the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format

period - the time period (days, weeks, months, or years)

updated at - the date when the auto - backup preset was updated in the
[YYYY][MM][DD]T[hh][mm][ss]Z format

enabled - true if the auto - backup preset is enabled, otherwise false.

id - the ID of the auto - backup preset

12.1.2 Get Auto-backup Preset Details

This method will output the details for a particular auto-backup preset.

GET /settings/autobackup_presets/:id.xml
GET /settings/autobackup_  presets/:id.json
XML Output example

<?xml version="1.0" encoding="UTF - 8"?><autobackup_template> <duration
type="integer">1</duration> <created_at type="datetime">2011 -01-
06T10:49:43Z</created_at> <period>days</period> <updated_at
type="datetime">2011 - 01- 06T10:49:43Z</updated_at> <enabled

type="boolean">true</enabled> <id
type="integer">1</id></autobackup_template>

Where:

duration - edit the number specifying how often a backup should be taken
created_at - the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format
period - specifies the time period (days, weeks, months, or years)
updated_at - the date when the auto - backup preset was updated in the
[YYYY][MM][DD]T[hh][mm][ss]Z format

enabled - set True if auto - backup preset is enabled, otherwise False

id - editanauto -backup presetID

12.1.3 Edit Auto-backup Preset

To edit an auto-backup preset, use the following method:

v3
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PUT /settings/autobackup_presets/:id.xml
PUT /settings/autobackup_presets/:id.json
XML Request example

curl  -i -XPUT - H'Accept: application/xml' -H'Content - type:
application/xml' - U user.userpass - d'<?xml version="1.0"
encoding="UTF -
8"?><autobackup_template><duration>5</duration><period>days</period><
enabled>false</enabled></autobackup_template>' - url
http://onapp.test/settings/autobackup_preset s/:id.xml'

JSON Request example

curl  -i -XPUT -H'Accept: application/json’ -H 'Content - type:
application/json' - U user:userpass -
d'{"autobackup_template":{"duration™:"5","period":"weeks","enabled":

"false"}}' - url

http://onapp.test/settings/autobackup _presets/:id.json’

You can edit the following parameters:
duration - edit the number specifying how often a backup should be taken
enabled - set true if auto - backup preset is enabled, otherwise set false

Every autobackup_preset_id has its defined period (either days, or weeks, or months, or
years), which cannot be altered.

Returns HTTP 204 response on success, or HTTP 404 when an auto - backup preset with
the ID specified is not found, or the URL requested is incorrect.

12.2 Manage Auto - Backups

Auto-backup has a specific target from which the backup is taken according to the schedule
assigned to such target. When you use a normal backup scheme in your cloud - the target for auto-
backups will be a disk of the Virtual Server; for incremental backups - it will be the whole Virtual
Server.

Windows-based Virtual Servers support only normal backups. Thus, even if incremental
backups are selected for your cloud, the auto-backup target for Windows VS will be its disk.

The auto-backup may be enabled either during the creation of Virtual Server using the
required_automatic_backup parameter, or at any time afterwards. If you enable the auto-backup for
a Virtual Server or its disk for the first time (i.e. there is no auto-backup schedule for such target)
the system will automatically apply the schedule configured in auto-backup presets.

If you enable the auto-backups for a target with assigned schedule - this schedule will remain
unchanged.
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12.2.1 Enable auto-backups for VS

To enable incremental auto-backups for a Virtual Server:

POST Nirtual_machines/:id/autobackup_enable.xml
POST /virtual_machines/:.id/autobackup_enable.json
XML Request example

curl  -i -XPOST
http://onapp.test/virtual_machines/:id/autobackup_enable.xml -u
user:userpass - H 'Accept: application/xml' -H'Content - type:

application/xml'

JSON Request example

curl  -i -XPOST
http://onapp.test/virtual_machines/:.id/autobackup_enable.json -u
user:userpass - H 'Accept: application/json’ -H'Content - type:

application/json

12.2.2 Disable auto-backups for VS

To disable incremental auto-backups for a Virtual Server:

POST virtual_machines/:id/autobackup_disable.xml
POST /virtual_machines/:id/autobackup_disable.json
XML Request example

curl  -i -XPOST
http://onapp.test/virtual_machines/:id/autobackup_disable.xml -u
user:userpass - H 'Accept: application/xml' -H'Content - type :

application/xml'

JSON Request example

curl  -i -XPOST
http://onapp.test/virtual_machines/:id/autobackup_disable.json -u
user:userpass - H 'Accept: application/json' -H'Content - type:

application/json

v3
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12.2.3 Enable Auto-backups for Disk

You can enable auto-backups for a disk using the following methods:
POST /settings/disks/.disk_id/autobackup_enable.xml

POST /settings/disks/:disk_id/autobackup_enable.json

XML Request example

curl  -i -XPOST
http://onapp.test/settings/disks/:disk_id/autobackup_enable.xml -u
user:userpass - H 'Accept: application/xml' -H'Content - type:

application/xml'

JSON Request example

curl  -i -XPOST
http://onapp.test/settings/disks/:disk_id/autobackup_enable.json -u
user:userpass - H 'Accept: application/json' -H'Content - type:

application fjson'

Where:
disk_id* - is the ID of the disk, for wich you want to enable auto - backup

12.2.4 Disable Auto-backups for Disk

To disable auto-backups for a disk, use the following method:

POST /settings/disks/:id/autobackup_disable.xml
POST /settings/disks/:id/autobackup_disable.json
XML Request example

curl  -i -XPOST
http://onapp.test/settings/disks/:disk_id/autobackup_disable.xml -u
user:userpass - H 'Accept: application/xml' -H'Content - type:

application/xml'

JSON Request example

curl  -i -XPOST
http://onapp.test/settings/disks/:disk_id/autobackup_disable.json -u
user:userpass - H 'Accept: application/json' -H'Content - type:

application/json'

Where:
disk_id* - the ID of the disk for which you want to disable auto - backup

v3
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12.3 Schedules

Schedules are concerned with backups scheduled for virtual servers or virtual server disks in the
cloud:

1 If you are using normal backups, the schedules are created per disk.
9 If you are using incremental backups, the schedules are created per virtual server.

When a schedule is no longer needed, it can be deleted so that the task will no longer run.

12.3.1 Get List of All Schedules

This method outputs an array of all disk backups scheduled within your cloud. If there are no
schedules, an empty array is returned.

GET /settings/schedules.xml

GET /settings/schedules.json

XML Request example

curl  -i -XGET - H'Accept: application/xml' -H'Content - type:
application/xml' - U user:.userpass - url
http://onapp.test/settings/schedules.xml

JSON Request example

curl  -i -XGET - H'Accept: application/json’ -H'Content - type:
application/json' - U user:userpass - url
http://onapp.test/settings/schedules.json

XML Output example

<?xml version="1.0" encoding="UTF - 8"?>
<schedules>
<schedule>
<action>autobackup  </action>
<created_at type="datetime">2013 -12-

03T17:38:24+03:00</created_at>
<duration type="integer">1</duration>
<failure_count type="integer">0</failure_count>
<id type="integer">131</id>
<params nil="true"/>
<period>months</peri od>
<rotation_period type="integer">1</rotation_period>
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<start_at type="datetime">2014 - 01- 03T17:38:24+03:00</start_at>

<status>enabled</status>

<target_id type="integer">11542</target_id>

<target_type>Disk</target type>

<updated_at type="datetime">2013 -12-
03T17:38:37+03:00</updated_at>

<user_id type="integer">1875</user_id>

<schedule_logs type="array">

<schedule_log>

<created_at type="datetime">2013 -12-
03T17:38:37+03:00</created_at>
<id type="integer">41 5</id>

<log_output>Executing Rollback...
Fatal: []</log_output>
<schedule_id type="integer">131</schedule_id>
<status>failed</status>
<updated_at type="datetime">2013 -12-
03T17:38:37+03:00</updated_at>
</schedule_log>
</schedule_logs>
</schedule>
</schedules>

Where:

action Z backup type

created_at - the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format

updated_at - the date when a schedule was updated in the
[YYYY][MM][DD]T[hh][mm][ss]Z format

start_ at - the date when a backup started in the [YYYY][MM][DD]T[hh][mm][ss]Z
format

duration - how often a backup is taken

failure_count - the number of requests processed until the task fails

id - schedule ID

period - time period for a backup schedule (days, weeks, months, or years)
rotation_period - number of backups after which the first backup will be deleted
target id - the disk ID for which a backup is taken

target_type - currently, you can schedule backup of Disks only

user_id - the ID of a user who created this schedule

failure_count - the number of requests processed until the task fails

status - the status of the backup schedule (enabled, disabled, or failed)

schedule logs Z OAEAAOI ARO 11 ¢ 1 AOGOACAO xEOE OEA A 111 xETC
created_at - the date inthe [YYYY] [MM][DD]T[hh][mm][ss]Z format
updated_at - the date when in the [YYYY][MM][DD]T[hh][mm][ss]Z format

id Z log message ID

log_output Z log message text

schedule_id Z ID of a schedule to which the log message belongs to

status Z status of a scheduled backup p erformed

E R ]
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12.3.1.1 Page history
v3.2

Added the following parameters:
rotation_period

12.3.2 Get Schedule Details

Use this method to get details for a particular disk backup schedule:

GET /settings/schedules/:id.xml

GET /settings/schedules/:id.json

This method outputs an array of the disk backups scheduled within your cloud. If
there are no schedules, an empty array is returned.

XML Output example

<?xml version="1.0" encoding="UTF - 8"?>
<schedule>
<action>autobackup</action>
<created_at type ="datetime">2013 - 12-

03T17:38:24+03:00</created_at>
<duration type="integer">1</duration>
<failure_count type="integer">0</failure_count>
<id type="integer">131</id>
<params nil="true"/>
<period>months</period>
<rotation_period type= "integer">1</rotation_period>
<start_at type="datetime">2014 -01- 03T17:38:24+03:00</start_at>
<status>enabled</status>
<target_id type="integer">11542</target_id>
<target_type>Disk</target type>
<updated_at type="datetime">2013 -12-
03T17: 38:37+03:00</updated_at>
<user_id type="integer">1875</user_id>
<schedule_logs type="array">
<schedule_log>
<created_at type="datetime">2013 -12-
03T17:38:37+03:00</created_at>
<id type="integer">415</id>
<log_output>Exe cuting Rollback...
Fatal: []</log_output>
<schedule_id type="integer">131</schedule_id>
<status>failed</status>
<updated_at type="datetime">2013 -12-
03T17:38:37+03:00</updated_at>
</schedule_log>
</schedule_logs>
</schedu le>
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Where:

action Z backup type

created_at - the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format
updated_at - the date when a schedule was updated in the
[YYYY][MM][DD]T[hh][mm][ss]Z format

start_at - the date when a backup started in the [YYYY][MM][DD]T[hh][mm][ss]Z
format

duration - how often a backup is taken

failure_count - the number of requests processed until the task fails

id - schedule ID

period - time period for a backup schedule (days, weeks, months, or years)
rotation_period - number of backups after which the first backup will be deleted
target id - the disk ID for which a backup is taken

target_type - currently, you can schedule backup of Disks only

user_id - the ID of a user who created this schedule

failure_count - the numbe r of requests processed until the task fails

status - the status of the backup schedule (enabled, disabled, or failed)
schedule_logs Z OAEAAOI ARO 11 ¢ 1 AOOACAO xEOE OEA A 111 xETC
created_at - the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format
updated_at - the date when in the [YYYY][MM][DD]T[hh][mm][ss]Z format

id Z log message ID

log_output Z log message text

schedule_id Z ID of a schedule to which the log message belongs to

status Z status of a scheduled backup performed

= =4 =48 -a_-a-

12.3.2.1 Page history
v3.2

Added the following parameters:
rotation_period

12.3.3 Get List of Schedules for a Disk

To get a list of schedules for a particular disk, use the following methods:
GET /settings/disks/:disk_id/schedules.xml

GET /settings/disks/:disk_id/schedules.json

XML Output ex ample

<?xml version="1.0" encoding="UTF - 8"7>
<schedules>

<schedule>

<duration>1</duration>
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<created_at>2011 -07-20T15:16:16Z</created at>
<target_id>112</target_id>
<updated_at>2011 -07-27T15:16:18Z</updated_at>

<period>days</period>
<action>autobackup</acti on>

<start at>2011 -07-28T15:16:16Z</start_at>
<id>33</id>

<user_id>1</user_id>

<schedule_logs>

<schedule_log>

<created_at>2011 -07-27T15:16:18Z</created_at>
<updated_at>2011 -07-27T15:16:18Z</updated_at>
<schedule_id>33</schedule_id>

<id>10</id>

<log_output> </log_output>
<status>complete</status>

</schedule_log>

;;scheduIe_Iog></ScheduIe_Iog>

<params nil="true"></params>
<failure_count>0</failure_count>
<status>enabled</status>
<target_type>Disk</target_type>
</schedule>

;.schedule></schedule>
</sch edules>

Where:

duration - the number specifying how often a backup should be taken
target_id  Z ID of the action target

period - the time period (days, weeks, months, or years)

action Z the action performed

start_at Z time, when the action starts

id Z schedule id

user_id Z ID of the disk (action target) user

schedule _logs Z an array with schedule log details, where:

schedule_id Z ID of a schedule

id Z ID of the schedule log

log_output Z an array with log details

status Z status of the action (complete, failed, etc.)

failure_count i number of failures during the action
status i schedule status (enabled or disabled)

target_type i type of the target

v3
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12.3.4 Get List of Virtual Server Schedules

To get a list of schedules for a particular virtual server, use the following methods:
GET Nirtual_machines/:id/schedules.xml

GET Nirtual_machines/:id/schedules.json

XML Output example

<?xml version="1.0" encoding="UTF - 8"?7>
<schedules type="array">
<schedule>
<action>autobackup</action>
<created_at type="datetime">2014 -01-

20T14:23:44+02:00</created_at>
<duration type="integer">1</duration>
<failure_count type="integer">0</failure_count>
<id type="integer">17</id>
<params nil="true"/>

<period>days</period>
<rotation_period type="integer">1</rotation_period>
<start_at type="datetime">2014 - 01- 22T14:23:44+02:00</start_at>

<status>enabled</status>
<target_id type="integer">9</target_id>
<target_type>VirtualMachine</targ et_type>
<updated_at type="datetime">2014 -01-
21T14:23:49+02:00</updated_at>
<user_id type="integer">2</user_id>
<schedule_logs type="array">
<schedule_log>
<created_at type="datetime">2014 -01-
21T14:23:49+02:00</created_at>
<id type="integer">39</id>
<log_output></log_output>
<schedule_id type="integer">17</schedule_id>
<status>complete</status>
<updated_at type="datetime">2014 -01-
21T14:23:49+02:00</updated_at>
</schedule_log>
<sch edule_log>
<created_at type="datetime">2014 -01-
20T14:23:49+02:00</created_at>
<id type="integer">32</id>
<log_output></log_output>
<schedule_id type="integer">17</schedule_id>
<status>complete</status>
<updat ed_at type="datetime">2014 -01-
20T14:23:49+02:00</updated_at>
</schedule_log>
</schedule_logs>
</schedule>
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<schedule>

<action>autobackup</action>
<created_at type="datetime">2014 -01-

20T14:23:44+02:00</created_at>
<duration type="in teger">1</duration>
<failure_count type="integer">0</failure_count>
<id type="integer">18</id>
<params nil="true"/>

<period>weeks</period>
<rotation_period type="integer">1</rotation_period>
<start_at type="datetime">2014 -01-27T14:2 3:44+02:00</start_at>

<status>enabled</status>
<target_id type="integer">9</target_id>
<target_type>VirtualMachine</target_type>
<updated_at type="datetime">2014 -01-
20T14:23:54+02:00</updated_at>
<user_id type="integer">2</user_id>
<schedule_logs type="array">
<schedule_log>
<created_at type="datetime">2014 -01-
20T14:23:54+02:00</created_at>
<id type="integer">33</id>
<log_output></log_output>
<schedule_id type="integer">18</schedule_id>
<status>complete</status>
<updated_at type="datetime">2014 -01-
20T14:23:54+02:00</updated_at>
</schedule_log>
</schedule_logs>
</schedule>
<schedule>
<action>autobackup</action>
<created_at type="datetime">2014 -01-
20T14:23:44+02 :00</created at>
<duration type="integer">1</duration>
<failure_count type="integer">0</failure_count>
<id type="integer">19</id>
<params nil="true"/>
<period>months</period>
<rotation_period type="integer">1</rotation_period>
<start_at type="datetime">2014 - 02- 20T14:23:44+02:00</start_at>
<status>enabled</status>
<target_id type="integer">9</target_id>
<target_type>VirtualMachine</target_type>
<updated_at type="datetime">2014 -01-
20T14:23:59+02:00</updated_at>
<user_id type="integer">2</user_id>
<schedule_logs type="array">
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<schedule_log>
<created_at type="datetime">2014 -01-
20T14:23:59+02:00</created_at>
<id type="integer">34</id>
<log_output></log_output>
<schedule_idt ype="integer">19</schedule_id>
<status>complete</status>
<updated_at type="datetime">2014 -01-
20T14:23:59+02:00</updated_at>
</schedule_log>
</schedule_logs>
</schedule>
<schedule>
<action>autobackup</action>
<created_a ttype="datetime">2014 -01-
20T14:23:44+02:00</created_at>
<duration type="integer">1</duration>
<failure_count type="integer">0</failure_count>
<id type="integer">20</id>
<params nil="true"/>

<period>years</period>
<rotation_period t ype="integer">1</rotation_period>
<start_at type="datetime">2015 - 01- 20T14:23:44+02:00</start_at>

<status>enabled</status>
<target_id type="integer">9</target_id>
<target_type>VirtualMachine</target_type>
<updated_at type="datetime">2014 -01-
20T14:24:04+02:00</updated_at>
<user_id type="integer">2</user_id>
<schedule_logs type="array">
<schedule_log>
<created_at type="datetime">2014 -01-
20T14:24:04+02:00</created_at>
<id type="integer">35</id>
<log_outp ut></log_output>
<schedule_id type="integer">20</schedule_id>
<status>complete</status>
<updated_at type="datetime">2014 -01-
20T14:24:04+02:00</updated_at>
</schedule_log>
</schedule_logs>
</schedule>
</schedules>

Where

duration - the number specifying how often a backup should be taken
target id  Z ID of the action target

period - the time period (days, weeks, months, or years)
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action Z the action performed

start at Z time, when the action starts

id Z schedule id

user_i d Z ID of the disk (action target) user

schedule_logs Z an array with schedule log details, where:
9 schedule_id Z ID of a schedule

M id Z ID of the schedule log

1 log_output Z an array with log details

1 status Z status of the action (complete, failed, etc.)

failure_count i number of failures during the action
status i schedule status (enabled or disabled)

target_type i type of the target

12.3.5 Add Schedule to Disk

You can add a schedule to a disk using the following method:
POST /settings/disks/:disk_id/schedules.x ml

POST /settings/disks/:disk_id/schedules.json

XML Request example

curl  -i -XPOST

http://onapp.test/settings/disks/:disk_id/schedules.xml -d
'<schedule><action>autobackup</action><duration>1</duration><period>d
ays</period><rotation_period>1</rotation_pe riod><status>enabled</stat
us><start_at>2014 -11- 12 10:36</start_at></schedule>' - U user.userpass
- H 'Accept: application/xml' -H'Content - type: application/xml'

JSON Request example

curl  -i -XPOST

http://onapp.test/settings/disks/:disk_id/schedules.json -d
"{"schedule":{"action":"autobackup","duration":"1","period":"days","r
otation_period":"1","status":"enabled","start_at": "2014 -11-12
10:36"}} - U user:userpass - H 'Accept: application/json' - H 'Content

type: application/json'

Where:

action* - set Auto backup to add a backup schedule

duration* - specify duration

period* - setthe period (days/weeks/months)

rotation_period - number of backups after which the first backup will be deleted
status* - set enabled to activate a schedule.

start_at - setthe time when backup scheduling transaction will be created.
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12.3.5.1 Page history
OnApp 3.5:
I start_at
OnApp 3.2:

1 rotation_period

12.3.6 Add Schedule to Virtual Server

To add incremental backup schedule to a virtual server:

POST/virtual_machines/:virtual_machine_id/schedules.xml
POST /virtual_machines/:virtual_machine_id/schedules.json
XML Request example:

curl  -i -XPOST -H 'Accept: application/xml' -H'Content - type:
application/xml' - U user:password - url

http://onapp.test/virt ual_machines/.virtual_machine_id/schedules.xml

'<schedule><duration>6</duration><period>weeks</period><rotation_peri
od>5</rotation_period><enabled>1</enabled><action>autobackup</action>
<start_at>2014 -11- 12 10:36</start_at></schedule>'

JSONRequest exa mple:

curl  -i -XPOST -H 'Accept: application/json’ -H'Content - type:
application/json' - u user:password - url
http://onapp.test/virtual_machines/:virtual_machine_id/schedules.json

- d {"schedule":{"duration":"6", "period":"weeks",

"rotation_period™":"5", " enabled":"1",
"action":"autobackup","start_at": "2014 -11-12 10:36"}}
Where:
duration* - how often a disk backup is taken
period* - time period for a backup schedule (days, weeks, months, or years)
rotation_period - number of backups after which the fir st backup will be deleted

enabled - set 0 to deactivate a schedule. This parameter is activated (set to 1) by
default.

action * - specify an action for the schedule (e.qg. - autobackup)
start_ at - setthe time when backup scheduling transaction will be created.
12.3.6.1 Page history

OnApp 3.5:

i start_at

OnApp 3.2:
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1 rotation_period

12.3.7 Edit Disk Schedule

To edit disk's schedule, use the following method:

PUT /settings/schedules/:id.xml
PUT /settings/schedules/ ;id.json
XML Request example

curl  -i -XPUT -H 'Accept: application/xml’ -H'Content - type:
application/xml’ -
d'<schedule><duration>3</duration><period>days</period><rotation_peri
od>1</rotation_period><status>enabled</status><start_at>2014 -11-12
10:36</sta rt_at></schedule>' - U user:userpass - url
http://onapp.test/settings/schedules/:id.xml

JSON Request example

curl  -i -XPUT - H'Accept: application/json’ -H'Content - type:
application/json' -

d'{"schedule":{"duration":"1","rotation_period":"1","period":"ye ars",
"status":"enabled","start_at": "2014 -11-1210:36"} - U user.userpass

-- url http://onapp.test/settings/schedules/:id.json

Currently, you can edit the following parameters:

duration* - how often a disk backup is taken

period* - time period for a backup schedule (days, weeks, months, or years)
rotation_period - number of backups after which the first backup will be deleted
status* - set enabled to activate a schedule.

start_ at - setthe time when backup scheduling transaction will be created.
12.3.7.1 Page history

OnApp 3.5:

 start _at

OnApp 3.2:

i rotation_period

12.3.8 Edit Virtual Server Schedule

To edit virtual server's incremental backup schedule, use the following method:

PUT Nirtual_machines/:id/schedules/:schedule_id.xml
PUT Nirtual_machines/:id/schedules/:s chedule_id.json
XML Request example

v3
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curl  -i -XPUT - H'Accept: application/xml' -H'Content - type:
application/xml' -u
user:password - url

http://onapp.test/virtual_machines/:id/schedules/:schedule_id.xml
'<schedule><duration>6</duration><period>weeks</p eriod><rotation_peri
od>5</rotation_period><enabled>1</enabled><action>autobackup</action>
<start_at>2014 -11- 12 10:36</start_at></schedule>'

JSON Request example

curl  -i -XPUT -H 'Accept: application/json’ -H'Content - type:
application/json' -uuser:passw ord -- url
http://onapp.test/virtual_machines/:id/schedules/:schedule_id.json

{"schedule":{"duration™:"6","period":"weeks","rotation_period":"5",

"enabled":"1",

"action";"autobackup","start_at": "2014 -11-12 10:36"}}
Currently, you can edit the follow ing parameters:
duration* - how often a disk backup is taken
period* - time period for a backup schedule (days, weeks, months, or years)
rotation_period - number of backups after which the first backup will be deleted
status* - setenabled to activate a schedule.
start_at - setthe time when backup scheduling transaction will be created.
12.3.8.1 Page history
OnApp 3.5:
I start_at
OnApp 3.2:

9 rotation_period

12.3.9 Delete Disk Schedule

DELETE /settings/schedules/:id.xml
DELETE /settings/schedules/:id.json
XML Request example

curl -i -XDELETE - H 'Accept: application/xml’ -H'Content - type:
application/xml’ - U user:userpass -- url
http://onapp.test/settings/schedules/:id.xml

JSON Request example

v3
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curl -i -XDELETE - H 'Accept: application/json’ -H'Content - type:
application/json' - U user:userpass - url
http://onapp.test/settings/schedules/:id.json

12.3.10 Delete Virtual Server Schedule

DELETE /settings/schedules/:id.xml
DELETE /settings/schedules/:id.json
XML Request example

curl -i -XDELETE - H 'Accept: application/xml’ -H'Content - type:
application/xml’ -u
user:password - url

http://onapp.test/virtual_machines/:id/schedules/:schedule_id.xml

JSON Request example

curl -i -XDELETE - H 'Accept: application/jso n' -H'Content -type:
application/json' -u
user:password - url

http://onapp.test/virtual_machines/:id/schedules/:schedule _id.json

Where you have to specify backup server ID and schedule ID.
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13 BACKUPS/ SNAPSHOTS

Lists the backups/shapshots taken of that virtual server, and provides tools to restore a backup,

delete backups, and convert backups to templates.
OnApp supports two backup types: normal and incremental:
1 Normal backup - simple method of taking backups by making full copy of target data.

1 Incremental - advanced method of taking backups. During the incremental backup, only the

changes made after the last backup are archived instead of backing up the whole target.

If you are using incremental backups option, you should either enable dedicated backup
servers in your cloud or share the backups and templates folders (paths) between your
compute resources. SSH file transfer option will be skipped for virtual servers using
incremental backups. Existing full backups will be still accessible via Backups > Images
menu.

13.1  Get List of All VS Backups

GET Mvirtual_machines/:virtual_machine_id/backups.xml
GET /Nvirtual_machines/:virtual_machine_id/backups.json
XML Request example

curl  -i -XGET - H'Accept: application/xml’ -H'Content - type:
application/xml' - U user:userpass - url
http://onapp.test/virtual_machines/:virtual_machine_id/backups.xml

JSON Request example

curl -i -XGET - H'Accept: application/json' -H'Content - type:
application/json’ - U user:userpass - url
http://onapp.test/virtual_machines/:virt ual_machine_id/backups.json

An array of backups is returned. If there are no backups, an empty array is
returned.
XML Output example
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<?xml version="1.0" encoding="UTF - 8"?7>
<backups type="array">
<backup>

<allow_resize_without_reboot

type="boolean ">false</allow_resize without reboot>

<allowed_hot_migrate type="boolean">true</allowed_hot_migrate>
<allowed_swap type="boolean">true</allowed_swap>
<backup_server_id type="integer">1</backup_server_id>

<backup_size type="integer">310896</ backup_size>

<built type="boolean">true</built>

<built_at type="datetime">2013 - 12- 24T14:34:06+03:00</built_at>
<created_at type="datetime">2013 -12-

24T14:31:20+03:00</created_at>

<data_store_type>lvm</data_store_type>

<id type="integer"> 1951</id>
<identifier>uml64qyvbzvilkb</identifier>

<image_type nil="true"/>

<initiated>days</initiated>

<ign nil="true"/>

<locked type="boolean">false</locked>

<marked_for_delete type="boolean">false</marked_for_delete>
<min_disk _size type="integer">5</min_disk_size>
<min_memory_size type="integer">128</min_memory_size>
<note nil="true"/>
<operating_system>linux</operating_system>
<operating_system_distro>ubuntu</operating_system_distro>
<target_id type="intege r">11860</target_id>
<target_type>Disk</target type>

<template_id type="integer">897</template_id>

<updated_at type="datetime">2013 -12-

24T14:34:06+03:00</updated_at>

<user_id type="integer">1875</user_id>
<volume_id nil="true"/>
<backup_type>normal</backup_type>
<disk_id type="integer">11860</disk_id>

</backup>
</backups>

Explanation of the data returned:

allowed_resize_without_reboot Z true if resizing CPU & RAM is allowed without
restarting the storage server backed up

al lowed_hot_migrate  Z true if hot migration is allowed for the storage server
backed up

allowed_swap Z true if swap disk is allowed for storage server backed up, otherwise

v3
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backup_server_id  Z the ID of the backup server on which the backup is stored
backup_size # the disk space taken by this backup in kB

backup_type Z normal or incremental

built  Z true if the storage server backed up has been built

built_at  Z the date when the disk backup was built

created_at Z the date when the record in the database was created

updated_at Z the date when this record in database was updated
data_store_type - data store type: lvm, vmware or solidfire

id Z the ID of this backup

identifier - disk identifier

image_type - backupt ype (currently only tar is available)

initiated - period when backup is initiated: days, weeks, months, or years
locked Z true if the storage server backed up has been locked

marked_for_delete  Z the backup is marked for deletion (for auto - backups)
min_disk _size Z the minimum disk size

operating_system_distro Z the OS distribution of the storage server backed up
operating_system  Z the OS of the storage server backed up

target id - ID of a backup target

target_type - target for which the backup was taken; For normal backups itis a
disk. For incremental backups it's virtual server.

template_id Z the ID of a template from which the storage server backed up was
built

user_id - the ID of a user the storage server belongs to

volume_id - data store ID

SolidFire - related parameters:

ign - volume ISCSI qualified name

13.2  Get List of Normal Backups

GET Mvirtual_machines/:virtual_machine_id/backups/images.xml
GET /Nvirtual_machines/:virtual_machine_id/backups/images.json
XML Request example

curl  -i -XGET - H'Accept: application/xml' -H'Content - type:
application/xml' - U user:userpass - url
http://onapp.test/virtual_machines/:virtual_machine_id/backups/images

xml

JSON Request example

curl  -i -XGET - H'Accept: application/json’ -H'Content - type:
application/json’ - U user:userpass - url
http://onapp.test/virtual_machines/:virtual_machine_id/backups/images
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.json

An array of backups is returned. If there are no backups, an empty array is
returned.
XML Output example

<?xml version="1.0" encoding="UTF - 8"?7>
<backupstyp e="array">
<backup>

<allow_resize_without_reboot
type="boolean">false</allow_resize_without_reboot>

<allowed_hot_migrate type="boolean">true</allowed_hot_migrate>

<allowed_swap type="boolean">true</allowed_swap>

<backup_server_id type="in teger">1</backup_server_id>

<backup_size type="integer">310896</backup_size>

<built type="boolean">true</built>

<built_at type="datetime">2013 - 12- 24T14:34:06+03:00</built_at>
<created_at type="datetime">2013 -12-
24T14:31:20+03:00</created_at >

<data_store_type>lvm</data_store_type>
<id type="integer">1951</id>
<identifier>uml64qyvbzvl1kb</identifier>
<image_type nil="true"/>
<initiated>days</initiated>
<ign nil="true"/>
<locked type="boolean">false</locked>
<mark ed_for_delete type="boolean">false</marked_for_delete>
<min_disk_size type="integer">5</min_disk_size>
<min_memory_size type="integer">128</min_memory_size>
<note nil="true"/>
<operating_system>linux</operating_system>
<operating_system  _distro>ubuntu</operating_system_distro>
<target_id type="integer">11860</target_id>
<target_type>Disk</target type>
<template_id type="integer">897</template_id>
<updated_at type="datetime">2013 -12-

24T14:34:06+03:00</updated_at>
<user_ id type="integer">1875</user_id>
<volume_id nil="true"/>
<backup_type>normal</backup_type>
<disk_id type="integer">11860</disk_id>

</backup>
</backups>

Explanation of the data returned:
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allowed_resize without reboot Z true if resizing CPU & RAM is allowed without
restarting the storage server backed up

allowed_hot_migrate  Z true if hot migration is allowed for the storage server

backed up

allowed_swap Z true if swap disk is allowed for storage server backed up, otherwise

false

backup_serv er_id Z the ID of the backup server on which the backup is stored
backup_size Z the disk space taken by this backup in kB

backup_type #Z normal or incremental

built 2 true if the storage server backed up has been built

built_at  Z the date when the disk back up was built

created_at Z the date when the record in the database was created

updated_at Z the date when this record in database was updated
data_store_type - data store type: lIvm, vmware or solidfire

id Z the ID of this backup

identifier - disk identifier

image_type - backup type (currently only tar is available)

initiated - period when backup is initiated: days, weeks, months, or years
locked Z true if the storage server backed up has been locked
marked_for_delete  Z the backup is marked for deletion (for auto - backups)
min_disk_size  Z the minimum disk size

operating_system_distro Z the OS distribution of the storage server backed up
operating_system  Z the OS of the storage server backed up

target id - ID of a backup target

target_type - target for which the backup was taken; For normal backups it is a
disk. For incremental backups it's virtual server.

template_id  Z the ID of a template from which the storage server backed up was
built

user_id - the ID of a user the storage server belongs to

volume_id - data store ID

SolidFire - related parameters:

ign - volume ISCSI qualified name

13.3  Get List of Incremental Backups

GET /Nvirtual_machines/:virtual_machine_id/backups/files.xml
GET MNirtual_machines/:virtual_machine_id/backupsffiles.json
XML Requeg example

curl  -i -XGET - H'Accept: application/xml' -H'Content - type:
application/xml’ - U user:userpass -- url
http://onapp.test/virtual_machines/:virtual_machine_id/backups/files.

xml
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JSON Request example

curl -1 -XGET - H'Accept: application/json’ -H'Content - type:
application/json' - U user:userpass - url
http://onapp.test/virtual_machines/:virtual_machine_id/backups/files.

json

An array of backups is returned. If there are no backups, an empty array is
returned.
XML Output example

<?xml version=" 1.0" encoding="UTF - 8"?7>
<backups type="array">
<backup>

<allow_resize_without_reboot
type="boolean">false</allow_resize_without_reboot>

<allowed_hot_migrate type="boolean">true</allowed_hot_migrate>

<allowed_swap type="boolean">true</allowed_swap>

<backup_server_id nil="true"/>

<backup_size type="integer">1121652</backup_size>

<built type="boolean">true</built>

<built_at type="datetime">2013 -12-18T11:00:47+00:00</built_at>

<created_at type="datetime">2013 -12-18T10:59:41+00:00</created_at>

<data_store_type>lvm</data_store_type>

<id type="integer">698</id>

<identifier>y5cc19dv7bsdrk</identifier>

<initiated>manual</initiated>

<ign nil="true"/>

<locked type="boolean">false</locked>

<marked_for_delete type="boolean">false</marked_fo r_delete>

<min_disk_size type="integer">5</min_disk_size>

<min_memory_size type="integer">128</min_memory_size>

<note>Stuarts backup</note>

<operating_system>linux</operating_system>

<operating_system_distro>ubuntu</operating_system_distro>

<target_id type="integer">74</target_id>

<target_type>VirtualMachine</target_type>

<template_id type="integer">6</template_id>

<updated_at type="datetime">2013 -12-18T11:00:47+00:00</updated_at>
<user_id type="integer">8</user_id>
<volume_id nil="t rue"/>

<backup_type>incremental</backup_type>
<disk_id nil="true"/>
</backup>
</backups>
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Explanation of the data returned:

allowed_resize_without_reboot Z true if resizing CPU & RAM is allowed without
restarting the storage server backed up

allowe d_hot_migrate Z true if hot migration is allowed for the storage server
backed up

allowed_swap Z true if swap disk is allowed for storage server backed up, otherwise
false

backup_server_id  Z the ID of the backup server on which the backup is stored
backup_size Z the disk space taken by this backup in kB

backup_type Z normal or incremental

built 2 true if the storage server backed up has been built

built_at  Z the date when the disk backup was built

created_at Z the date when the record in the database was c reated
updated_at 2Z the date when this record in database was updated
data_store_type - data store type: lvm, vmware or solidfire

id Z the ID of this backup

identifier - disk identifier

image_type - backup type (currently only tar is available)

initiated - period when backup is initiated: days, weeks, months, or years
locked Z true if the storage server backed up has been locked

marked_for_delete  Z the backup is marked for deletion (for auto - backups)
min_disk_size  Z the minimum disk size

operating_system_  distro Z the OS distribution of the storage server backed up
operating_system  Z the OS of the storage server backed up

target_id - ID of a backup target
target_type - target for which the backup was taken; For normal backups it is a
disk. For incremental b ackups it's virtual server.

template_id Z the ID of a template from which the storage server backed up was
built

user_id - the ID of a user the storage server belongs to

volume_id - data store ID

SolidFire - related parameters:

ign - volume ISCSI qualified name

13.4  Get List of Disk Backups

To view the list of disk backups:

GET /Nirtual_machines/:vm_id/disks/:disk_id/backups.xml
GET Nirtual_machines/:vm_id/disks/:disk_id/backups.json
XML Request example:

curl  -i -XGET - H'Accept: application/xml' -H'Conte nt - type:
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- u user:userpass - url

http://onapp.test/virtual_machines/:vm_id/disks/:disk_id/backups.xml

JSON Request example:

curl  -i -XGET - H'Accept: application/json' -H'Content - type:

application/json'

- U user:userpass - url

http://lo  napp.test/virtual_machines/:vm_id/disks/:disk_id/backups.json

XML Output example

<?xml version="1.0" encoding="UTF - 8"?>
<backups type="array">

<backup>

<allow_resize_without_reboot
type="boolean">false</allow_resize_without_reboot>
<allowed_hot_migrate type="boolean">true</allowed_hot_migrate>
<allowed_swap type="boolean">true</allowed_swap>
<backup_server_id type="integer">1</backup_server_id>
<backup_size type="integer">310896</backup_size>

<built type="boolean" >true</built>
<built_at type="datetime">2013 - 12- 24T14:34:06+03:00</built_at>
<created_at type="datetime">2013 -12-

24T14:31:20+03:00</created_at>
<data_store_type>lvm</data_store_type>
<id type="integer">1951</id>
<identifier>uml64qyvbzvl kb</identifier>
<image_type nil="true"/>
<initiated>days</initiated>

<ign nil="true"/>

<locked type="boolean">false</locked>

<marked_for_delete type="boolean">false</marked_for_delete>
<min_disk_size type="integer">5</min_disk_size>
<min_memory_size type="integer">128</min_memory_size>

<note nil="true"/>

<operating_system>linux</operating_system>
<operating_system_distro>ubuntu</operating_system_distro>
<target_id type="integer">11860</target_id>

<target_type>

Disk</target_type>

<template_id type="integer">897</template_id>

<updated_at type="datetime">2013 -12-
24T14:34:06+03:00</updated_at>

<user_id type="integer">1875</user_id>

<volume_id nil="true"/>

<backup_type>normal</backup_type>

<di sk_id type="integer">11860</disk_id>

</backup>
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</backups>

Explanation of the data returned:

allowed_resize without reboot Z true if resizing CPU & RAM is allowed without
restarting the storage server backed up

allowed_hot_migrate  Z true if hot migrati on is allowed for the storage server
backed up

allowed_swap Z true if swap disk is allowed for storage server backed up, otherwise
false

backup_server_id Z the ID of the backup server on which the backup is stored
backup_size Z the disk space taken by thi s backup in kB

backup_type Z normal or incremental

built 2 true if the storage server backed up has been built

built_at  Z the date when the disk backup was built

created_at Z the date when the record in the database was created
updated_at Z the date whent his record in database was updated

data_store_type - data store type: lvm, vmware,solidfire or

id Z the ID of this backup

identifier - disk identifier

image_type - backup type (currently only tar is available)

initiated - period when backup is initiated: d ays, weeks, months, or years
locked Z true if the storage server backed up has been locked

marked_for_delete  Z the backup is marked for deletion (for auto - backups)
min_disk_size  Z the minimum disk size

operating_system_distro Z the OS distribution of the storage server backed up
operating_system  Z the OS of the storage server backed up

target id - ID of a backup target

target_type - target for which the backup was taken; For normal backups it is a
disk. For incremental backups it's virtual server.

template_id Z the ID of a template from which the storage server backed up was
built

user_id - the ID of a user the storage server belongs to

volume_id - data store ID

SolidFire - related parameters:

ign - volume ISCSI qualified name

13.5 Create Incremental Backup

To take an incremental backup, use the following method:

POST /virtual_machines/:id/backups.xml
POST /virtual_machines/:id/backups.json
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XML Request example

curl -i -XPOST - H 'Accept: application/xml' -H'Content -
type:applicat ion/xml’ - u user:password - url
http://onapp.test/virtual_machines/:id/backups.xml -d

'<backup><note>manual BU</note></backup>'

JSON Request example

curl  -i -XPOST -H 'Accept: application/json’ -H'Content -
type:application/json' - U user:password - url
http://onapp.test/virtual_machines/:id/backups.json -d

{"backup":{"note":"manual BU"}}'

Where you have to specify the virtual server's ID
note - optional backup note

13.6  Create Disk Backup

To take incremental backups for virtual servers that have incremental backups enabled, use
Create Incremental Backup API call.

To create a backup of a disk, use the following method:
POST /settings/disks/:disk_id/bac kups.xml

POST /settings/disks/:disk_id/backups.json

XML Request example

curl -i -XPOST - H 'Accept: application/xml' -H'Content -
type:application/xml’ - u user:password - url
http://onapp.test/settings/disks/:id/backups.xml -d
'<backup><note>manual

backup </note><force_windows_backup>0</force_windows_backup></backup>

JSON Request example

curl  -i -XPOST - H 'Accept: application/json’ -H'Content -
type:application/json’ - U user:password -- url
http://onapp.test/settings/disks/:id/backups.json -d
{"backup":{" note":"manual backup”, "force_windows_backup":"0"}}'

note - optional note
force_windows_backup - for Windows virtual servers only; enabling this option will
guarantee the disk backup will be taken regardless of any file system problems
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This option should be only used as a last resort. If you enable this option there is no
guarantee that backup will be consistent.

13.7 Create Backups for All Disks

The following request applies to configuration where normal backups are enabled for cloud,
and will create backups for all disks.

To create backups/snapshots of all VS disks:

POST Nirtual_machines/:vm_id/backups.xml
POST /virtual_machines/:vm_id/backups.json
XML Request example

curl  -i -XPOST -H 'Accept: application/xml’ -H'Content - type:
application/xml’ - U user:userpass - url
http://onapp.test/virtual_machines/irs1j5c¢l0I7pw2/backups.xml

JSON Request example

curl  -i -XPOST -H 'Accept: application/json’ -H'Content - type:
appl ication/json' - U user:userpass - url
http://onapp.test/virtual_machines/irs1j5c¢l0I7pw2/backups.json

Where you have set the ID of a virtual server.

13.8 Convert Backup to Template

You can convert a backup into a custom template. A label for a template can be set with the
backup[label], minimum disk size and minimum memory size parameters.

POST /backups/:backup_id/convert.xml
POST /backups/:backup_id/convert.json
XML Request example

curl  -i -XPOST -H 'Accept: application/xml’ -H'Content - type:
application/xml’ - U user:userpass - d'<?xml version="1.0"
encoding="UTF - 8"
?><backup><label>template.label</label><min_disk_size>50</min_disk_si
ze><min_memory_size>1024</min_memory_size></backup>' -- url
http://onapp.test/backups/:backup_id/convert.xml
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JSON Request example

curl  -i -XPOST - H 'Accept: application/json’ -H'Content - type:
application/json' - U user:userpass -
d{"backup":{"label":"backup_label", "min_disk_size":."20",
"min_memory_size":"512"}} - url

http://onapp.test/backups/:backup_id/convert.json

Where you have to specify the following parameters:
label - template label
min_disk_size - minimum disk size required in GB

min_memory_size - minimum RAM required for the template

13.9 Delete Backup

To delete a disk backup:

DELETE /backups/:id.xml
DELETE /backups/:id.json
XML Request example

*curl  -i - X DELETE - H 'Accept: application/xml’ -H'Content - type:
application/xml' - U user:userpass - url
http://onapp.test/backups/:id.xml*

JSON Request example

*curl  -i - X DELETE - H 'Accept: application/js on' -H'Content -type:

application/json' - U user:userpass - url
http://onapp.test/backups/:id.json*

An HTTP 204 response is returned on success, an HTTP 404 error is returned if a
requested backup does not exist.

13.10 Restore Backup

You can restore a disk from a backup, using the following method:

POST /backups/:backup_id/restore.xml
POST /backups/:backup_id/restore.json
XML Request example

BACKUPS/ SNAPSHOTS - DELETE BACKUP
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curl  -i -XPOST -H 'Accept: application/xml' -H'Content - type:
application/xml' - U user.userpass - url
http://onapp.tes t/backups/:backup_id/restore.xml

JSON Request example

curl  -i -XPOST -H 'Accept: application/json’ -H'Content - type:
application/json' - U user:userpass - url
http://onapp.test/backups/:backup_id/restore.json

13.11 Add/Edit Backup Note

Use the following API request to update backup with a note:
XML Request example

curl - X PUT http://onapp.test/backups/:backup_id/note.xml -d
'<backup><note>test note</note></backup>' - u user:password -H
'Accept: application/xml’ -H'Content - type: application/xml’

JSON Request example

curl - X PUT http://onapp.test/backups/:backup_id/note.json -d
{"backup":{"note":"test note"}}' - u user:password - H 'Accept:
application/json' -H'Content - type: application/json'

Where you have to specify backup ID in the URL.
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14 BACKUP SERVERS

The backup servers feature allows users to store their backups and templates on the backup
servers set up in the cloud. Backup servers can be organized into backup server zones.
All API calls are available to this class.

14.1  Get List of Backup Servers

GET /settin gs/backup_servers.xml
GET /settings/backup_servers.json
Returns the array of backup servers.
XML Output example

<?xml version="1.0" encoding="UTF - 8"?>

<backup_servers type="array">

<backup_server>

<label>bkl</label>

<created_at type="datetime">2012 -01- 04T10:18:59Z</created_at>
<updated_at type="datetime">2012 -01-16T14:11:30Z</updated_at>
<backup_server_group_id type="integer">28</backup_server_group_id>

<id type="integer">1</id>
<backup_ip_address>192.168.123.1</backup_ip_address >
<enabled type="boolean">true</enabled>

<backups type="array">

<backup>

<marked_for_delete type="boolean">false</marked_for_delete>

<disk_id type="integer">3908</disk_id>

<built_at type="datetime">2012 - 02- 09T16:05:21Z</built_at>
<operating_system_distro>r hel</operating_system_distro>
<created_at type="datetime">2012 - 02- 09T16:03:45Z</created_at>

<template_id type="integer">233</template_id>
<operating_system>linux</operating_system>

<updated_at type="datetime">2012 - 02- 09T16:05:21Z</updated_at>
<backup_type> normal</backup_type>

<allowed_swap type="boolean">true</allowed_swap>
<allow_resize_without_reboot
type="boolean">false</allow_resize_without_reboot>

<id type="integer">1508</id>

<backup_server_id type="integer">1</backup_server_id>
<allowed_hot_migrate ty pe="boolean">false</allowed_hot_migrate>
<backup_size>175264</backup_size>

<min_disk_size type="integer">5</min_disk_size>
<identifier>pkgOv4k4n34ym8</identifier>
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<locked type="boolean">false</locked>
<built type="boolean">true</built>
</backup>

</backup_s erver>
</backup_servers>

Explanation of the data returned:

Backup server parameters:

label Z the backup server label

created_at Z the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format

updated_at Z the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format
backup_server_group_id  Z the ID of a backup server group the backup server belongs
to

id #Z the backup server ID

backup_server_ip_address - provisioning network IP address

enabled Z backup server parameter; if "enabled" = true, the backup server is

enabled; if enabled = false, the backup server is disabled.

Backup parameters:

marked_for_delete  Z the backup is marked for deletion (for auto - backups)
disk_id Z the ID of a disk backed up

built_at  Z the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format

operating_sy stem_distro Z the OS distribution of the VS from which the backup was
created

created_at Z the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format

template_id  Z the ID of the template the VS is based on

updated_at Z the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format

backup_type # disk backup type (normal, Days auto - backup, Weeks auto - backup, Months

auto - backup, Years auto - backup)

allowed swap Z true if the template to which the backup can be restored will allow
swap, otherwise false.

allow_resize_without_reboo t Z true if the template to which the backup can be
restored will support resize without reboot option, otherwise false

id Z the backup ID

backup_server_id Z the ID of the backup server on which the backup is stored.
allowed _hot_migrate  Z true if the template to which the backup can be restored will
support hot migration, otherwise false.

backup_size Z the size of the backup

min_disk_size Z minimum disk size required for restoring a backup

identifier Z the backup identifier

locked Z truei fthe backup is being built, otherwise false

built 2 true if the backup is already built, otherwise false

14.2  Get Backup Server Details

This method outputs the details for a particular backup server:
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GET /settings/backup_servers/.id.xml
GET /settings/backup_se  rvers/:id.json
XML Output example

<backup_server>

<label>bkl1</label>

<created_at type="datetime">2012 -01-
04T1204T10:18:59+02:0059Z</created_at>
<backups type="array">

<backup>
<marked_for_delete type="boolean">false</marked_for_delete>
<disk_id type="integ er>4097</disk_id>

<built_at nil="true"/>
<operating_system_distro>rhel</operating_system_distro>

<created_at type="datetime">2012 -02- 11T00:36:17Z</created_at>
<template_id type="integer">211</template_id>
<operating_system>linux</operating_system>

<update d_at type="datetime">2012 -03-05T13:42:15+02:0002 -
11T00:36:17Z</updated_at>

<backup_type>months - autobackup</backup_type>

<allowed_swap type="boolean">true</allowed_swap>
<allow_resize_without_reboot
type="boolean">true</allow_resize_without_reboot>

<id type ="integer">1526</id>

<backup_server_id type="integer">1</backup_server_id>
<allowed_hot_migrate type="boolean">true</allowed_hot_migrate>
<backup_size nil="true"/>

<min_disk_size nil="true"/>

<identifier>gmkrf5k0s4hsnj</identifier>

<locked type="boolean">t rue</locked>

<built type="boolean">false</built>

</backup>

</backups>

<updated_at type="datetime">2012 - 02-14T14:01:20Z</updated_at>

<backup_ip_address>192.168.123.1</backup_ip_address>
<backup_server_group_id
nil="true"/>type="integer">28</backup_server_gr oup_id>
<id type="integer">1</id>

<enabled type="boolean">true</enabled>

<capacity type="integer">460</capacity>
<ip_address>109.123.105.162</ip_address>

</backup_server>

Explanation of the data returned:

label Z backup server label

created at  Z the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format
updated at  Z the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format
id Z the backup server ID
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backups Z a list of backups stored on this backup server ID with the following

details:

template_id Z the ID o fthe template the VS from which the backup was created was
based on

operating_system  Z the operating system of the VA from which the backup was created
backup_server_group_id  Z the ID of the backup server zone the backup server belongs
to

enabled Z backup server parameter; if "enabled" = true, the backup server will be
enabled; if enabled=false, the backup server iswill be disabled.

capacity Z the backup server capacity

ip_address Z the backup server IP

backup_server_ip_address - provisioning netw  ork IP address

To view the list of backups with their details, please refer to the Search Backups section.

14.3 Add Backup Server

To create a backup server where users will be able to store backups and templates, send the
following request:

POST /settings/backup_servers.xml
POST /settings/backup_servers.json
XML Request example

curl  -i -XPOST - u user.userpass
http://onapp.test/settings/backup_servers.xml -d
'<backup_server><label>az_val</label><enabled>1</enabled><capacity>40
</capacity><ip_address>172.0.0.1</ip_address><backup_ip_address>192.1
68.123.1</backup_ip_address></backup_server>' - H 'Accept:
application/xml' -H'Content - type: application/xml'

JSON Fequest example

curl -i -XPOST - u user.userpass
http://onapp.test/settings/backup_servers.json -d
{"backup_server":{"label":"az_val", "enabled":"1", "capacity":"40",
"ip_address":"172.0.0.1","backup_ip_address":"192.168.123.1"}}' -H
'Accept: application/j son' - H'Content - type: application/json'

Where:

label* Z backup server label

ip_address* Z valid Ipv4 address

backup_server_ip_address - provisioning network IP address
capacity* Z set the backup server capacity
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enabled Z set the "enabled" as 1 if you want the backup server to be enabled, or 0

if you want it to be disabled. If you skip the enabled parameter, the backup server
will be disabled by default.

XML Output example

<?xml version="1.0" encoding="UTF - 8"?7>

<backup_s erver>

<label>az_val_l</label>

<created_at type="datetime">2012 -02- 10T15:14:53Z</created_at>
<updated_at type="datetime">2012 -02- 10T15:14:53Z</updated_at>
<backup_ip_address>192.168.123.1</backup_ip_address>
<backup_server_group_id nil="true"></backup_serv er_group_id>
<id type="integer">25</id>

<enabled type="boolean">true</enabled>

<backups type="array"/>

<capacity type="integer">40</capacity>
<ip_address>172.0.0.2</ip_address>

</backup_server>

14.4  Edit Backup Server

Use the following method to edit a backup server:

PUT /settings/backup_server/:id.xml
PUT /settings/backup_server/:id.json
XML Request example

curl  -i -XPUT -uuser.userpass

http://onapp.test/settings/backup_servers/:id.xml -d
'<backup_server><label>az_val_ue_xml</label><enabled>1</enabled><ca pa
city>40</capacity><ip_address>172.0.0.2</ip_address><backup_ip_addres
$>192.168.123.1</backup_ip_address></backup_server>' - H 'Accept:
application/xml' - H'Content - type: application/xml’

JSON Request example

curl  -i -XPUT -uuser.userpass
http://onapp. test/settings/backup_servers/:id.json -d
{"backup_server":{"label":"az_val_ue_json", "enabled":"1",
"capacity":"40",
"ip_address™:"172.0.0.1","backup_ip_address":"192.168.123.1"}}' -H
'‘Accept: application/json’ - H'Content - type: application/json’

Where
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label Z backup server label
enabled Z setthe "enabled" as 1 if you want the backup server to be enabled, or 0

if you it to be disabled. If you skip the enabled parameter, the backup server will
be disabled by default.

capacity* Z set the backup server c apacity

ip_address* Z valid Ipv4 address

backup_server_ip_address - provisioning network IP address

You will get a 204 status response on success, and 404 if there is no such a backup
server with a requested ID or you entered incorrect URL.

14.5 Delete Backup Server

DELETE /settings/backup_servers/:id.xml
DELETE /settings/backup_servers/:id.json
XML Request example

curl  -i -XDELETE - u user.userpass
http://onapp.test/settings/backup_servers/:id.xml - H'Accept:
application/xml’ -H'Content -type: application/xml'

JSON Request example

curl -i -XDELETE - u user.userpass
http://onapp.test/settings/backup_servers/:id.json - H 'Accept:
application/json' -H'Content - type: application/json’

You will get a 204 status response on success, and 404 if th ere is no such a backup

server with a requested ID or you entered incorrect URL.

14.6  Search Backups

To find a backup stored at a particular backup server, use the following request:

GET /settings/backup_servers/:id/backups_search.xml
GET /settings/backup_serve  rs/:id/backups_search.json
You can set the following search parameters:

size Z set the size [from] and [to] backup search parameters to search backups by
their size

date Z setthe date [startdate] and [enddate]backup search parameters to search for
backups created between two dates.
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The following request returns the array of backups created between 02/01/12 and
02/24/2012 dates

and having the size from 10 to 300 GB.

XML Request example

curl  -i -XGET -uuser.userpass

'http://onapp.test/settings/backup_se rvers/1l/backups_search.xml?size[
from]=10&size[to]=300&period[startdate]=02/01/12&period[enddate]=02/2
4/2012&searching=az' - H 'Accept: application/xml' -H'Content - type:

application/xml'

JSON Request example

curl -i -XGET -uuser.userpass

'http://onapp.t est/settings/backup_servers/1l/backups_search.json?size
[from]=10&size[to]=300&period[startdate]=02/01/12&period[enddate]=02/
24/2012&searching=az' - H 'Accept: application/json' -H'Content - type:

application/json'

Please be aware that some Unix command shells can output an error because of square
brackets. To prevent the error, use the back slash escape symbol. The example curl with
back slashes is as follows:

XML Request example

curl -i -XGET -uuser.userpass

'http://onapp.test/settings/backup_servers /1/backups_search.xml?size \
\ [from \\]=10&size \\[to \\]=300&period \\ [startdate \'\ ]=02/01/12&period \\
[enddate

]=02/24/2012&searching=az’ - H 'Accept: application/xml' -H'Content -

type: application/xml’

JSON Request example

curl  -i -XGET -uuser.userpass

'htt  p://onapp.test/settings/backup_servers/1/backups_search.json?size

\\ [from \\]=10&size \\[to \\]=300&period \\ [startdate \\]=02/01/12&period \
\ [enddate

1=02/24/2012&searching=az’ - H 'Accept: application/json' -H'Content -
type: application/json'

XML Output exam ple

<?xml version="1.0" encoding="UTF - 8"7>
<backups type="array">
<backup>

<marked_for_delete type="boolean">false</marked_for_delete>
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<disk_id type="integer">3908</disk_id>
<built_at type="datetime">2012 - 02- 09T16:05:21Z</built_at>
<operating_system_distro >rhel</operating_system_distro>
<created_at type="datetime">2012 - 02- 09T16:03:45Z</created_at>
<template_id type="integer">233</template_id>
<operating_system>linux</operating_system>
<updated_at type="datetime">2012 - 02- 09T16:05:21Z</updated_at>
<backup_typ e>normal</backup_type>
<allowed_swap type="boolean">true</allowed_swap>
<allow_resize_without_reboot
type="boolean">false</allow_resize_without_reboot>
<id type="integer">1508</id>
<backup_server_id type="integer">1</backup_server_id>
<allowed_hot_migrate type="boolean">false</allowed_hot_migrate>
<backup_size>175264</backup_size>
<min_disk_size type="integer">5</min_disk_size>
<identifier>pkgOv4k4n34yma8</identifier>
<locked type="boolean">false</locked>
<built type="boolean">true</built>
</backup>
</backup s>
Explanation of the data returned:
backups Z an array of backups stored on the backup server:
marked_for_delete  Z the backup is marked for deletion (for auto - backups)
disk_id Z the ID of a disk backed up
built_at  Z the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format
operating_system_distro Z the OS distribution of the VS from which the backup was
created
created_at Z the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format
template_id  Z the ID of the template the VS is b ased on
updated_at Z the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format
backup_type Z disk backup type (normal, Days auto - backup, Weeks auto - backup, Months
auto - backup, Years auto - backup)
allowed_swap Z true if the template to which the backup can be rest ored will allow
swap, otherwise false.
allow_resize_without_reboot Z true if the template to which the backup can be

restored will support resize without reboot option, otherwise false

id Z the backup ID

backup_server_id  Z the ID of the backup server on wh ich the backup is stored.
allowed _hot_migrate  Z true if the template to which the backup can be restored will
support hot migration, otherwise false.

backup_size Z the size of the backup

min_disk_size Z minimum disk size required for restoring a backup

ide ntifier Z the backup identifier

locked Z true if the backup is being built, otherwise false

built  Z true if the backup is already built, otherwise false

For details refer to Get The List Of Backup Servers section.
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Note that the backup search returns only the list of backups, stored on a specified backup
server, which a user has permission to see ( own backups or all backups). For instructions on
how to see the list of all backup servers, refer to Get The List of Backup Servers section.

14.7  Create Cloud Boot Backup Server

To create a backup server where users will be able to store backups and templats, send the
following request:

POST /settings/backup_servers.xml
POST /settings/backup_servers.json

Before creating a Cloud Boot backup server, you have to create new KVM compute resource
with an IP address from the dynamic range.

XML Request example

curl  -i -XPOST - uuser.userpass

http:  //onapp.test/settings/backup_servers.xml -d
'<backup_server><label>az_val</label><enabled>1</enabled><capacity>40
</capacity><backup>true</backup><ip_address>172.0.0.1</ip_address><ba
ckup_ip_address>192.168.123.1</backup_ip_address></backup_server>' -H
'Acc ept: application/xml' -H'Content - type: application/xml’

JSON Request example

curl -i -XPOST - u user.userpass
http://onapp.test/settings/backup_servers.json -d
{"backup_server":{"label":"az_val", "enabled":"1", "capacity":"40",
"ip_address™"172.0.0.1" ,"backup_ip_address":"192.168.123.1"}}' -H
'Accept: application/json’ - H'Content - type: application/json’

Where:

label* Z backup server label

ip_address* Z IP address of a KVM compute resource

backup - set true to create a Cloud Boot backup server

backup_server_ip_address - provisioning network IP address

capacity*  Z set the backup server capacity

enabled Z setthe "enabled" as 1 if you want the backup server to be enabled, or 0

if you want it to be disabled. If you skip the enabled parameter, the backup server
will be disabled by default.

PLEASE NOTE: You should configure some local or remote attached storage for persistent
backups on the provisioning/backup server.

XML Output example
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<?xml version="1.0" encoding="UTF - 8"?7>

<backup_server>

<label>az_val_1l</label>

<created_at type="datetime">2012 -02- 10T15:14:53Z</created_at>
<updated_at type="datetime">2012 -02- 10T15:14:53Z</updated_at>
<backup_ip_address>192.168.123.1</backup_ip_address>
<backup_server_group_id nil="true"></backup_server_grou p_id>
<id type="integer">25</id>

<enabled type="boolean">true</enabled>

<backups type="array"/>

<capacity type="integer">40</capacity>
<ip_address>172.0.0.2</ip_address>

</backup_server>
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15 BACKUP SERVER ZONES

Backup server zone consists of several backup servers that share the same user permissions and
are assigned to one billling plan. Backup server zones can be used for organizing and managing

backup servers and creating different tiers of servers for customers.

15.1 Get List of Backup Server Zones

To get the list of backup server zones:

GET /settings/backup_server_zones.xml
GET /settings/backup_server_zones.json
XML Response example

<?xml version="1.0" encoding="UTF - 8"7>

<backup_server_groups type="array">

<backup_server_group>

<label>bsz</label>

<location_gro  up_id type="integer">1</location_group_id>

<created_at type="datetime">2012 -01- 04T11:50:40Z</created_at>
<updated_at type="datetime">2012 -01- 04T11:50:40Z</updated_at>
<id type="integer">28</id>

</backup_server_group>

</backup_server_groups>

Where:
label Z backup server zone title
location_group_id - ID of a location group the backup server zone is assigned to

id Z backup server zone ID

15.1.1 Page history
v. 3.1

1 Added the location_group_id parameter

15.2 Get Backup Server Zone Detalils

To get the backup server zone details:
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GET /settings/backup_server_zones/:id.xml
GET /settings/backup_server_zones/:id.json
XML Response example

<?xml version="1.0" encoding="UTF - 8"?7>

<backup_server_group>

<label>bsz</label>

<location_group_id type="integer">1</location_group_id>

<cre ated_at type="datetime">2012 - 01- 04T11:50:40Z</created_at>
<updated_at type="datetime">2012 -01- 04T11:50:40Z</updated_at>
<id type="integer">28</id>

</backup_server_group>

Where:
label Z backup server zone title
location_group_id - ID of a location group t he backup server zone is assigned to

id Z backup server zone ID

15.2.1 Page history
v. 3.1:

1 Added the location_group_id parameter

15.3 Add Backup Server Zone

To create a backup server zone, use the following request:

POST /settings/backup_server_zones.xml
POST /settings/backup_server_zones.json
XML Request example

curl  -i -XPOST - u user.userpass
http://onapp.test/settings/backup_server_zones.xml -d
'<backup_server_group><label>az_val xmi</label><location_group_id>1</
location_group_id></backup_server_group >' - H'Accept:
application/xml' -H'Content - type: application/xml'

JSON Request example

curl  -i -XPOST -u user.userpass
http://onapp.test/settings/backup_server_zones.json -d
{"backup_server_group":{"label":"az_val_json","location_group_id":"1

" - H 'Accept: application/json' -H'Content - type:

application/json'

v3
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Where:

label * Z specify a new label of the backup server zone

location_group_id - ID of a location group you wish to assign the backup server
zone to

15.3.1 Page history
v. 3.1

1 Added the location_group_id parameter

15.4  Edit Backup Server Zone

PUT /settings/backup_server_zones/:id.xml
PUT /settings/backup_server_zones/:id.json
XML Request example

curl  -i -XPUT -uuser.userpass
http://onapp.test/settings/backup_server_zones/:id.xml -d
'<backup_server_  group><label>az_val_change</label><location_group_id>
1</location_group_id></backup_server_group>' - H 'Accept:
application/xml' - H'Content - type: application/xml’

JSON Request example

curl  -i -XPUT -uuser.userpass

http://onapp.test/settings/backup_serv er_zones/:id.json -d
{"backup_server_group":{"label":"az_val_change","location_group_id":

"1} - H 'Accept: application/json' -H'Content - type:

application/json'

Where:
label * Z specify a new label of the backup server zone
location_group_id - ID of a location group you wish to assign the backup server

zone to. You can change the already assigned location only if there are no backups

or templates stores on backup servers of current zone.

Returns HTTP 204 response on successful processing, and HTTP 404 when there is no
backup server zone with a requested ID, or URL is incorrect.

15.4.1 Page history
v.3.1:

1 Added the location_group_id parameter
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15.5 Delete Backup Server Zone

To delete a backup server zone, use the following API call:

DELETE/settings/backup_server_zones/:id.xml
DELETE /settings/backup_server_zones/:id.json
XML Request example

curl -i -XDELETE - u user.userpass
http://onapp.test/settings/backup_server_zones/:id.xml - H 'Accept:
application/xml' - H'Content - type: application/ xml

JSON Request example

curl -i -XDELETE -u user.userpass
http://onapp.test/settings/backup_server_zones/:id.json - H'Accept:
application/json' - H'Content - type: application/json'

Returns HTTP 204 response on successful processing, and HTTP 404 w hen there is no

backup server zone with a requested ID, or URL is incorrect.

15.6  Get List of Servers Assigned to
Backup Server Zone

To get the list of servers assigned to the backup server zone, use the following request:

GET /settings/backup_server_zones/:bac kup_server_zone_id/backup_servers.xml
GET /settings/backup_server_zones/:backup_server_zone_id/backup_servers.json
JSON Request example

curl  -i -XGET -uuser:userpass
http://onapp.test/settings/backup_server_zones/:backup_server_zone_id
/backup_servers.js on - H'Accept: application/json' -H'Content - type:

application/json’

XML Request example

curl  -i -XGET -uuser:userpass
http://onapp.test/settings/backup_server_zones/:backup_server_zone_id

v3
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/backup_servers.xml - H 'Accept: application/xml' -H 'Content - type:
application/xml'

XML Output example

<?xml version="1.0" encoding="UTF - 8"?7>

<backup_servers type="array">

<backup_server>

<label>az_val_ue_xml</label>

<created_at type="datetime">2012 -02- 10T15:14:53Z</created_at>
<updated_at type="datetime" >2012 - 02- 10T15:31:13Z</updated_at>
<backup_server_group_id type="integer">55</backup_server_group_id>

<id type="integer">25</id>

<enabled type="boolean">true</enabled>

<backups type="array"/>

<capacity type="integer">40</capacity>

<ip_address>172.0.0.2</ip _address>

</backup_server>

</backup_servers>

Explanation of the data returned:

backup_servers Zthe array of backup servers assigned to this zone with the

following details:

label Z backup server label

created at  Z the date in the [YYYY][MM][DD]T[hh][mm] [ss]Z format

updated at Z the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format
backup_server_group_id  Z the ID of the backup server zone the backup server belongs
to

id #Z the backup server ID

enabled Z backup server parameter; if "enabled" = true, the backu p server is
enabled; if enabled=false, the backup server is disabled.

backups Z the list of backups stored at the backup server

capacity Z the backup server capacity

ip_address Z the backup server IP

15.7  Assign Backup Server to Backup
Server Zone

POST
[settings/backup_server_zones/:backup_server_zone_id/backup_servers/:backup_server_
id/attach.xml

POST
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[settings/backup_server_zones/:backup_server_zone_id/backup_servers/:backup_server_
id/attach.json

Using this request you attach an unassigned backup serv er (:backup_server_id *) to
a backup server zone (:backup_server_zone_id *)

XML Request example

curl -i -XPOST - u user.userpass
http://onapp.test/settings/backup_server_zones/:backup_server_zone_id
/backup_servers/:backup_server_id/attach.xml - H 'Accept:
application/xml' -H'Content - type: application/xml'

JSON Request example

curl -i -XPOST -uus er.userpass
http://onapp.test/settings/backup_server_zones/:backup_server_zone_id
/backup_servers/:backup_server_id/attach.json - H'Accept:
application/json' -H'Content - type: application/json’

15.8 Unassign Backup Server from Backup
Server Zone

POST

[settings/  backup_server_zones/backup_server_zone_id/backup_server/:backup_server_id
/detach.xml

POST

/settings/backup_server_zones/backup_server_zone_id/backup_server/:backup_server _id
/detach.json

Using this request you detach an assigned backup server (:backup_serv er_id *) from
a backup server zone (:backup_server_zone_id *)

XML Request example

curl  -i -XPOST - u user.userpass
http://onapp.test/settings/backup_server_zones/:backup_server_zone_id
/backup_servers/:backup_server_id/detach.xml - H 'Accept:
application/xml ' -H'Content - type: application/xml'

JSON Request example

curl  -i -XPOST - u user.userpass
http://onapp.test/settings/backup_server_zones/:backup -
server_zone_id/backup_servers/:backup_server_id/detach.json -H
'Accept: application/json’ -H'Content -type: application/json'

v3
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16 BAREMETAL SERVERS

Baremetal servers are physical servers deployed for a single user, that reside directly on the
hardware without the virtualization layer.

NOTE: VLANSs are not configured automatically on baremetal servers. You need to configure
them manually in accordance with your OS and h