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1 Gener al Consi derations

Learn the basics: core terms, document conventions, latest updates and more.

The guide contains all the functionality of OnApp cloud starting from 6.4 version, including
deployment and management software, and explains how to configure and maintain your cloud
using the OnApp Control Panel interface. If you do not see some of the options mentioned here,
you can ask your Administrator to enable the permissions.

1.1 Document Conventions

The following document conventions are used in this guide.

Convention Usage Example

Bold Label or button names in the On the VS's screen, click the Tools button,
Control Panel, often clickable then select Delete Virtual Server

Italics Parameters and field labels in the Password - set password for remote Vyatta
ul management

code block Source code alter if not: ethO = public

interface
A menu Go to Settings -> Networks -
selection > Add New Network

We use the following formatting elements to draw your attention to certain pieces of
information:

Info

An info message emphasizes or explains the information within the chapter.

Clicking the OFF button performs graceful shutdown and then powers off the VS after the
timeout set in the Configuration settings.

Note

A note message contains information essential for task completion.

The maximum length of a Mount Point is 256 characters.

Warning

A warning message informs you of something you should not do or be cautious.

You won't be able to restore a VS after deleting it.

https://onappcloud.typeform.com/to/A64Euy#source=Document%20ConventionslLeave
feedback

1.2 Index

Topics in alphabetical order
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Access Control
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Accelerator 2.0

Administrator Password

Advanced Configuration Settings

Alerts

Appliances
Application Servers

Application Server Administrative Options

Autoscale Application Server

Application Server Backups

Application Server Backup Schedules

Application Server Billing

Create Application Server

Delete Application Server

Application Server Disks

Edit Application Server

Migrate Application Server

Application Server Power Options

Rebuild/Build Application Server Manually

Segregate Application Server

Set VIP Status for Application Server

Application Server Statistics

Application Server Transactions and Logs

View Application Servers

View Application Server Details

Applications
Application Backups

Create Application

Delete Application

Manage Domains

Manage FTP Users

Manage Databases

Manage Email Accounts

Manage Services

System Application Settings

View Applications

API and Integrations

API Key

Approvals
Architecture

Assets
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Authentication

OAuth

SAML Authentication

Add New ID Provider
Auto-Backup Presets Settings
AWS

1.2.2 B

Background Task Daemon

Backup Plugin System

Backup Resources

Backup Resource Auto Backup Presets

Backup Resource Zones

Backup Servers Settings

Create Backup Server

Delete Backup Server

Edit Backup Server

View Virtual Server Backups

Backup Server Balancing

Backup Server Zone

Add Backup Server to Backup Server Zone

Create Backup Server Zone

Delete Backup Server Zone

Edit Backup Server Zone

Remove Backup Server from Backup Server Zone

Billing Calculation

Blacklist Domains

Buckets
Access Control

Assign Users to Bucket

Assign User Groups to Bucket

Billing Calculation

Create Bucket
Copy Bucket
Delete Bucket
Edit Bucket

Payments
Rate Card

Resource Allocation and Prices
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123 C
CloudBoot IPs
Cloud Locations
Cloud Search Tool

Compute Resources

CloudBoot Compute Resources

Create CloudBoot Compute Resource

Create Compute Resource

Delete Compute Resource
Edit Xen/KVM Compute Resource

Location Groups

Reboot Compute Resource

View Compute Resources
Extended CPU Configuration
Default CPU Quota

Compute Zones
View Compute Zones

View Compute Zone Details

Create Compute Zone

Edit Compute Zone

Delete Compute Zone

Add Compute Resource to Compute Zone

Remove Compute Resource from Compute Zone

Manage Compute Zone Data Stores

Manage Compute Zone Networks

Manage Compute Zone Recipes

Manage Compute Zone Backup Servers

Manage Compute Zone Backup Resource Zones

Compute Zone Extended CPU Configuration

Create Virtual Server

Compute Resource Extended CPU Configuration

CPU Flags for Compute Zone
CPU Utilization

Configuration Settings

Edit Backups/Templates Configuration

Edit Defaults Configuration

Edit Interface Configuration

Edit System Configuration
CPU Quota

Customization and Localization
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1.2.4 D
Dashboard

Data Stores Settings

Delete Data Store

Edit Data Store

Create LVM Data Store
Create SolidFire Data Store
Edit Data Store 10 Limits

Data Store Zones Settings

Attach Data Stores to Data Store Zone

Create Data Store Zone

Delete Data Store Zone

Remove Data Stores From Data Store Zone

Disks Settings
Delete Disks

Disk 10 Limits
Backup Disks

Migrate Disks
View Disk IOPS

Schedule Disks for Backups

Document Conventions

Disaster Recovery as a Service (DRaaS)

125 E

Error Collector

Edit Data Store

Edge Accelerator

Extended CPU Configuration

1.26 F

Failover Configuration

Failover Processes

Flags (CPU)
FODN

127 G

128 H

Hardware & Software Requirements
Hardware Info
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1.2.9 |

Instance Packages

Billing for Instance Packages

Delete Instance Package

Edit Instance Package

Set Up Instance Packages for Cloud

Interface Configuration
IP Nets

IP Ranges
IP Usage Report

Isolated License
1SOs
Boot from I1SO
Delete 1ISOs
Edit ISOs
View 1ISOs
ISO Virtual Servers

Create ISO Virtual Server

Manage 1SO Virtual Servers

ISO Virtual Server Networks
ISO Virtual Server Disks
ISO Virtual Server Statistics

ISO Virtual Server Backups

ISO Virtual Server Backup Schedules

Manage 1SO Virtual Servers

1.2.10 J

1.2.11 K

Kernel Crash Dumping

1.212 L
Languages

Enable Custom Language for Specific User

License

Isolated License

Load Balancers

Create Load Balancer Cluster

Create Autoscaling Cluster

Location Groups
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Localization and Customization

Localization and Customization Search

Logs
Look & Feel

1.2.13 M

Maintenance Mode for KVM Compute Resources

Max Memory for KVVM Virtual Servers

1.2.14 N

Networking
Network Zones

Add Networks to Network Zone

Create Network Zone

Delete Network Zone

Remove Networks from Network Zone

Notifications

1.2.15 O
OnApp Dashboard
OpenDayLight Controller
OVAs
View OVAs
Upload OVAs
Edit OVAs
Delete OVAs
OVA Virtual Servers
OVA Virtual Server Backups
OVA Virtual Server Backup Schedules

Manage OVA Virtual Servers

1.2.16 P

Payments
Power On/Off Multiple Virtual Servers

1.2.17 Q

1.2.18 R
Rate Card

Recipes
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Recipes

Create Recipe
Delete Recipe
Edit Recipe

Edit Recipe Step

Control Panel Recipes Settings

Recovery Points

View Recovery Points

Create Recovery Point

Restore Virtual Server from Recovery Point

Browse Through Recovery Point

Restore Files from Recovery Point

Resolvers Settings

Create Resolver

Delete Resolver

Edit Resolver

View Resolvers
Roles

Create New Role

Edit Role

Delete Role

Clone Role

List of Restrictions Resources

Restrictions Sets

Create Restrictions Sets

Edit Restrictions Sets

Delete Restrictions Sets

Running Processes

1.2.19 S
SAML Authentication
Schedules Settings

View Schedules

Edit Schedules

Delete Schedules
SDN

Search Tool
Smart Servers
Service Add-Ons

Manage Service Add-on Store
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Virtual Server Service Add-ons

Service Insertion Framework Configuration

Service Insertion Framework Groups

Service Insertion Framework Pages

System Configuration

System Service Add-on

Software Defined Networking
SDN Manager
SDN Nodes
SDN Networks

SolidFire Integration
SSL Certificates
Metrics
Cloud Usage
Usage Trends

SPLA Report
Super Admin role

Suspended Virtual Server

Sysadmin

1220 T

Templates
View Template Details

Edit Template Details

Delete System Templates

Create Custom Templates

Make Templates Public

My Template Groups

Install/Update Templates

Template Store
Template Recipes

Template Software Licenses

Transaction Approvals

Transactions and Logs

1.2.21 U

Identity Management

User Accounts
Suspend and Activate Users
User Additional Fields
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Create User
Delete User
Drop Session
Edit User
Groups

Log in as User

User Payments
User Billing Statistics

Download Billing Statistics as CSV

Add SSH Key
Suspend and Activate Users

View User Backups
User Whitelist IPs

Users with Config Problems

User Profile

1.2.22 V

Veeam Backup Plugin

Virsh Console
Virtual Servers

Autoscale Virtual Server

Convert Virtual Server Backup to Template

Rebuild/Build Virtual Server Manually

Create Virtual Server
CPU Quota

Delete Virtual Server
Edit Virtual Server

Virtual Server Integrated Console

Virtual Server Recipe Custom Variables

Virtual Server Networks

Virtual Server Power Options

Virtual Server Recipes

Migrate Virtual Server

Migrate Virtual Server Disks

Migrate Virtual Server NIC
Assign Disk to VS

View Virtual Servers

View Virtual Server Details

Segreqgate Virtual Server

Set VIP Status for Virtual Server
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Virtual Server Billing Statistics
Download as CSV

Virtual Server Transactions and Logs

Virtual Server as a Gateway

Suspended Virtual Server

Virtual Server Backup Resources

Virtual Server Recovery Points

Virtual Server Advanced Configuration

1.2.23 W
Whitelist IPs

1.2.24 X
XML Configuration

1.225Y
Yubikey

1.2.26 Z

Zabbix

Zombie Data Stores
Zombie Disks

Zombie Domains

Zombie Transactions

Zombie Virtual Servers

Zone Types

https://onappcloud.typeform.com/to/A64Euy#source=IndexLeave feedback

1.3 OnApp Cloud Overview

OnApp Cloud software enables service providers to turn their existing infrastructure (or any
commodity hardware) into a single pool of resources - "a cloud" which can then be sold to end
users on a utility basis. It's a complete cloud deployment and management platform that's
designed to make it easy for service providers to sell a wide range of cloud services.

OnApp Cloud can also be used by enterprise IT departments and MSPs to deliver cloud
services to end users. For more information, see OnApp Cloud.

To start with, you can check out the quick overview video below to get insights on the main
functionality, available through OnApp cloud:

Your browser does not support the HTML5 video element

OnApp Ul complies with Web Content Accessibility Guidelines (WCAG) 2.0 AA and AAA
(highest) levels of conformance to make content more accessible to a wider audience.
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This guide explains how to configure and use OnApp Cloud through the OnApp Control Panel
management user interface. Depending on your OnApp Cloud license type (free or full), and
how your cloud is configured, you can use the Control Panel to set up your own distributed SAN
and DNS services, using OnApp's companion products and OnApp Storage. All of these
functions are covered in this guide.

https://onappcloud.typeform.com/to/A64Euy#source=0nApp%20Cloud%200verviewlLeave
feedback

1.3.1 API and Integrations

All cloud functionality is controlled via a customizable web interface and is also accessible via
OnAppobds ©Ouwdomprehdndive RESTful JSON API enables full integration of OnApp with
third-party applications.

The OnApp Cloud API integrates cloud services with third parties. It is available in REST
architecture with JSON as the format and Basic HTTP and API Key as the authentication
methods. API methods are available for managing servers, networks, location groups, load
balancers, storage backup and much more. OnApp is a cloud management platform with
solutions that enable service providers to build public, private, hybrid, and VPS clouds in the
datacenter plus CDN solutions.

1.3.1.1 OnApp Integrations

The API makes integration straightforward for other applications too, including other control
panels, CRM, support and billing systems. OnApp Cloud integrates both with popular billing
applications and with PHP applications via a wrapper. At present, the list of the pre-built
integrations includes the following:

1T WHMCS

Hostbill

Ubersmith

AWS

R1Soft Server Backup Manager

Veeam Backup
CDN Billing Tool

Standby Control Panel Server

= =4 -4 -4 A -a -8 -

StorPool

1.3.1.2 What's Next
1 Learnwhy OnApp APlissogreatatWhy i tdés time vyou fel.l in |l ove

1 If you need OnApp API support, you can visit developer support here, or contact
support directly at info@onapp.com.

1 Check integration modules that are available at Downloads.

9 For a detailed API guide with code samples, see OnApp API Guide.

https://onappcloud.typeform.com/to/A64Euy#source=AP1%20and%20IntegrationsLeave
feedback

1.3.2 Architecture

OnApp software transforms your server and storage hardware into a virtual network system that
employs a KVM compute resource virtualization architecture to control virtual protocols and
security. With this infrastructure in place, OnApp users can host a multitude of secure cloud
servers with more fluidity and control. A schematic of the OnApp architecture is shown below.
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Third Party Application
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OnApp Controller - Backup Storage

Web / APl Interface

Network Datastore

Backup Monitor

Subsystem Manager

Integrated External
Storage Storage

!

Compute Resource
platform Integrated ATAOE / iSCSI

Data Path : / Fibre

Replication
[ striping

t

Virtual Power Virtual Disk Virtual Network

Sub-controller Sub-controller Sub-controller

Physcl sorage

t

https://onappcloud.typeform.com/to/A64Euy#source=ArchitectureLeave feedback

1.3.3 Hardware & Software Requirements

An OnApp installation requires at least two physical machines i one for the Control Panel
server, and the other for the compute resource server. You can have as

many compute resource servers as you need. You will also need storage for your virtual servers
(a data store), and we recommend that you set up a separate server for storing backups and
templates.

1.3.3.1 Suggested Specifications
OnApp License Professional Package

Number of Control 1
Panel (CP) Servers

Separate Database Server/Cluster No
Dedicated Backup Servers 1

Number of Compute Resources 8
(KVM)

Compute Resource Type (Static/ CloudBoot
CloudBoot)
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CP Server

Backup Server

L.."I

Compute Resource

iSCSI SAN

Network Hardware
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Processor 2 x 8 Core CPUs
eg. Xeon e5-2640 v3

Memory 32GB RAM
Disks 4 x 100GB SSD
RAID Configuration RAID 10

Network Adapters Dual port 1Gps + Dual Port
10Gbps
eg. Intel 1350 + X520

Processor 2 x 8 Core CPUs
eg. Intel Xeon €5-2620 v3

Memory 32GB RAM
HDDs 12x2TB SAS
RAID RAID10

Network Interfaces Dual port 1Gbp Intel NIC +
Dual port 10Gbps Intel NIC

Processor 2 x 8 Core CPUs
eg. Xeon e5-2640 v3

Memory 256GB
HDDs8 x 400GB SSD

RAID Controller PCle gen3
eg. PERC H730, 1GB cache

RAID Configuration JBOD

Network Interfaces 4 x 10Gbps
eg.

Type Optional Dual-Controller
Hardware SAN

HDDs 12+ x SSD
RAID Configuration RAID10

2 x High performances switch with: 48 x 10GbE ports, 4 x

40 GbE ports

1.3.3.2

Storage Hardware Requirements
If you are going to use OnApp Integrated Storage, make sure to meet the following

reguirements:

Integrated Storage Platform

f

OnApp Integrated i
Storage can group
together any number of
drives across any
compute resource. We
strongly recommend a
minimum of 2 drives per
compute resource to
enable redundant data
store configurations.

Local Storage Only Enterprise SAN

minimum 1 1 centralisedBlockStorage
dedicated SAN (iSCSI, ATA over
partition in each Ethernet or Fibre Channel)
compute accessible to every compute
resource resource

separate disk 1 atleast 1 dedicated 1GBit/s
from the primary NIC assigned per compute
OS drive resource for the SAN
recommended
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Integrated Storage Platform  Local Storage Only Enterprise SAN

1 Atleast 1 dedicated 1 multiple NICs bonded or
NIC assigned per 10GBit/s ethernet
compute resource recommended
for the storage network
(SAN)

1 IGMP snooping must be
disabled on storage
switch for storage
network

1.3.3.3 Hardware Requirements for HA
For information about hardware requirements for High Availability, refer to the Suggested
Specifications section of Get Started for Clouds with High Availability guide.

See also:
T Architecture

I Zone Types
1 APl and Integrations

https://onappcloud.typeform.com/to/A64Euy#source=Hardware%20and%20Software%20Requir
ementsLeave feedback

1.3.4 Main Components & Features

OnApp cloud handles cloud deployment, VS deployment, VS management & resource
allocation, compute resource and SAN management, failover, user management, billing, self-
provisioning, CDN and DNS, and other associated functions. Here's a brief description of the
main components and features of the OnApp installation.

1.3.4.1 Servers

There are two required server types in an OnApp configuration i compute resource servers and
the Control Panel server. OnApp also requires storage devices for templates, virtual servers,
and backups.

1.3.4.1.1 Control Panel Server
The Control Panel server hosts the OnApp user interface and manages all the processes
controlled by OnApp.

The Control Panel server:

Provides a web-based user interface

Assigns a virtual server to a compute resource
Creates/starts/stops/deletes virtual servers
Resizes CPU and storage

Manages virtual servers through a console session
Creates backups of virtual servers

Allows virtual servers to be restored from a backup

= =4 4 A4 A -8 -8 A

Allows the creation of custom templates from virtual server backups, for future
deployment of new virtual servers

1 Displays your CPU usage and network utilization
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1.3.4.1.2 Compute Resources

Compute resources are Xen, KVM, or VMware-powered servers running on bare metal, with
CentOS Linux as the management operating system. This ensures highly efficient use of
available hardware and complete isolation of virtual server processes. The management OS
controls virtual servers as well as handling network/disk connectivity, monitoring, IP address
anti-spoofing and more.

Compute resources:
Provide system resources such as CPU, memory, and network

Control the virtual differentiation of entities such as virtual servers and application data
being delivered to cloud-hosted applications

1 Take care of secure virtualization and channeling of storage, data communications and
server processing

Can be located at different geographical zones
Can have different CPU and RAM

Can be of Virtual, Baremetal, Smart and VPC types. The VPC type indicates the
VMware Cloud Director compute resources

I Can be associated with the data stores, networks and backup servers of the same type
OnApp cloud supports the following compute resource virtualization platforms:

T KVM

 VMware

1 VMware Cloud Director

VMware compute resources operate in a slightly different way. With Xen/KVM, OnApp controls
compute resources directly. With VMware, OnApp controls the VMware vCenter. This allows
vCenter to control the VSs with the full range of VMware functionality, including DRS and
vMotion to ensure that the operation is optimal.

1.3.4.1.3 CloudBoot Compute Resources

CloudBoot functionality is a method of compute resource installation without the presence of a
local disk or other local storage, utilizing the PXE and DHCP servers. CloudBoot Compute
resources are used for smart and baremetal server provisioning. To start using CloudBoot, you
must have Integrated Storage configured and the CloudBoot enabled in the system
configuration first. See CloudBoot Compute Resources section for details.

1.3.4.1.4 Virtual Servers

OnApp gives you complete control of your virtual servers (VSs), and all files and processes
running on those servers. You can start, stop, reboot, and delete virtual servers. You can move
VSs between compute resources with no downtime. OnApp also lets you perform automatic and
manual backups, and restore VSs in case of failure.

When creating a virtual server, you can choose a compute resource server with data store
attached if you wish. If not, the system will search for the available compute resources with
sufficient RAM and storage for that virtual server, and choose the one with the lowest (but
sufficient) amount of RAM available.

You can monitor the CPU usage of each virtual server and the network utilization of each
network interface. This helps you decide if and when to change the resources available to each
VS. OnApp also provides detailed logs of all tasks which are running, pending, have failed, or
have been completed.

1.3.4.1.5 Smart Servers

Smart servers are dedicated entities based on CloudBoot compute resources with passthrough
enabled. Smart servers are created and managed exactly the same as virtual servers, except
only one smart server can be deployed per compute resource. Smart servers can be organized
into zones to create different tiers of service - for example, by setting up different zones for
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smart appliances, with limits and prices specified per zone. Smart appliance zones can also be
used to create private clouds for specific users.

1.3.4.1.6 Baremetal Servers

Baremetal servers are physical servers that reside directly on the hardware without the
virtualization layer. Namely, a baremetal server is a compute resource that runs on the OS
installed. Baremetal compute resources cannot have more than one baremetal server located
onit.

1.3.4.2 Storage Devices

For VS template and backup storage we recommend that you set up a separate server with
SSH (preferred) or NFS (for high-end NAS). However, in a CloudBoot environment or for a
small scale installation, you can use the Control Panel server to host the templates and
backups.

You will also need a storage platform for virtual server disk storage. OnApp provides an
integrated storage platform that enables you to expose local storage drives across compute
resources as a distributed block SAN with full redundancy and failover properties. Additionally,
you can use any block based storage platform, such as local disks in compute resources, an
Ethernet SAN such as iSCSI or AoE, or hardware (fiber) SAN. Storage Area Networks are core
segments of the cloud system, and OnApp can control their physical and virtual routing. This
control enables seamless SAN failover management, including SAN testing, emergency
migration, and data backup.

1.3.4.3 Networks

With OnApp you can create complex networks between virtual servers residing on a single host,
or across multiple installations of OnApp. You can configure each virtual server with one or
more virtual NICs, each with its own IP and MAC address, to make them act like physical
servers.

OnApp ensures that each customer has their own dedicated virtual network, isolated and
secure. They can only see their traffic, even if they share the same physical server as another
customer. OnApp enables you to modify network configurations without changing actual cabling
and switch setups. Networks in OnApp can be of Virtual, Baremetal, Smart, and VPC types and
can be associated with compute resources and compute zones of the same type. The VPC type
indicates the VMware Cloud Director networks.

1.3.4.4 Templates

An OnApp template is a pre-configured OS image that is used to build virtual servers. There are
two types of templates for virtual server deployment in OnApp: downloadable templates
provided by OnApp, and custom templates you create from existing virtual servers. The OnApp
template library includes a wide range of VS templates for various distributions of Windows and
Linux, both 32- and 64-bit.

At present OnApp does not support VSs/templates with Active Directory Domain
Controllers.

1.3.4.5 Scalability

OnApp is a highly scalable cloud deployment and management tool that allows you to add and

remove MmMomput e r es o0 u resoersesatdng time tosneedyowr shangirgn d

needs. You can add more CPUs and memory to a specific virtual server to increase its capacity,

and increase the total available RAM and CPU by add;i

1.3.4.6 High Availability
OnApp provides high reliability and availability in a number of ways:

1 Compute resource failover management system & If a compute resource fails,
OnApp's self-healing architecture automatically moves virtual servers to another box.
Compute resources regularly update the control panel with their status. If they do not
return valid data for a period of time, they are marked as offline, and an appropriate
new compute resource is selected for a virtual server to boot there. This process is fully

24


https://docs.onapp.com/display/VCD/.Create+and+Manage+vApp+Networks+v6.7

OnApp Cloud 6.7 Admin Guide

automatic, but may take several minutes. When the crashed compute resource comes
online, it will be again available, but virtual servers previously migrated from it will not
be migrated back.

Virtual servers 8 OnApp keeps virtual servers running even if the Control Panel
server goes offline. In such an event, you won't be able to perform any actions on virtual
servers until access to the Control Panel server has been restored.

Backup mechanisms & There is storage security provided by the backup
mechanisms on both virtual and physical storage. Both automatic and manual backups
provide the ability to capture the current state of a virtual server. You can always
restore the virtual server from a backup if needed. There are also emergency MySQL
backups as part of the disaster recovery system.

High Availability Control Panel 8 OnApp High Availability feature brings new
opportunity to deploy more than one Control Panel within one cloud. This allows to
improve cloud load balancing, minimize server downtime in case of CP issues, and
enhance the scalability of the whole infrastructure. At this stage, OnApp introduces
high availability for the following components:

ul

Background services
CloudBoot

Load Balancer

Redis

Message Queue

O O O O o o o

Database

1.3.4.7 Security
OnApp provides multiple layers of security:

f

Compute resource 8 OnApp is a multi-compute resource cloud system that currently
supports Xen, KVM, and VMware (Hyper-V and other compute resources will be added
in future releases). The first layer of security is provided by the compute resource itself.
For example, Xen provides full isolation between virtual servers and allows each virtual
server to access its own disk only. When a virtual server makes a request for data, it
gets redirected to its correct disk. Xen dictates which virtual servers and resources are
allowed to run or be accessed at any given time.

Firewall 8 In addition to the compute resource security mechanism, there is also an
anti-spoof firewall which resides on the server where you store virtual servers. The
firewall enables the management operating system of the compute resource to examine
packets entering and leaving the virtual server. It blocks packets that do not belong to
the virtual server and accepts those meeting the rules. The firewall prevents IP spoofing
and packet sniffing.

Control Panel 8 Virtual servers in OnApp are completely controlled by the
administrator. Administrators have full root (Linux) or Administrator (Windows) access
to accounts and servers. The Control Panel also lets you assign different levels of user
access to virtual servers, compute resources, consoles and disks.

Network Security is provided by completely isolating virtual servers from each other
using VLANSs. Each customer can be assigned their own VLAN, so using their private IP
they can only access addresses within that VLAN. Using a public IP, they can only
access those boxes which are manually specified, using the Integrated Console.

See also:

f
f

Hardware & Software Requirements

API and Integrations
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https://onappcloud.typeform.com/to/A64Euy#source=Main%20Components%20and%20Featur

eslLeave feedback

1.3.5 Zone Types

OnApp reinforces the role of the types for compute, data store, network and backup server
zones. The following norms apply to existing and new zones and resources:

1 Allindividual resources (compute resources, data stores, backup servers, and
networks) should be assigned to zones. Unassigned resources cannot be used for

virtual server creation.

1 All compute, data store, network and backup server zones have their type which cannot
be changed. The zone's type also defines the type of the resources assigned to it. All
VMware Cloud Director related resources have the VPC type.

1 Resources can be moved from one zone to another, but the zones should be of the
same type. For example, you can move a data store from a data store zone of the
Virtual type to another zone of the Virtual type. However, such a data store cannot be

moved to a zone of the VPC type.

1 Networks, data stores, and backup servers can only be assigned to compute zones and
compute resources of the same type. For example, a network from the Virtual type
network zone can be assigned only to a compute zone of the Virtual type.

Below you can find tables that demonstrate the available zone types depending on the resource

type:
1 Compute Resources and Zones

Compute Resource Type
KVM
VMware
VMware Cloud Director
1 Data Stores and Data Store Zones
Data Store Type
LVM
Integrated Storage
SolidFire
VMware Cloud Director
VMware
1 Networks and Network Zones
Network Type
VMware Cloud Director

Other

Compute Zone Type
Virtual/Smart
Virtual

VPC

Data Store Zone Type
Virtual/Smart
Virtual/Smart
Virtual/Smart

VPC

Virtual

Network Zone Type
VPC

Virtual/Smart/Baremetal

1

Backup Servers and Backup Server Zones

The backups server zones are available for the Virtual and the Smart server type. Any
backup server can be added to a zone of either type. Once the backup server is added
to a zone of a certain type it can be assigned to a backup server zone, compute
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resource, or compute zone of that type only.

1 Backup Resources and Backup Resource Zones
The backup resource zones are available for the Virtual server type. The backup
resource uses a plugin that enables to integrate OnApp with a third-party backup
system. Once the backup resource is added to the backup resource zone, the
later should be assigned to a compute zone that includes a compute resource on which
run virtual servers that should be backed up.

See also:

9 Data Stores Settings

1 Data Store Zones Settings

T Compute Zones

T Compute Resource

9 Backup Server Zones Settings

T  Network Zones

https://onappcloud.typeform.com/to/A64Euy#source=Zone%20TypesL eave feedback
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2 What' s New in OnApp Cloud 6.7

The OnApp Cloud 6.7 Edge 1 provides new features and improvements. You can find the list of
all key enhancements at Release Notes.

2.1 Updated Ul

We updated the user interface with the new look and feel for a number of pages. This version of
the user interface is aimed to improve the user experience.

2.2 DB Partitioning
Added month-based range partitioning to the billing_statistics_hourly database table, which

reduces the time for processing billing statistics queries up to five times as much and decreases
the probability of issues related to the performance of the database.

2.3 User Accounts and User Groups

Now, you can view the list of IP addresses assigned to a user and a user's virtual servers, as
well as the list of IP addresses assigned to a user within a particular user group and the list of IP
addresses assigned to all the virtual servers of users within a user group.
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2.4 Manage SSH Keys

Improved the SSHkeysfunct i onal i ty with the option to view an S
date at the SSH-Keys page and added the Name option at the Create SSH-Key and Edit SSH-
Key pages.

2.5 Virtual Server Disks

Now, you can make the vDisk size smaller than the template's disk size the VS is built on.

2.6 Virtual Server Recovery Points

After creating a Veeam recovery point, you can see its size synchronized from Veeam to OnApp
Control Panel.

2.7 Bucket and Access Control

Now, the user with the Administrator role and the Show Empty Values permission turned on can
view empty values in the access control and rate card of any bucket.
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2.8 NSX-T Edge Gateway
In the Allocated IPs step of the NSX-T edge gateway creation wizard, added the IP Range

option allowing you to select the range of available IP addresses and the Available IPs option
you can use to configure sub-allocated IPs.

2.9 NSX-T IPSec VPN

Added the new functionality NSX-T IPSec VPN tunnels that allows using the secure connection
between private and cloud networks.

2.10NSX-T NAT Rules

Improved the NSX-T NAT rules functionality with the option to edit an NSX-T NAT rule and
added a new group of the NSX-T NAT Rules permissions, which allow creating, updating,
deleting, and viewing NSX-T NAT rules.

2.110rchestration Models

Added the ability to apply NSX-T provider resource pools in orchestration models that allows
using the NSX-T technology when creating and deploying orchestration models.
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2.12Migrate VM from vCenter to KVM with Windows Server

2022

Added the Windows Server 2022 option which you can select in the Distribution box at the
Migrate to KVM page when migrating a virtual server from a vCenter instance to a KVM
compute resource.

https://onappcloud.typeform.com/to/A64Euy#source=What's%20NewLeave feedback

2.130nApp 6.7

Updated:

1

User Accounts: added the View IP Addresses Assigned to User and View IP Addresses
Assigned to User's Virtual Servers sections; updated and renamed the Add SSH Key
section to the Manage SSH Keys section.

User Groups: added the View User Group Details section.

OnApp Permissions: updated with the new Resize the disk below minimum set by
Template permission; added new Show Empty Values permission; deleted the Show
Networks on Virtual Server creation, Show Network Zones on Virtual Server creation,
Show Data Stores on Virtual Server creation, Show Data Store Zones on Virtual Server
creation permissions.

Manage Virtual Server Recovery Points: deleted information about the impossibility of
viewing the size of a Veeam recovery point in OnApp Control Panel in the View
Recovery Points section.

Create and Manage Auto Backup Presets: updated the Create Auto Backup Preset and
Edit Auto Backup Preset section.

Instance Packages: updated the Add instance packages to your cloud section with new
information about the capacity to set the maximum value of bandwidth up to 1,000 GB.

Disks Settings: updated the Edit Disk section with the ability to make the disk size
smaller than the template's disk size the VS is built on.

Create and Manage Networks: updated the Delete Network section with the information
about the impossibility of deleting a vCenter network.

Edit System Configuration: updated the Time of hourly statistics storage (months)
parameter with the correct default minimum value, which is now 2.

https://onappcloud.typeform.com/to/A64Euy#source=Document%20RevisionsLeave feedback
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3 Cloud Configuration

Learn how to configure your own cloud: create different server types and their components.
Hover over a button to view a short explanation of a term. Click the button to get to the
necessary page.

https://docs.onapp.com/display/TEST2/Service+CatalogService Catalog

https://docs.onapp.com/display/TEST2/Create+Virtual+ServerVirtual Servers

https://docs.onapp.com/display/TEST2/Create+Application+ServerApplication Servers

https://docs.onapp.com/display/TEST2/Create+Load+BalancersLoad Balancers

https://docs.onapp.com/display/TEST2/Create+Edge+AcceleratorEdge Accelerator

https://docs.onapp.com/display/TEST2/Create+OVA+Virtual+ServerOVA Virtual Servers

https://docs.onapp.com/display/TEST2/Create+ISO+Virtual+Server|SO Virtual Servers

https://docs.onapp.com/display/TEST2/Create+Smart+ServerSmart Servers

https://docs.onapp.com/display/TEST2/Create+Baremetal+ServerBaremetal Servers

https://docs.onapp.com/display/TEST2/Create+Compute+ResourcesCompute Resources

https://docs.onapp.com/display/TEST2/Create+Compute+ZonesCompute Zones

https://docs.onapp.com/display/TEST2/Create+and+Install+ TemplatesTemplates

https://docs.onapp.com/display/TEST2/Create+RecipesRecipes

https://onappcloud.typeform.com/to/A64Euy#source=Cloud%20ConfigurationlLeave feedback

3.1 Service Catalog

1 You need to have the Any action related to service catalog permission enabled to
access the service catalog.
1 You need to have the corresponding permissions to create new entities.

The service catalog page gives you quick access to the creation wizards of most common
OnApp entities at Control Panel > Cloud > Service Catalog. You can create the following
components using the service catalog:

 Virtual Server

Application Server

Load Balancer
Smart Server

Baremetal Server

EC2 Instance

= =4 -4 -4 -2 -2

Edge Accelerator

See also:
T  OnApp Cloud Overview

1 Appliances
1T AWS
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3.2 Create Virtual Server

Virtual servers are created from templates and are deployed on compute resources that provide
them with CPU, disk, network, and other necessary resources. To create a virtual server, you
need to launch a wizard. The wizard walks you through several steps to get your virtual server
up and running. In this document, you can find a detailed guide on how to create a virtual
server, but first take a look at the following section.

3.2.1 Before You Begin
Before you begin to create a virtual server, take into consideration the following:

1 You should have at least one compute resource configured and attached to a compute
Zone, a data store i to a data store zone and compute resource or zone, a network i to
a network zone and compute resource or zone, a backup server i to a backup server
zone and compute resource or zone, and a bucket 1 to a user who creates a virtual
server.

1 The selected template should reside on a backup server attached to a compute
resource or zone on which you want to build a virtual server.

Learn more about the limitations of OnApp templates in the_Templates guide.

An Estimated Price per Hour in the wizard might be inaccurate if you don't have
necessary permissions enabled, such as Show Compute Zones/Compute Resources
on Virtual Server Creation; and if you select the Any option for network resources.

To create a virtual server, follow the next procedure:1

Go to your Control Panel > Cloud > Virtual Servers.2

Click the + or Create Virtual Server button to launch the wizard.3
Follow the step-by-step instructions below to complete the wizard.4

After you are finished, click the Create Virtual Server button.

3.2.2 Cloud Locations

The Cloud Locationsst ep i s available for users whose
assigned to location groups. If Cloud Locations are not available, the wizard starts from

the Templates step. The Cloud Locations step is present in the wizard if the following
requirements are satisfied:

1 All compute zones that are added to a user's bucket are assigned to location groups.

I Compute zones that are added to a user's bucket are not assigned to the same location
group.
When you are the Cloud Locations step, select a location for your virtual server:
1 Country - select a country where the cloud is located
1 City - select a city from the country where the cloud is located
Click Next.

3.2.3 Templates

The Templates step allows you to select a template from which to build your virtual server. The
template is extracted when a virtual server is provisioned or when a backup is taken, using this
template. While a template is being extracted, it is locked so that it can't be used simultaneously
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in other transactions. After the extraction is finished, the template is unlocked. If another

transaction requires the locked template, the transaction will fail after five minutes of standby. If

a transaction that locked a template eventually failed, it means that the extracted template is
broken. The templates are stored at /onapp/templates/your_template.tgz , extracted
templates i at /onapp/backups/templates/your_template , and locked templates i at
/onapp/backups/templates/your_template.lock

To select a template, follow the next procedure:

1. Click a Template Store icon on the left to see templates that are available in this store
You can see the following details for each template:

0 Label
o0 Min memory size that is required to create a VS from this template

0 Min disk size that is required to create a VS from this template

There are three minimum disk space requirements:
A Linux -5GB
A Windows - 30 GB
A Jumpbox - 9 GB

Sizes for custom templates or templates with additional software installed could
differ from the above.
If the minimum disk space is not met, virtual server will fail to build.

0 Virtualization type

Starting from OnApp 6.5, we do not support Xen virtualization type.

o Estimated Price per Hour that is calculated for a VS in Mode ON and Mode
OFF

2. Click a template to select it.

3. Click Next to proceed.

Additional Information for Windows Templates

The Windows Licensing Type box appears for Windows templates and includes license
options that you configure for a corresponding template store. You can select one of the
following license types:

1 MAK - the default licensing type applicable to all Windows-based virtual servers. If
you don't select the licensing type, MAK is set by default.

1 KMS - the licensing type applicable to every virtual server since Windows 7,
Windows Server 2008, and the following Windows versions. Click KMS and then
select a licensing Server.

I User license - type your license key

When you create a virtual server from a Windows template, consider the following:

1 You can create Windows-based virtual servers without running Sysprep. Disable
the Run Sysprep option while creating or editing a destination compute zone.

1 If multiple virtual servers are deployed from the same template without running
Sysprep, they will have identical security identifiers (SIDs) that can result in the
system conflict.

1 You can't select KMS or your own license when you create a Windows virtual
server from a custom template. As a workaround, you can create a virtual server
from a template used for custom template creation.
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You can build a Windows 10/Windows Server 2016 virtual server on KVM

CentOS 6 and CentOS 7 compute resources that run at least on the following
processor:
0 vy Bridge Intel® Xeon® Processor E Series v2 Family
0 AMD Opteron G2, G3, G4, G5, and G6
o0 The fsgshase CPU flag is required for a destination compute zone. For
more information on CPU flags, see Manage Extended CPU Configuration
for Compute Zone.

3.2.4 Properties

There are some obligatory and optional properties that you can provide for your virtual server.
The obligatory properties are marked with an asterisk on the list and the optional properties you
can edit after creating a virtual server.

Enter the following properties for your virtual server:

f
f

Label* - enter a label of the virtual server

Hostname* - enter a hostname of the virtual server. The hostname can consist of letters
[A-Z a-z], digits [0-9], and dash [ - ]. For more info on hostname validation, refer to RFC
documentation.

Additional Consideration for Windows
The following symbols are not allowed for Windows-based virtual servers:

= =4 -4 -2

percent [%]

quotation mar ks [ A A]
angle brackets [<>]

vertical bar [ | ]

caret [V]

ampersand [&]

O O O O o o o

parentheses [()]

Domain - enter a domain of the virtual server. For example, in test.onapp.com the test
is a hostname and onapp.com is a domain. If you don't enter a domain, the default
value localdomain is used as follows test.localdomain. This parameter is not applicable
to Windows virtual servers.

Time zone (Windows) - select a time zone for a Windows virtual server. Most operating
systems implies that the hardware clock is in UTC, however, Windows implies a
localtime. Therefore, you need to select a time zone for it to be properly handled on a
compute resource level.

Password - enter a secure password for the virtual server. It can consist of 6-99
symbols, including letters [A-Z a-z], digits [0-9], dash [ - ], underscore [ _ ], and the
following special characters: ~!' @ #$*_-+="W\{}[]:;"',.?/. You can use both
lower and uppercase letters. If you don't enter a password, it will be generated
automatically.

Password confirmation - repeat the password to confirm it
Encrypt password - move the slider to the right to encrypt your password
Encryption passphrase - enter a passphrase for encryption

Encryption passphrase confirmation - repeat the passphrase for encryption
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For more information on the password encryption, see FAQ.

Click Next.

3.2.5 Resources

You can create a virtual server from a ready-made instance package or select all the necessary
resources manually. The availability of instance packages depends on your permissions and
bucket settings. Therefore, the Resources step can provide two options: Instance Packages
or Create Your Own. If you select an instance package, then click the Create Your Own tab
and proceed to the next step, the system applies resources from Create Your Own even if you
don't select any resources.

Instance Packages
Before you create a virtual server from an instance package, consider the following:

1 If an instance package applies only to certain compute zones in a bucket, a virtual
server is created on one of the compute resources within one of those zones. If an
instance package is not limited to certain zones, the compute zone and compute
resource are selected automatically from the ones available to a user.

1 Instance package virtual servers can be created only in compute zones where all
compute resources are assigned the same number of CPU units. If there are compute
resources with different number of CPU units, it's not possible to create instance
package virtual servers in such zones. The reason is that CPU priority for instance
package virtual servers in this configuration cannot be set to 100%, which is the default
value for such virtual servers.

1 If there are no available IP addresses, all instance packages are dimmed in the wizard.
Auto-scaling is not supported for virtual servers created from instance packages.

Instance packages that have resources incompatible with the available compute zones
are dimmed in the wizard.

To create a virtual server from an instance package, click a box for a corresponding package.
The instance package box includes the following details:

1 Memory - the number of RAM in MB or GB available in the instance package
i CPUs - the number of CPU cores available in this instance package
1 Disk Size - the number of disk size in MB or GB available in this instance package
1 Bandwidth - the number of bandwidth in MB or GB available in this instance package
1 Price per Hour:
0 Mode ON - an estimated hourly price if the virtual server is powered on
0 Mode OFF - an estimated hourly price if the virtual server is powered off
1 Price per Month:
0 Mode ON - an estimated monthly price if the virtual server is powered on
0 Mode OFF - an estimated monthly price if the virtual server is powered off
After you click an instance package box, it becomes highlighted in green. Click Next to
proceed to the following steps of the wizard.

3.2.5.1 Create Your Own
You can define the following resources for your virtual server:
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3.25.1.1 Compute Resources
1 Compute Zone - a compute zone where to build the virtual server

1 Compute Resource - a compute resource from the compute zone. The compute
resource may be selected automatically according to the Virtual Server Provisioning.

If the Show Compute Zones/Compute Resources on Virtual Server Creation permissions are
disabled, users cannot select compute resources for a virtual server. The compute zone and
resource are set automatically according to a virtualization type and other selected resources.
The data store is set automatically according to the selected compute zone.

3.2.5.1.2 Resources
Select the following RAM and CPU resources for a virtual server:

1 RAM - enter the number of RAM. The maximum number depends on your bucket
settings and virtualization type.

If you create a FreeBSD virtual server, set RAM to 512 MB. You can increase
RAM later while editing the VS.

1 CPU Cores - enter the number of CPU cores. For KVM compute resources, this
parameter sets CPU sockets by default, unless CPU Topology is enabled. When CPU
Topology is enabled, this number specifies how many virtual cores the virtual server will
have.

1 CPU Priority (or CPU Units) - enter the number of CPU Priority in %. If CPU Units are
enabled on a user's bucket, the CPU Priority is replaced with CPU Units. Refer to Billing
Calculation for details on CPU Units and CPU Priority.

The following options are available only for virtual servers based on KVM, providing that a
user has the Enable CPU Topology permission:

1 Use CPU Topology - move the slider to the right to enable CPU Topology

i CPU Sockets - enter the number of how many sockets the CPU cores should be
arranged into. This value will affect the number of cores_per_socket.

How to determine a correct number of CPU Sockets.
If CPU Topology is enabled, the CPU cores indicate a number of vCPUs - the
maximum value that can be arranged into CPU sockets and cores per socket. If
CPU Topology is disabled, the CPU cores indicate the CPU sockets value with
one core per socket. When you enable CPU Topology, the following logic is
applied to calculate CPU capacity:
9 You enter the total number of CPU cores and CPU sockets.
9 The value of cores_per_socket is calculated automatically by the formula
VCPUs = cpu_sockets x cores_per_socket.
I As aresult, if you set eight CPU cores and two CPU sockets, the
cores_per_socket value will be set to four.

Primary Disk

Select the following properties for a primary disk:
1 Primary data store - select a data store for a primary disk
1 Primary disk size - enter a size for a primary disk

Swap Disk

Select the following properties for a swap disk:
1 Swap data store - select a data store for a swap disk

1 Swap disk size - enter a size for a swap disk
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1 Disable - select the checkbox to disable a swap disk
You cannot add a swap disk to a Windows-based virtual server.
Network Configuration
Before you apply network configuration, consider the following:

1 When you create a virtual server in Federation, you cannot set a network port speed to
a value greater than indicated by a seller while adding a zone to Federation.

1 Since not every application supports IPv6, at least one IPv4 address must be allocated
to a primary network interface.

1 The Show only my IP addresses checkbox appears only if you select a specific
network, not Any network.

I The Selected IP address option is available in the wizard if it is enabled via Admin >
Settings > Configuration > System > Show IP address selection for new VS.

Network Interface 1
1 Network - select a network from which the VS should get the IP address
1 IP net - select an IP net from which the IP address should be assigned
1 IPrange - select an IP range from which the IP address should be assigned
9 IP address - select an IP address to be assigned to the VS

The first IP address you add will be marked as primary for the VS. You can
further edit the IP addresses assigned to VS.

Show only my IP addresses - select the checkbox to view only your own IP addresses

Selected IP address - if the option is available, you can also assign an IP address for
the VS from the drop-down menu. Indicate compute resource and network to have the
list of available IPs.

1 Port Speed - set the port speed for the VS

Click Next to proceed to the following step of the wizard where you can add recipes or service
add-ons.

3.2.6 Recipes or Service Add-ons

During this step, you can assign service add-ons or recipes to your virtual server. The
availability of service add-ons or recipes depends on your cloud configuration.

3.2.6.1 Service Add-ons
Service add-ons are available under the following conditions:

1 The Replace Recipes with Service Add-ons on VS Creation permission is enabled.
9 Service add-on groups are available in a bucket.

1 The On Provisioning option is enabled for all or some of the service add-ons available
to you within a bucket.

If these conditions are not satisfied, you will see the Recipes step instead.

You can create a virtual server without service add-ons and add them afterwards. To assign a
service add-on to your virtual server in the wizard, follow the next steps:

1. Click a service add-on group on the left to expand the list of service add-ons on the
right. You can see the following details about each service add-on:

o Label
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0 Description
o Price per hour
o Compatible with, for example, Unix, Windows, etc

2. Click the service add-on to select it. You can select several add-ons from different
service add-on groups. Click View Selected Add-ons to see the list of selected service

add-ons. To remove the selected service add-on from the list, click the I:I button.

3. Click Next to proceed to the final step of the wizard.

3.2.6.2 Recipes

The Recipes step is available in the wizard if there are some recipes created in the cloud. You
can create a virtual server without a recipe and add them afterwards. To assign a recipe to your
virtual server in the wizard, follow the next steps:

1. Drag and drop a recipe from the Available recipes to Assigned for provisioning box.

2. To add a custom variable, click the "+" button next to Custom Recipe
Variables and provide the following details:

o Name & Value - enter a name and value for the custom variable
o0 Enabled - move the slider to the right to allow use of this variable

3. Click Next to proceed to the final step of the wizard.

When building a VS using a recipe, there i
processes: when the VS is up and ready to be used and when the recipe commences.

The delay occurs due to a check performed by the OnApp daemon to ensure that the VS

is provisioned and booted. By that it is meant that booted=true in the database on the
Control server. The delay differs per HV type. Generally (not in VMware or Baremetal

cases), it runs an every-minute check to make sure that the VS is provisioned and then
another one to check if it is booted.

3.2.7 Confirmation
Before you select settings from the final step, consider the following:

I The Enable Autoscale slider can be dimmed in the wizard if you reached the
autoscaling limit in your bucket.

1 For autoscaling to work properly, you need to enable autoscaling in the wizard and
add auto-scaling rules.

1 Youcan Enable Acceleration if the following requirements are satisfied:
0 Accelerator is enabled on the network attached to a virtual server.

0 The Show IP address selection for new VS option is enabled in Admin >
Settings > Configuration.

0 The IP address assigned to a virtual server is in the same network as
Accelerator.

0 Only HTTP is supported. Other protocols, including HTTPS, will be passed
through to the virtual server directly.

The Confirmation step allows you to apply the following settings:

1 Enable Automated Backup - move the slider to the right to create automatic backups
of the virtual server based on the settings from Auto-Backup Presets.
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1 Build Virtual Server - move the slider to the to the right to automatically build the
virtual server. If you don't select this checkbox, you have to build your server manually
after it is created.

1 Boot Virtual Server - move the slider to the right for the virtual server to be started up
automatically.

Enable Autoscale - move the slider to the right to use autoscaling for the virtual server.

1 Acceleration Allowed - move the slider to the right to enable acceleration for the
virtual server.

The Confirmation step also provides the configuration summary of the virtual server, including
information about the template, CPU cores, RAM, disks size, and network. When you are
finished, click the Create Virtual Server button to start the creation process. After you click the
button, several transactions are run to complete the process. You can check a status of each
transaction in Activity Log of the virtual server.

https://onappcloud.typeform.com/to/A64Euy#source=Create%20Virtual%20ServerLeave
feedback

3.2.8 Create ISO Virtual Server

ISO virtual servers are created from the ISOs uploaded to the Control Panel and saved as
specific ISO templates. The ISOs are uploaded at Control Panel > Templates menu. For more
information, refer to the Upload ISOs section of this guide.

To create a virtual server from the ISO:

1. Go to your Control Panel > Cloud > Virtual Servers menu and click + button, or click
the Create Virtual Server button at the bottom of the screen. This will start a VS
creation wizard.

2. Fillin the wizard step by step. Each of these steps is described in the corresponding
sections below.

3. Click the Create Virtual Server button to start the creation process. You will be taken
to the virtual server details screen.

It is required that you perform additional network configuration during ISO installation. For
more information, refer to Confirmation step below.

3.2.8.1 Step 1 of 4. Templates
At this step, choose a specific ISO template from which your virtual server will be built. To
choose a template:

1. Click the ISO template group.
2. Select the template.
3. Click Next.

Proceed to the following steps of the wizard and specify the virtual server properties.

3.2.8.2 Step 2 of 4. Virtual Server Properties
At this step, you need to indicate your virtual server's properties.

Specify the following virtual server properties:
1 Label - the label of the virtual server. The required parameter.

1 Hostname - the hostname of the virtual server. The required parameter. The hostname
should consist of letters [A-Z a-Zz], digits [0-9] and dash [ - ]. For more info on hostname
validation, refer to REC standard documentation.
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Particular characters are not allowed for Windows-based virtual servers:
percent [%]

guotation marks [ A
angle brackets [<>]

vertical bar [ | ]

caret []

ampersand [&]

parentheses [( )]

A ]

=4 =4 -4 _a_a_9_9

1 Domain - specify the domain for this VS. The default value is local domain. This
parameter is not applicable to Windows virtual servers.

For example:

test.onapp.com - specify ' test' as hostname, ' onapp.com’- as domain. If you
leave the domain field blank, the default value ' localdomain®' will be used and
you will get the following - test.onapp.com.localdomain.

I Time zone - set the time zone for the virtual server. This parameter is applicable only to
Windows KVM virtual servers.

1 Password - a secure password for the VS. It can consist of 6-99 characters, letters [A-
Za-z], digits [0-9], dash [ - ] and lower dash [ _ ], and the following special characters: ~
l@#%*_-+="\\{}[]:;',.?/ You can use both lower- and uppercase letters. If
you leave password field blank, it will be generated automatically.

Password confirmation - repeat the password to confirm it.

Encrypt password - move the Encrypt Password slider to the right, to encrypt your
password, then enter an encryption key in the field that appears.

Click Next to proceed to the following steps of the wizard to specify the virtual server resources.

3.2.8.3 Step 3 of 4. Resources

At this step, you can choose to create the virtual server either by selecting a predefined
instance package or by setting your virtual server's resources, such as disk size, network
configuration, and other manually.

I A VS created using instance packages is called an Instance package VS.

1 A VS created by setting resources manually is called a custom virtual server.

Depending on the permissions, this step will display either Instance packages or Create
your own tabs, or both of them.

You are forwarded to the next step from the tab you are currently on. If you select an
instance package and then click on the Create Your Own tab and proceed to the next
step, the system will set the resources from the Create Your Own tab even if you did not
configure any resources there.

3.2.8.3.1 Resources
Instance packages

Note that Instance package VSs can only be created on compute resources within
compute zones where all compute resources are assigned the same amount of CPU
units. If there are compute resources with different amount of CPU units set in a zone, it
will not be possible to create Instance package VSs in such zones. The reason is that
CPU priority for Instance package VSs in this configuration cannot be set to 100%, which
is the default value for such virtual servers.
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If there are no available IP addresses during VS creation, all instance packages will be
grayed out in the wizard.

From this tab, you can choose one of the predefined Instance Packages for your virtual

server. If you select a compute zone that does not have enough resources during virtual server
creation, you will see all instance packages available to you, but those that have resources
incompatible with the chosen compute zone will be grayed out. Grayed out instance packages
cannot be selected.

For each of the instance packages the following details are displayed:

1 Memory - the RAM size (GB) available in the instance package

1 CPUs - the number of CPU cores available in this instance package

1 Disk Size - the disk size available in this instance package

1 Bandwidth - the bandwidth available in this instance package

1 Price per Hour:
0 Mode ON - hourly instance package price for the VS powered on
0 Mode OFF - hourly instance package price for the VS powered off

1 Price per Month:
0 Mode ON - monthly instance package price for the VS powered on
0 Mode OFF - monthly instance package price for the VS powered on

Click the instance package to select it. After that, the instance package you have chosen will be
highlighted in green.

Virtual servers created using instance packages do not support autoscaling.

Create Your Own
Using this tab you can define the resources for your virtual server manually:
Compute Resources

1 Compute Zone - the compute zone to build the VS on.

1 Compute Resource - the specific compute resource to build the VS on. Compute
resource may be selected automatically according to the set provisioning type.

Resources

1 RAM - set the amount of virtual server's RAM. The maximum RAM depends on your
bucket's settings. The maximum RAM that can be assigned to a VS is 168 GB
regardless of the Max RAM value set in the bucket.

i CPU Cores - set the amount of virtual server's CPU cores. For KVM compute
resources, this parameter sets CPU sockets by default, unless CPU topology is
enabled.

1 CPU Priority (or CPU Units) - set virtual server's CPU priority. If the CPU units are
switched on in the bucket for this user, then CPU priority is replaced with CPU units.
Refer to Billing Calculation section for details on CPU units and CPU priority.

The following options are available for VSs based on KVM compute resources only,
providing the Enable CPU topology permission is switched on for the user.

1 Use CPU Topology - move the slider to the right, to set the following parameters:
0 CPU Sockets - set the number of sockets.

0 CPU Threads - set the number of threads per core.
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CPU topology (CPU sockets and CPU threads) is the Labs feature preview. Pay attention
that setting CPU sockets and CPU threads are at your own risk only!
You may face the following problems when setting CPU topology:

il

Currently, you cannot set CPU sockets and threads parameters for existing VSs.

1 After setting, the new parameters won't be shown at the VS details screen.
I Some Linux VSs fail to boot up.

Primary Disk
1 Primary data store - choose a data store for VS's primary disk.
1 Primary disk size - set the primary disk size.
Swap Disk
1 Swap data store - choose a data store for VS's swap disk.
1 Swap disk size - set the swap disk size. There is no swap disk for Windows-based
VSs. In all other cases, swap disk size must be greater than zero.
1 Disable - select the checkbox to disable swap disk creation

Network Configuration

Network Interface 1

Network - choose the network from which the VS should get the IP address

IP net - select from the drop-down list the IP net from which the IP address should be
assigned

IP range - select from the drop-down list the IP range from which the IP address should
be assigned

IP address - select an IP address to be assigned from the drop-down box

The first IP address you add will be marked as primary for the VS. You can
further edit the IP addresses assigned to VS.

Selected IP address - if the option is available, you can also assign an IP address for
the VS from the drop-down menu. Indicate a compute resource and network to have the
list of available IPs.

Port Speed - set the port speed for this VS

Selected IP address option is enabled via the Show IP address selection for new
VS slider on the Admin > Settings > Configuration settings screen (under the
System tab).

You can't select unlimited port speed if the Network Zone is not selected. In this
case the port speed will be 1 by default.

It's possible to create virtual server with unlimited network speed without selecting
a network zone only if you have only one Network Zone assigned to your bucket.

Click Next to proceed to the last step of the wizard.

3.2.8.4 Step 4 of 4. Confirmation
At this step, configure the automation settings. This is the final step of the virtual server creation

wizard.

1 Move the Boot Virtual Server slider to the right if you want the virtual server to be

started up automatically.
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At the Confirmation step you can find the configuration summary of VS, which will be created.
You can view the template's name, RAM size, number of networks, primary disk and swap disk
size, number of cores.

After you set up all parameters, click the Create Virtual Server button to start the creation
process.

When a virtual server is created, you will be redirected to the VS details page. Take the
following steps to finish the ISO installation process:

1. Goto VS Networking tab > IP Addresses.
2. Copy the following data: IP Address, netmask, gateway, resolver (DNS).

3. Goto console, where the ISO installation process is running, and enter copied IP
Address, netmask, gateway and resolver (DNS).

See also:
1ISOs

Manage 1SO Virtual Servers

ISO Virtual Server Networks
ISO Virtual Server Disks
ISO Virtual Server Statistics

= =4 =4 A -2

https://onappcloud.typeform.com/to/A64Euy#source=Create%201S0%20Virtual%20ServerLeav
e feedback

3.2.9 Create OVA Virtual Server

OVA virtual servers are created from the OVAs uploaded to the Control Panel and saved as
specific OVA templates. The OVAs are uploaded at Control Panel > Cloud > Templates menu.
For more information, refer to the Upload OVAs section of this guide.

To create a virtual server from the OVA:

1. Go to your Control Panel > Cloud > Virtual Servers menu and click + button, or click
the Create Virtual Server button at the bottom of the screen. This will start a VS
creation wizard.

2. Fillin the wizard step by step. Each of these steps is described in the corresponding
sections below.

3. Click the Create Virtual Server button to start the creation process. You will be taken
to the virtual server details screen.

3.2.9.1 Step 1 of 4. Templates
At this step, choose a specific OVA template from which your virtual server will be built.

To choose a template:

1. Click the OVA template group.

If you do not see OVA template group in the Template store, go to your Profile >
Bucket tab and check Limits for template store section. If OVA template group is
missing, add it by clicking + button in the upper right corner of this section.

2. Select the template.
3. Click Next.
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Licensing Type for Windows VSs
Choose the license type you require:
1 For the KMS type, choose the licensing server
1 For your own license, type your license key
If you don't specify the licensing type, MAK licensing will be set by default.
Consider the following when creating a VS on Windows templates:

9 Itis possible to deploy Windows virtual servers without running sysprep. To do so, you
need to disable the Run Sysprep option for the compute zone the virtual server will be
built on. See Create Compute Zone section for details.

1 If there are several virtual servers simply deployed from the same template in the cloud,
they will have identical SIDS. This will result in the system conflict.

Windows 10/Windows Server 2016 Virtual Servers
If you want to build Windows 10/Windows Server 2016 VSs, the following limitations
apply to KVM compute resources:
1 Windows 10/Windows Server 2016 VSs can be built on the CentOS 6/CentOS 7
compute resources with the following CPU models:
0 atleast Ivy-Bridge-based Intel Xeon E series v2
0 Opteron G2, G3, G4, G5, and G6
1 CPU flag 'fsgsbase’ is required. For more information on CPU flags refer to Manage
Extended CPU Configuration for Compute Zone.

Proceed to the following step of the wizard and specify the virtual server properties.

3.2.9.2 Step 2 of 4. Virtual Server Properties
At this step you need to indicate your virtual server's properties.

Specify the following virtual server properties:
1 Label - the label of the virtual server. The required parameter.

1 Hostname - the hostname of the virtual server. The required parameter. The hostname
should consist of letters [A-Z a-Z], digits [0-9] and dash [ - ]. For more info on hostname
validation, refer to REC standard documentation.

Particular characters are not allowed for Windows-based virtual servers:
percent [%]

guotation mar ks [
angle brackets [<>]

vertical bar [ | ]

caret [Y]

ampersand [&]

parentheses [()]

A ]

=a =4 —-a_a_9a_9_-2

1 Domain - specify the domain for this VS. The default value is localdomain. This
parameter is not applicable to Windows virtual servers.

For example:

test.onapp.com - specify ' test' as hostname, ' onapp.com'- as domain. If you
leave the domain field blank, the default value ' localdomain' will be used and
you will get the following - test.onapp.com.localdomain.

1 Password - a secure password for the VS. It can consist of 6-99 characters, letters [A-
Za-7], digits [0-9], dash [ - ] and lower dash [ _ ], and the following special characters: ~
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l@#%*_-+="W\{}[]:;",.?/ Youcan use both lower- and uppercase letters. If
you leave password field blank, it will be generated automatically.

The password, set at this step, will overwrite the password specified in OVA file.

Password confirmation - repeat the password to confirm it.

Encrypt password - move the Encrypt Password slider to the right, to encrypt your
password, then enter an encryption key in the field that appears.

Click Next to proceed to the following step of the wizard to specify the virtual server resources.

3.2.9.3 Step 3 of 4. Resources

At this step, you get two tabs - Instance Packages and Create Your Own. You can not use
instance package (it will be grayed out), as it is already preconfigured package which can differ
from OVA configurations. OVA template already includes resource configurations, which are
imported to the Create Your Own tab. You can change these resource configurations

(except primary disk size).

Compute Resources
Compute Zone - the compute zone where the VS should be imported

Compute Resource - the specific compute resource where the VS from OVA will be
imported. Compute resource may be selected automatically according to the
set provisioning type.

1 RAM - set the amount of virtual server's RAM. The minimum value is the RAM value
taken from OVA file. The maximum RAM depends on your bucket's settings. The
maximum RAM that can be assigned to a VS is 168 GB, regardless of the Max RAM
value set in the bucket.

i CPU Cores - set the amount of virtual server's CPU cores. The minimum value is the
amount of CPU cores specified in OVA file. For KVM compute resources, this
parameter sets CPU sockets by default, unless CPU topology is enabled.

1 CPU Priority (or CPU Units) - set virtual server's CPU priority. If the CPU units are
switched on in the bucket for this user, then CPU priority is replaced with CPU units.
Refer to Billing Calculation section for details on CPU units and CPU priority.

1 Use CPU Topology - move the slider to the right, to set the following parameters:
0 CPU Sockets - set the amount of sockets.
Storage Resources

When you create a VS from the OVA template, you can select different data stores to put disks
on them. During the creation process, all disks are imported from the OVA configuration and
their size cannot be changed. The first disk becomes primary and the next disks will be
numbered in the subsequent order starting from 2 (Disk 2, Disk 3, etc.). When you select a data
store for each of your VS’s disks, pay attention to its price and the total free disk capacity.

How the data store free space is calculated

Case A. There are no limits in the bucket, so the availables pace is fAunl i mited?od.

actual free disk space for each data store is displayed. When you select a data store, the free
space for this data store will decrease by the number of GB of the disk selected.

Case B. There are some limits in the bucket, and only one data store zone is available. In this
case, two options are possible:

1 If the maximum space allowed by bucket is less than the actual available space on the
data store, then the total free disk space for all data stores for this user is
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displayed. When a data store is selected for a disk, the available disk size will decrease
per each data store.

1 If the data store disk space is less than the bucket limit, then the actual free disk space
is displayed. When a data store is selected for a disk, the available disk size will not
decrease.

Case C. There are some limits in the bucket, and several data stores are available. In this case,
the data stores from different zones in the wizard are displayed. The data store free space will
be displayed and calculated similarly to Case B with one exception. When a data store is
selected for a disk from zone A, but there are also data stores in the wizard from zone B, the
available disk size will not decrease for data stores from zone B.

Primary Disk

9 Data Store - choose a data store for VS's primary disk. Each data store free space is
indicated in brackets.

1 Size - fixed primary disk size imported from OVA configuration
Disk 2

1 Data Store - choose a data store for VS's disk. Each data store free space is indicated
in brackets.

1 Size - fixed disk size imported from OVA configuration
Network Configuration
Network Interface 1

When you create a VS from the OVA template, you can select in which network the VS will be
created. The first network becomes Network Interface 1 and the next networks will be numbered
in the subsequent order starting from 2 (Network Interface 2, Network Interface 3, etc.). The
amount of network interfaces will be taken from the OVA configuration. If the OVA has several
network interfaces, you can change the following parameters for each of them.

Network - choose the network from which the VS should get the IP address

IP net - select from the drop-down list the IP net from which the IP address should be
assigned

1 1P range - select from the drop-down list the IP range from which the IP address should
be assigned

1 1P address - assign an IP address for the VS from the drop-down menu. Indicate
compute resource and network to have the list of available IPs.

The first IP address you add will be marked as primary for the VS. You can
further edit the IP addresses assigned to VS.

Be aware, that you should choose only public IP address. Otherwise VS, built
from OVA, will not work properly.

1 Show only my IP address - tick this checkbox to view only own IP addresses in the IP
addresses dropbox.

1 Selected IP address - if the option is available, you can also assign an IP address for
the VS from the drop-down menu. Indicate compute resource and network to have the
list of available IPs.

1 Port Speed - set the port speed for this VS

1 Selected IP address option is enabled via the "Show IP address selection for new
VS" slider on the Settings > Configuration screen (under the System tab).

1 You can't select unlimited port speed if the Network Zone is not selected. In this
case the port speed will be 1 by default.
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It's possible to create virtual server with unlimited network speed without selecting
a network zone only if you have only one Network Zone assigned to your bucket.

Click Next to proceed to the last step of the wizard.

3.2.9.4 Step 4 of 4. Confirmation
At this step, configure the automation settings. This is the final step of the virtual server creation
wizard.

1 Move the Build Virtual Server slider to the right if you want the system to automatically
build the VS. If you leave this box blank, you will have to build your server manually
after it is created.

1 Move the Boot Virtual Server slider to the right if you want the virtual server to be
started up automatically.

At the Confirmation step you can find the configuration summary of VS, which will be
created. You can view the template's name, RAM size, number of networks, primary disk size,
number of cores.

After you set up all parameters, click the Create Virtual Server button to start the creation
process.

When virtual server is created, you will be redirected to VS details page.

You can view VS creation logs at VS details page (activity log section). If ProvisionGRUB
log fails during VS creation, take the following steps:

1. Goto VS console.

2. Log in with credentials, created at step 2 of the VS creation wizard.

3. Run the following command:

jrub2 - install /dev/sda || grub - install /dev/sda

After running the command, reboot the VS.

See also:
1 Manage OVA Virtual Servers
1 OVA Virtual Server Networks
1 OVA Virtual Server Disks
1 OVA Virtual Server Statistics

https://onappcloud.typeform.com/to/A64Euy#source=Create%200VA%20Virtual%20ServerLea
ve feedback

3.2.10 OVA Virtual Server Wizard Beta

OVA virtual servers are created from the OVAs uploaded to the Control Panel and saved as
specific OVA templates. The OVAs are uploaded at Control Panel > Cloud > Templates menu.
For more information, refer to the Upload OVAs section of this guide.

Before You Begin
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If you do not see OVA template group in the Template store, go to your Profile > Bucket
tab and check Limits for template store section. If OVA template group is missing, add it
by clicking the "+" button in the upper right corner of this section.

To create a virtual server from the OVA:

1. Go to your Control Panel > Cloud > Virtual Servers menu and click the "+" button, or
click the Create Virtual Server button at the bottom of the screen. This will start a VS
creation wizard.

2. Fillin the wizard step by step. Each of these steps is described in the corresponding
sections below.

3. Click the Create Virtual Server button to start the creation process. You will be taken
to the virtual server details screen.

3.2.10.1 Step 1 of 6. Templates
At this step, choose a specific OVA template from which your virtual server will be built.

To choose a template:
1. Click the OVA template group.
2. Select the template.
3. Click Next.

Additional information for Windows templates

The Windows Licensing Type box appears for Windows templates and includes license
options that you configure for a corresponding template store. You can select one of the
following license types:

1 MAK - the default licensing type applicable to all Windows-based virtual servers. If
you don't select the licensing type, MAK is set by default.

1 KMS - the licensing type applicable to every virtual server since Windows 7,
Windows Server 2008, and the following Windows versions. Click KMS and then
select a licensing Server.

I User license - type your license key

When you create a virtual server from a Windows template, consider the following:

1 You can create Windows-based virtual servers without running Sysprep. Disable
the Run Sysprep option while creating or editing a destination compute zone.

9 If multiple virtual servers are deployed from the same template without running
Sysprep, they will have identical security identifiers (SIDs) that can result in the
system conflict.

I You can't select KMS or your own license when you create a Windows virtual
server from a custom template. As a workaround, you can create a virtual server
from a template used for custom template creation.

1 You can build a Windows 10/Windows Server 2016 virtual server
on KVM CentOS 6 and CentOS 7 compute resources that run at least on the
following processor:

0 vy Bridge Intel® Xeon® Processor E Series v2 Family

0 AMD Opteron G2, G3, G4, G5, and G6

o0 The fsgshase CPU flag is required for a destination compute zone. For
more information on CPU flags, see Manage Extended CPU Configuration
for Compute Zone.

3.2.10.2 Step 2 of 6. Virtual Server Properties
At this step you need to indicate your virtual server's properties.
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Specify the following virtual server properties:

f
f

Label - the label of the virtual server. The required parameter.

Hostname - the hostname of the virtual server. The required parameter. The hostname
should consist of letters [A-Z a-z], digits [0-9] and dash [ - ]. For more info on hostname
validation, refer to REC standard documentation.

Additional Considerations for Windows
The following symbols are not allowed for Windows-based virtual servers:

f
f

0 percent sign [%]

doubl e quotation mar ks [ f]
brackets [<,>]

vertical bar [[]

caret [Y]

ampersand [&]

O O O o o o

parentheses [(,)]

Domain - specify the domain for this VS. For example, in test.onapp.com the test is

a hostname and onapp.com is a domain. If you don't enter a domain, the default value
localdomain is used as follows test.localdomain. This parameter is not applicable to
Windows virtual servers.

Password - a secure password for the VS. It can consist of 6-99 characters, letters [A-
Za-z], digits [0-9], dash [ - ] and lower dash [ _ ], and the following special characters: ~
l@#%*_-+="\{}[]::;",.?/ You can use both lower- and uppercase letters. If
you leave password field blank, it will be generated automatically.

The password, set at this step, will overwrite the password specified in OVA file.

Password confirmation - repeat the password to confirm it

Encrypt password - move the Encrypt Password slider to the right, to encrypt your
password, then enter an encryption key in the field that appears.

Encryption passphrase - enter a passphrase for encryption

Encryption passphrase confirmation - repeat the passphrase for encryption

Click Next to proceed to the following steps of the wizard to specify the virtual server resources.

3.2.10.3 Step 3 of 6. Compute Resources
At this step, you can configure the following compute resources for your OVA VS:

f

RAM - set the amount of virtual server's RAM.The minimum value is the RAM value
taken from OVA file. The maximum RAM depends on your bucket's settings. The
maximum RAM that can be assigned to a VS is 168 GB, regardless of the Max RAM
value set in the bucket.

CPU Cores - set the amount of virtual server's CPU cores. The minimum value is the
amount of CPU cores specified in OVA file. For KVM compute resources, this
parameter sets CPU sockets by default, unless CPU topology is enabled.

CPU Priority (or CPU Units) - set virtual server's CPU priority. If the CPU units are
switched on in the bucket for this user, then CPU priority is replaced with CPU units.
Refer to Billing Calculation section for details on CPU units and CPU priority.

Use CPU Topology - move the slider to the right, to set the following parameters:
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0 CPU Sockets - set the amount of sockets.
Compute Zone - the compute zone where the VS should be imported

1 Compute Resource - the specific compute resource where the VS from OVA will be
imported. Compute resource may be selected automatically according to the
set provisioning type.

3.2.10.4 Step 4 of 6. Storage Resources
Storage Resources

When you create a VS from the OVA template, you can select different data stores to put disks
on them. During the creation process, all disks are imported from the OVA configuration and
their size cannot be changed. The first disk becomes primary and the next disks will be
numbered in the subsequent order, starting from 2 (Disk 2, Disk 3, etc.). When you select a data
store for each of your VS’s disks, pay attention to its price and the total free disk capacity.

Primary Disk

i Data Store - choose a data store for VS's primary disk. Each data store free space is
indicated in brackets.

1 Size - fixed primary disk size imported from OVA configuration
Disk 2

1 Data Store - choose a data store for VS's disk. Each data store free space is indicated
in brackets.

1 Size - fixed disk size imported from OVA configuration

3.2.10.5 Step 5 of 6. Network Resources
Before you apply network configuration, consider the following: (check this out for OVA virtual
server)

1 When you create a virtual server in Federation, you cannot set a network port speed to
a value greater than indicated by a seller while adding a zone to Federation.

1 Since not every application supports IPv6, at least one IPv4 address must be allocated
to a primary network interface.

1 The Show only my IP addresses checkbox appears only if you select a specific
network, not Any network.

I The Selected IP address option is available in the wizard if it is enabled
via Admin > Settings > Configuration > System > Show IP address selection for new
VS.

When you create a VS from the OVA template, you can select in which network the VS will be
created. The first network becomes Network Interface 1 and the next networks will be numbered
in the subsequent order, starting from 2 (Network Interface 2, Network Interface 3, etc.). The
amount of network interfaces will be taken from the OVA configuration. If the OVA has several
network interfaces, you can change the following parameters for each of them.

Network - choose the network from which the VS should get the IP address

IP net - select from the drop-down list the IP net from which the IP address should be
assigned

1 1P range - select from the drop-down list the IP range from which the IP address should
be assigned

1 IP address - assign an IP address for the VS from the drop-down menu. Indicate
compute resource and network to have the list of available IPs.
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The first IP address you add will be marked as primary for the VS. You can
further edit the IP addresses assigned to VS. Be aware, that you should choose
only public IP address. Otherwise VS, built from OVA, will not work properly.

Show only my IP address - tick this checkbox to view only own IP addresses in the IP
addresses dropbox.

Selected IP address - if the option is available, you can also assign an IP address for
the VS from the drop-down menu. Indicate compute resource and network to have the
list of available IPs.

Port Speed - set the port speed for this VS

Selected IP address option is enabled via the "Show IP address selection for new
VS" slider on the Settings > Configuration screen (under the System tab).

You can't select unlimited port speed if the Network Zone is not selected. In this
case the port speed will be 1 by default.

It's possible to create virtual server with unlimited network speed without selecting
a network zone only if you have only one Network Zone assigned to your bucket.

Click Next to proceed to the last step of the wizard.

3.2.10.6 Step 6 of 6. Confirmation
At this step, configure the automation settings. This is the final step of the virtual server creation

wizard.

1

Move the Build Virtual Server slider to the right if you want the system to automatically
build the VS. If you leave this box blank, you will have to build your server manually
after it is created.

Move the Boot Virtual Server slider to the right if you want the virtual server to be
started up automatically.

At the Confirmation step you can find the configuration summary of VS, which will be created.
You can view the template's name, RAM size, number of networks, primary disk size, number of

cores.

After you set up all parameters, click the Create Virtual Server button to start the creation
process.

When a virtual server is created, you will be redirected to the VS details page.

You can view VS creation logs at VS details page (activity log section). If ProvisionGRUB
log fails during VS creation, take the following steps:

1.
2.
3.

Go to VS console.
Log in with credentials, created at step 2 of the VS creation wizard.
Run the following command:

jrub2 - install /dev/sda || grub - install /dev/sda

After running the command, reboot the VS.

See also:
1 Manage OVA Virtual Servers
1 OVA Virtual Server Networks
1 OVA Virtual Server Disks
T OVA Virtual Server Statistics
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https://onappcloud.typeform.com/to/A64Euy#source=0OVA%20Virtual%20Server%20Wizard%?2
OBetal eave feedback

3.2.11 Virtual Server Creation Workflow

The following scheme describes the steps required to create a virtual server:
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See also:
Virtual Servers

Create Virtual Server

Location Groups

1
1
1
1 Templates

1 Recipes

https://onappcloud.typeform.com/to/A64Euy#source=Virtual%20Server%20Creation%20Worki{l
owl eave feedback

3.2.12 Virtual Server Wizard Beta

Starting with OnApp 6.1, there is a new beta version of the virtual server wizard. You can
access the beta version of the wizard from the top bar on your Control Panel. To launch the
wizard, click Create Virtual Server > Add Virtual Server Beta.

Note that a new beta version of the virtual server wizard is disabled by default. If you want
to enable this version of the wizard, go to on_app.yml file and set the
show_new_wizard parameter to true.

In this section you can find the procedures to create virtual servers in the new wizard, using one
of the following methods:

From Custom Set of Resources

From Instance Package

https://onappcloud.typeform.com/to/A64Euy#source=Virtual%20Server%20Wizard%20Betal ea
ve feedback

3.2.12.1 Create Custom Virtual Server Beta

Virtual servers are created from templates and are deployed on compute, storage, and
networking resources. To create a virtual server, you need to launch a wizard. The wizard walks
you through several steps to get your virtual server up and running. You can create virtual
servers from instance packages or a custom set of resources. In this document, you can find a
detailed guidance on how to create a custom virtual server, but first take a look at the following
section.

3.2.12.1.1 Before You Begin
Before you begin to create a virtual server, take into consideration the following:

1 You should have at least one compute resource configured and attached to a compute
zone, a data store i to a data store zone and compute resource or zone, a network i to
a network zone and compute resource or zone, a backup server i to a backup server
zone and compute resource or zone, and a bucket 1 to a user who creates a virtual
server.

1 The selected template should reside on a backup server attached to a compute
resource or zone on which you want to build a virtual server.

1 You can create a custom virtual server only if you have the Select resources manually
on virtual server creation permission enabled.

1 An Estimated Price per Hour in the wizard might be inaccurate if you don't have
necessary permissions enabled, such as Show Compute Zones/Compute Resources
on Virtual Server Creation; and if you don't select specific options for all resources.
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To create a virtual server, follow the next procedure:1

Go to your Control Panel and click Create Server on the top bar. 2
Click Create Virtual Server Beta to launch the wizard.3

Follow the step-by-step instructions below to complete the wizard.4

After you are finished, click the Create Virtual Server button.

3.2.12.1.2 Cloud Locations

The Cloud Locationsst ep is available for users whose
assigned to location groups. If Cloud Locations are not available, the wizard starts from

the Templates step. The Cloud Locations step is present in the wizard if the following
requirements are satisfied:

1 All compute zones that are added to a user's bucket are assigned to location groups.

1 Compute zones that are added to a user's bucket are not assigned to the same location
group.
When you are at the Cloud Locations step, select a location for your virtual server:
1 Country - select a country where the cloud is located
1 City - select a city from the country where the cloud is located

Click Next.

3.2.12.1.3 Templates

The Templates step allows you to select a template from which to build your virtual server. The
template is extracted when a virtual server is provisioned or when a backup is taken, using this
template. While a template is being extracted, it is locked so that it can't be used simultaneously
in other transactions. After the extraction is finished, the template is unlocked. If another
transaction requires the locked template, the transaction will fail after five minutes of standby. If
a transaction that locked a template eventually failed, it means that the extracted template is
broken. The templates are stored at /onapp/templates/your_template.tgz , extracted
templates T at /onapp/backups/templates/your_template , and locked templates i at
/onapp/backups/templates/your_template.lock

Starting from OnApp 6.5, Xen virtualization type is not supported.

To select a template, follow the next procedure:

1. Click a Template Store icon on the left to see templates that are available in this store.
You can see the following details for each template:

0 Label
0 Min memory size that is required to create a VS from this template
0 Min disk size that is required to create a VS from this template
o0 \Virtualization type that is KVM
o Estimated Price per Hour that is calculated for a VS in Mode ON and Mode
OFF
2. Click a template to select it.
3. Click Next.

Additional Information for Windows Templates
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The Windows Licensing Type box appears for Windows templates and includes license
options that you configure for a corresponding template store. You can select one of the
following license types:

f
1

il

MAK - the default licensing type applicable to all Windows-based virtual servers. If
you don't select the licensing type, MAK is set by default.

KMS - the licensing type applicable to every virtual server since Windows 7,
Windows Server 2008, and the following Windows versions. Click KMS and then
select a licensing Server.

User license - type your license key

When you create a virtual server from a Windows template, consider the following:

1
1

You can create Windows-based virtual servers without running Sysprep. Disable
the Run Sysprep option while creating or editing a destination compute zone.

If multiple virtual servers are deployed from the same template without running
Sysprep, they will have identical security identifiers (SIDs) that can result in the
system conflict.

You can't select KMS or your own license when you create a Windows virtual
server from a custom template. As a workaround, you can create a virtual server
from a template used for custom template creation.

f
f

3.2.12.1.4 Properties

There are some obligatory and optional properties that you can provide for your virtual server.
The obligatory properties are marked with an asterisk on the list and the optional properties you
can edit after creating a virtual server.

Enter the following properties for your virtual server:

Label* - enter a label of the virtual server

Hostname* - enter a hostname of the virtual server. The hosthame can consist of letters
[A-Z a-Z], digits [0-9], and dash [ - ]. For more info on hostname validation, refer to RFC
documentation.

Additional Consideration for Windows
The following symbols are not allowed for Windows-based virtual servers:

percent sign [%]

double quotationmar ks [ fA]
brackets [<,>]

vertical bar [[]

caret [Y]

ampersand [&]

O O O o o o o

parentheses [(,)]

Domain - enter a domain of the virtual server. For example, in test.onapp.com the test
is a hostname and onapp.com is a domain. If you don't enter a domain, the default
value localdomain is used as follows test.localdomain. This parameter is not applicable
to Windows virtual servers.

Time zone (Windows) - select a time zone for a Windows virtual server. Most operating
systems implies that the hardware clock is in UTC, however, Windows implies a
localtime. Therefore, you need to select a time zone for it to be properly handled on a
compute resource level.

Password - enter a secure password for the virtual server. It can consist of 6-99
symbols, including letters [A-Z a-z], digits [0-9], dash [ - ], underscore [ _ ], and the
following special characters: ~! @ #$*_-+="W\{}[]:;",.?/. You can use both
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lower and uppercase letters. If you don't enter a password, it will be generated
automatically.

Password confirmation - repeat the password to confirm it

Encrypt password - move the slider to the right to encrypt your password. For more
information on the password encryption, see FAQ.

Encryption passphrase - enter a passphrase for encryption
Encryption passphrase confirmation - repeat the passphrase for encryption

| want to create a VS with custom resources - select the checkbox to create a virtual
server based on a set of custom resources. If you don't select the checkbox, you can
create a virtual server from instance packages.

Click Next to proceed to the following step of the wizard where you select a custom set of
resources.

3.2.12.1.5 Compute Resources
Before you apply compute configuration, consider the following:

1

If the Show Compute Zones/Compute Resources on Virtual Server

Creation permissions are disabled, you cannot select a compute resource and zone for
a virtual server. The compute resource and zone are set automatically according to

a virtualization type and other selected resources. The data store is set automatically
according to the selected compute zone.

The CPU Topology and CPU Sockets options are available only for virtual servers
based on KVM, providing that a user has the Enable CPU Topology permission.

You can define the following compute resources for your virtual server:

1

RAM - enter the number of RAM. The maximum RAM that can be assigned to a virtual
server depends on the virtualization type, operating system, and bucket settings.

If you create a FreeBSD virtual server, set RAM to 512 MB. You can increase
RAM later while editing the VS.

CPU Cores - enter the number of CPU cores. For KVM compute resources, this
parameter sets CPU sockets by default, unless CPU Topology is enabled. When CPU
Topology is enabled, this number specifies how many virtual cores the virtual server will
have.

CPU Priority (or CPU Units) - enter the number of CPU Priority in %. If CPU Units are
enabled on a user's bucket, the CPU Priority is replaced with CPU Units. Refer to Billing
Calculation for details on CPU Units and CPU Priority.

Compute Zone - a compute zone where to build the virtual server

Compute Resource - a compute resource from the compute zone. The compute
resource may be selected automatically according to the Virtual Server Provisioning.

The following options are available only for virtual servers based on KVM:

f
f

Use CPU Topology - move the slider to the right to enable CPU Topology
CPU Sockets - enter the number of how many sockets the CPU cores should be
arranged into. This value will affect the number of cores_per_socket.

How to determine a correct number of CPU Sockets.
If CPU Topology is enabled, the CPU cores indicate a number of vCPUs - the
maximum value that can be arranged into CPU sockets and cores per socket. If
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CPU Topology is disabled, the CPU cores indicate the CPU sockets value with
one core per socket.

Click Next.

3.2.12.1.6 Storage Resources
You can specify a data store and disk size for a primary and swap virtual disks. You cannot add
a swap disk to a Windows-based virtual server.

3.2.12.1.6.1 Primary Disk
Enter the following properties for a primary disk:

f
f
f

Size - enter a size for a primary disk
Data Store Zone - select a data store zone for a primary disk

Data Store - select a data store for a primary disk

3.2.12.1.6.2 Swap Disk
Select the following properties for a swap disk:

1

f
f
f

Size - enter a size for a swap disk
Data Store Zone - select a data store zone for a swap disk
Disable - select the checkbox to disable a swap disk

Data Store - select a data store for a swap disk

3.2.12.1.7 Network Resources
Before you apply network configuration, consider the following:

f

When you create a virtual server in Federation, you cannot set a network port speed to
a value greater than indicated by a seller while adding a zone to Federation.

Since not every application supports IPv6, at least one IPv4 address must be allocated
to a primary network interface.

The Show only my IP addresses checkbox appears only if you select a specific
network, not Any network.

The Selected IP address option is available in the wizard if it is enabled
via Admin > Settings > Configuration > System > Show IP address selection for new
VS.

Enter the following properties for a network interface:

il

f
f
f
f

Network group - select a network zone for the VS

Network - select a network from which the VS should get the IP address

IP net - select an IP net from which the IP address should be assigned

IP range - select an IP range from which the IP address should be assigned

IP address - select an IP address to be assigned to the VS

The first IP address you add will be marked as primary for the VS. You can
further edit the IP addresses assigned to VS.

Port Speed - set the port speed for the VS or select the Unlimited checkbox
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Click Next to proceed to the following step of the wizard where you can add recipes or service
add-ons.

3.2.12.1.8 Service Add-ons or Recipes
During this step, you can assign service add-ons or recipes to your virtual server. The
availability of service add-ons or recipes depends on your cloud configuration.

3.2.12.1.8.1 Service Add-ons
Service add-ons are available under the following conditions:

1 The Replace Recipes with Service Add-ons on VS Creation permission is enabled.
1 Service add-on groups are available in a bucket.

1 The On Provisioning option is enabled for all or some of the service add-ons available
to you within a bucket.

If these conditions are not satisfied, you will see the Recipes step instead.

You can create a virtual server without service add-ons and add them afterwards. To assign a
service add-on to your virtual server in the wizard, follow the next steps:

1. Click a service add-on group on the left to expand the list of service add-ons on the
right. You can see the following details about each service add-on:

0 Label

o Description

o Price per hour

o0 Compatible with, for example, Unix, Windows, etc

2. Click the service add-on to select it. You can select several add-ons from different
service add-on groups. Click View Selected Add-ons to see the list of selected service

add-ons. To remove the selected service add-on from the list, click the button.
3. Click Next to proceed to the final step of the wizard.
3.2.12.1.8.2 Recipes
The Recipes step is available in the wizard if there are some recipes created in the cloud. You

can create a virtual server without a recipe and add them afterwards. To assign a recipe to your
virtual server in the wizard, follow the next steps:

1. Drag and drop a recipe from the Available recipes to Assigned for provisioning box.

2. To add a custom variable, click the "+" button next to Custom Recipe
Variables and provide the following details:

o Name & Value - enter a name and value for the custom variable
o0 Enabled - move the slider to the right to allow use of this variable

3. Click Next to proceed to the final step of the wizard.

3.2.12.1.9 Confirmation
Before you select settings from the final step, consider the following:

1 The Enable Autoscale slider can be dimmed in the wizard if you reached the
autoscaling limit in your bucket.

1 For autoscaling to work properly, you need to enable autoscaling in the wizard and
add auto-scaling rules.

1 You can Enable Acceleration if the following requirements are satisfied:
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o0 Accelerator is enabled on the network attached to a virtual server.

0 The Show IP address selection for new VS option is enabled in Admin >
Settings > Configuration.

0 The IP address assigned to a virtual server is in the same network as
Accelerator.

0 Only HTTP is supported. Other protocols, including HTTPS, will be passed
through to the virtual server directly.

The Confirmation step allows you to apply the following settings:

1 Enable Automated Backup - move the slider to the right to create automatic backups
of the virtual server based on the settings from Auto-Backup Presets.

1 Build Virtual Server - move the slider to the to the right to automatically build the
virtual server. If you don't select this checkbox, you have to build your server manually
after it is created.

1 Boot Virtual Server - move the slider to the right for the virtual server to be started up
automatically.

Enable Autoscale - move the slider to the right to use autoscaling for the virtual server.

1 Acceleration Allowed - move the slider to the right to enable acceleration for the
virtual server.

The Confirmation step also provides the configuration summary of the virtual server, including
information about the template, CPU cores, RAM, disks size, and network. When you are
finished, click the Create Virtual Server button to start the creation process. After you click the
button, several transactions are run to complete the process. You can check a status of each
transaction in Activity Log of the virtual server.

See also:

Create Instance Package Virtual Server Beta

1
I Template Software Licenses
 Permissions

9 Virtual Servers (API)

https://onappcloud.typeform.com/to/A64Euy#source=Virtual%20Server%20Wizard%20Betal ea
ve feedback

3.2.12.2 Create Instance Package Virtual Server Beta

You can create a virtual server from a ready-made instance package. The instance package is
a preconfigured environment with a specific compute, storage, and network capacity. For
instance packages to be available in the wizard, you need to follow the next procedures:

1 Enable Permissions

9 Add Instance Packages to CP

 Add Instance Packages to Bucket

After you complete these steps, you can create virtual servers from instance packages in the
wizard. The wizard walks you through several steps to get your virtual server up and running. In
this document, you can find a detailed guide on how to create a virtual server, but first take a
look at the following section.

3.2.12.2.1 Before You Begin
Before you begin to create a virtual server from an instance package, take into consideration
the following:
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1 You should have at least one compute resource configured and attached to a compute
Zone, a data store i to a data store zone and compute resource or zone, a network | to
a network zone and compute resource or zone, a backup server i to a backup server
zone and compute resource or zone, and a bucket i to a user who creates a virtual
server.

1 If aninstance package applies only to certain compute zones in a bucket, a virtual
server is created on one of the compute resources within one of those zones. If an
instance package is not limited to certain zones, the compute zone and compute
resource are selected automatically from the ones available to a user.

1 Instance package virtual servers can be created only in compute zones where all
compute resources are assigned the same number of CPU units. If there are compute
resources with different number of CPU units, it's not possible to create instance
package virtual servers in such zones. The reason is that CPU priority for instance
package virtual servers in this configuration cannot be set to 100%, which is the default
value for such virtual servers.

If there are no available IP addresses, all instance packages are dimmed in the wizard.

Instance packages that have resources incompatible with the available compute zones
are dimmed in the wizard.

I Auto-scaling and Accelerator are not supported for virtual servers created from instance
packages.

To create a virtual server, follow the next procedure:1

Go to your Control Panel and click Create Server on the top bar.2
Click Create Virtual Server Beta to launch the wizard.3

Follow the step-by-step instructions below to complete the wizard.4

After you are finished, click the Create Virtual Server button.

3.2.12.2.2 Cloud Locations

The Cloud Locationsst ep i s available for users whose
assigned to location groups. If Cloud Locations are not available, the wizard starts from

the Templates step. The Cloud Locations step is present in the wizard if the following
requirements are satisfied:

9 All compute zones that are added to a user's bucket are assigned to location groups.

1 Compute zones that are added to a user's bucket are not assigned to the same location
group.
When you are at the Cloud Locations step, select a location for your virtual server:
1 Country - select a country where the cloud is located
1 City - select a city from the country where the cloud is located

Click Next.

3.2.12.2.3 Templates

The Templates step allows you to select a template from which to build your virtual server. The
template is extracted when a virtual server is provisioned or when a backup is taken, using this
template. While a template is being extracted, it is locked so that it can't be used simultaneously
in other transactions. After the extraction is finished, the template is unlocked. If another
transaction requires the locked template, the transaction will fail after five minutes of standby. If
a transaction that locked a template eventually failed, it means that the extracted template is
broken. The templates are stored at /onapp/templates/your_template.tgz , extracted
templates i at /onapp/backups/templates/your_template , and locked

templates i at /onapp/backups/templates/your_template.lock
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Starting from OnApp 6.5, Xen virtualization type is not supported.

To select a template, follow the next procedure:

1.

2.
3.

Click a Template Store icon on the left to see templates that are available in this store.
You can see the following details for each template:

0 Label
o0 Min memory size that is required to create a VS from this template
0 Min disk size that is required to create a VS from this template
0 Virtualization type that is KVM
o0 Estimated Price per Hour that is calculated for a VS in Mode ON and Mode
OFF
Click a template to select it.
Click Next.

Additional Information for Windows Templates

The Windows Licensing Type box appears for Windows templates and includes license
options that you configure for a corresponding template store. You can select one of the
following license types:

f
f

f

MAK - the default licensing type applicable to all Windows-based virtual servers. If
you don't select the licensing type, MAK is set by default.

KMS - the licensing type applicable to every virtual server since Windows 7,
Windows Server 2008, and the following Windows versions. Click KMS and then
select a licensing server.

User license - type your license key

When you create a virtual server from a Windows template, consider the following:

f
f

You can create Windows-based virtual servers without running Sysprep. Disable
the Run Sysprep option while creating or editing a destination compute zone.
If multiple virtual servers are deployed from the same template without running
Sysprep, they will have identical security identifiers (SIDs) that can result in the
system conflict.
You can't select KMS or your own license when you create a Windows virtual
server from a custom template. As a workaround, you can create a virtual server
from a template used for custom template creation.
You can build a Windows 10/Windows Server 2016 virtual server on KVM
CentOS 6 and CentOS 7 compute resources that run at least on the following
processor:
0 vy Bridge Intel® Xeon® Processor E Series v2 Family
0 AMD Opteron G2, G3, G4, G5, and G6
0 The fsgsbhase CPU flag is required for a destination compute zone. For
more information on CPU flags, see Manage Extended CPU Configuration
for Compute Zone.

3.2.12.2.4 Properties

There are some obligatory and optional properties that you can provide for your virtual server.
The obligatory properties are marked with an asterisk on the list and the optional properties you
can edit after creating a virtual server.

Enter the following properties for your virtual server:

f
f

Label* - enter a label of the virtual server

Hostname* - enter a hostname of the virtual server. The hostname can consist of letters
[A-Z a-Z], digits [0-9], and dash [ - ]. For more info on hostname validation, refer to REC
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documentation.

Additional Consideration for Windows
The following symbols are not allowed for Windows-based virtual servers:

percent sign [%]

doubl e quotation mar ks [ f]
brackets [<,>]

vertical bar [[]

caret [Y]

ampersand [&]

O O O o o o o

parentheses [(,)]

Domain - enter a domain of the virtual server. For example,

in test.onapp.com the test is a hostname and onapp.com is a domain. If you don't enter
a domain, the default value localdomain is used as follows test.localdomain. This
parameter is not applicable to Windows virtual servers.

Time zone (Windows) - select a time zone for a Windows virtual server. Most operating
systems implies that the hardware clock is in UTC, however, Windows implies

a localtime. Therefore, you need to select a time zone for it to be properly handled on a
compute resource level.

Password - enter a secure password for the virtual server. It can consist of 6-99
symbols, including letters [A-Z a-z], digits [0-9], dash [ - ], underscore [ _ ], and the
following special characters: ~!@ #$* _-+="\{}[]:;',.?/ You can use both
lower and uppercase letters. If you don't enter a password, it will be generated
automatically.

Password confirmation - repeat the password to confirm it

Encrypt password - move the slider to the right to encrypt your password. For more
information on password encryption, see FAQ.

Encryption passphrase - enter a passphrase for encryption
Encryption passphrase confirmation - repeat the passphrase for encryption

| want to create a VS with custom resources - select the checkbox to create a virtual
server based on a set of custom resources. The checkbox is displayed only if the Select
resources manually on virtual server creation permission is enabled. See Create
Custom Virtual Server for details.

Click Next.

3.2.12.2.5 Instance Packages
To create a virtual server from an instance package, click a box for a corresponding package.
The instance package box includes the following details:

il

f
f
f
f

CPUs - the number of CPU cores available in this instance package
Memory - the number of RAM in MB or GB available in the instance package
Disk Size - the number of disk size in MB or GB available in this instance package
Bandwidth - the number of bandwidth in MB or GB available in this instance package
Price per Hour:

0 Mode ON - an estimated hourly price if the virtual server is powered on

0 Mode OFF - an estimated hourly price if the virtual server is powered off

Price per Month:
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0 Mode ON - an estimated monthly price if the virtual server is powered on
0 Mode OFF - an estimated monthly price if the virtual server is powered off

After you click an instance package box, it becomes highlighted in green. Click Next.

3.2.12.2.6 Service Add-Ons or Recipes
During this step, you can assign service add-ons or recipes to your virtual server. The
availability of service add-ons or recipes depends on your cloud configuration.

3.2.12.2.6.1 Service Add-ons
Service add-ons are available under the following conditions:

1 The Replace Recipes with Service Add-ons on VS Creation permission is enabled.
1 Service add-on groups are available in a bucket.

1 The On Provisioning option is enabled for all or some of the service add-ons available
to you within a bucket.

If these conditions are not satisfied, you will see the Recipes step instead.

You can create a virtual server without service add-ons and add them afterwards. To assign a
service add-on to your virtual server in the wizard, follow the next steps:

1. Click a service add-on group on the left to expand the list of service add-ons on the
right. You can see the following details about each service add-on:

0 Label

o Description

o Price per hour

o0 Compatible with, for example, Unix, Windows, etc.

2. Click the service add-on to select it. You can select several add-ons from different
service add-on groups. Click View Selected Add-ons to see the list of selected service

add-ons. To remove the selected service add-on from the list, click the button.
3. Click Next.
Recipes

The Recipes step is available in the wizard if there are some recipes created in the cloud. You
can create a virtual server without a recipe and add them afterwards. To assign a recipe to your
virtual server in the wizard, follow the next steps:

1. Drag and drop a recipe from the Available recipes to Assigned for provisioning box.

2. To add a custom variable, click the "+" button next to Custom Recipe Variables
and provide the following details:

o Name & Value - enter a name and value for the custom variable
o0 Enabled - move the slider to the right to allow use of this variable
3. Click Next.

3.2.12.2.7 Confirmation
The Confirmation step provides the configuration summary of the virtual server, including
information about CPU, memory, and disk size. Here you can also apply the following settings:

1 Enable Automated Backup - move the slider to the right to create automatic backups of
the virtual server based on the settings from Auto-Backup Presets.
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9 Build Virtual Server- move the slider to the to the right if you want the system to
automatically build the virtual server. If you don't select this checkbox, you have to build
your server manually after it is created.

1 Boot Virtual Server - move the slider to the right if you want the virtual server to be
started up automatically.

When you are finished, click the Create Virtual Server button to start the creation process.
After you click the button, several transactions are run to complete the process. You can check
a status of each transaction in Activity Log of the virtual server.

See also:

Instance Packages

1
1 Create Custom Virtual Server
1 Permissions

1 Buckets

https://onappcloud.typeform.com/to/A64Euy#source=Create%20Instance%20Package%20Virtu
al%20Server%20Betal eave feedback

3.3 Create Compute Zones

Compute zones can be used to create different tiers of service and have data stores and
networks attached to them. The combination of compute resource, data store, and network
groups can be used to create private clouds for customers. Compute zones have types which
are inherited by the compute resources in the zone.

3.3.1 Create Compute Zone

Follow the below procedure to create a compute zone for any type of compute resources apart
from VMware. To create a compute zone for VMware compute resources, please, refer to
Create VMware Compute Zone.

After you create a compute zone you need to attach compute resources, networks and
backup servers to it.

Keep in mind that you can attach only those resources that have the same type as the
compute zone.

Do not add CloudBoot and static compute resources, as well as Xen and KVM compute
resources, to one compute zone. The reason is that KVM virtual servers cannot be
migrated to a Xen compute resource.

To create a new compute zone:

1. Go to your Control Panel > Admin > Settings menu and click the Compute
Zones icon.

Press "+" or click the Create Compute Zone button.

3. Onthe screen that follows the parameters you need to input depend on the type of the
compute zone you want to create:

o Create Compute Zone

o Create Virtual Compute Zone

o0 Create Smart Compute Zone

o Create Baremetal Compute Zone

4. Atfter you fill in all the parameters, click the Save button.
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3.3.2 Create Virtual Compute Zone
Label - give your compute zone a name.

Server type - choose the server type from the drop-down box. Choose the virtual server
type to create a Xen, KVM, or CloudBoot zone. Only XEN, KVM and VMware compute
resources can be attached to a zone of this type.

The zone's type cannot be changed after the zone is created.

1 Location group - select the location group to which this compute zone will be assigned.

Release resource type - this option allows you to free up the compute resource
resources and over-commit RAM, CPU and CPU shares by means of the virtual servers
that are shut down. By default, the compute zone is created with the Memory
Guarantee option enabled. In this case the over-committing cannot be used. To enable
resource releasing, choose either the Ballooning or Only Started Virtual Servers option.

o0 Memory guarantee - the actual free compute resource memory is calculated. All
virtual servers residing on the compute resource will be able to start.

o0 Ballooning (KVM Compute resources only) - free compute resource memory is
calculated with the ability to use memory over-committing.

A virtual server may be migrated to another compute resource if there is
not enough memory for it to start up on the compute resource with the
ballooning option enabled.

Do not use the ballooning option if there is at least one edge or storage
server within the compute zone.

When using ballooning option it is impossible to monitor the exact free
compute resource memory as it is a floating value. Therefore, some VS
edit or start actions may fail.

0 Only started Virtual Servers - only the memory of running virtual servers is
calculated.

I Max VS to start at once - specify the maximum number of virtual servers that can be
started simultaneously on a compute resource (5 recommended). This option ensures
that virtual servers with VIP status will be booted prior to other servers.

1 Placement type - specify the compute resource selection algorithm, which will be used
on virtual server provisioning and recovery, per compute zone.

0 Take HV with maximum free RAM (Sparse) - set this type to select the compute
resource with maximum free RAM during the VS recovery. This option allows
you to perform faster migration of virtual servers with a lesser (sparse) number
of iterations during the failover.

This option behaves in different ways, depending on the event:

On provisioning, the round-robin algorithm will be used on compute resource
selection.

On recovery, the compute resource with maximum free RAM will be selected.

0 Take HV with minimum free RAM (Dense)- with this type the system selects the
compute resource with minimum required free RAM. This option allows filling a
compute resource as densely as possible before starting to use the next
compute resource in the zone.

1 Failover timeout - time period for which the iterations will run during the failover if the
compute resource does not respond.

1 CPU units - set the number of CPU units which will be assigned to each compute
resource in this zone by default. Do not apply CPU Units for baremetal servers.
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Set max memory (appears only if the Ballooning release resource type is
selected) - move the slider to the right to enable a max memory parameter for virtual
servers within the compute zone

When you enable the Set max memory option, the limit for VSs is calculated as
follows:
Max Memory Limit = Memory x Compute Resource Max Memory Rate
Where:
1 Memory - the amount of RAM currently allocated to a virtual server
1 Compute Resource Max Memory Rate - the default max memory rate is
eight (8). To modify the default max memory rate, change a value of
the kvm_max_memory_rate parameter in the on_app.yml file.
If the calculated max memory limit is more than 90% of free RAM available on a
compute resource, then the limit is equal to 90% of free RAM available on the
compute resource.
You can customize a max memory limit for a particular virtual server. For more
information, refer to Set Max Memory.

CPU guarantee - move the slider to the right to ensure there is enough CPU on the
compute zone to create a new VS.

Run sysprep - move the slider to enable Windows virtual server deployment

with running sysprep. If there are several simple deployed virtual servers from the same
template in the cloud, having identical SIDS, joined to the Active Directory Domain, it
will provoke the system conflict.

It is not possible to set VS password when creating a Windows-based VMware
virtual server without running a sysprep.

Extended CPU Configuration - move the slider to the right to enable extended CPU
flags for all compute resources added to this compute zone.

Instance Package VSs - move the slider to the right if you want the zone to be used
when creating Instance Package VSs only. If you enable this option, the zone will not
be available in the virtual server creation wizard's Resources step for custom VSs (VSs
built by setting resources manually). If this slider does not appear, this zone is
inappropriate for creating Instance Package VSs.

Note that Instance Package VSs can only be created on compute resources
within compute zones where all compute resources are assigned the same
amount of CPU units. If there are compute resources with different amount of
CPU units set in a zone, it will not be possible to create Instance Package VSs in
such zones. The reason is that CPU priority for Instance Package VSs in this
configuration cannot be set to 100%, which is the default value for such virtual
servers.

Use Local Read Path - move the slider to the right to minimize the network throughput
dependency for read heavy workloads. When the Use Local Read Path option is
enabled, reads go over the local software bridge to a local replica of the data rather
than traverse a physical NIC + switch. This parameter is Integrated Storage related.

Custom Config - specify any custom commands you want to run when a compute zone
is booted.

3.3.3

Create Smart Compute Zone

Label - give your compute zone a name.
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Server type - choose the server type from the drop-down box. Choose the smart server
type to create a smart server zone. Only KVM compute resources can be attached to a
zone of this type. Smart servers will be further created on such compute resources.

The zone's type cannot be changed after the zone is created.

Location group - select the location group to which this compute zone will be assigned.

Placement type - specify the compute resource selection algorithm, which will be used
on virtual server provisioning and recovery, per compute zone.

0 Take HV with maximum free RAM (Sparse) - set this type to select the compute
resource with maximum free RAM during the VS recovery. This option allows
you to perform faster migration of virtual servers with a lesser (sparse) number
of iterations during the failover.

This option behaves in different ways, depending on the event:

On provisioning, the round-robin algorithm will be used on compute resource
selection.

On recovery, the compute resource with maximum free RAM will be selected.

0 Take HV with minimum free RAM (Dense) - with this type the system selects
the compute resource with minimum required free RAM. This option allows
filing a compute resource as densely as possible before starting to use the next
compute resource in the zone.

Failover timeout - time period for which the iterations will run during the failover if the
compute resource does not respond.

Run sysprep - move the slider to enable Windows virtual server deployment

with running sysprep. If there are several simple deployed virtual servers from the same
template in the cloud, having identical SIDS, joined to the Active Directory Domain, it
will provoke the system conflict.

It is not possible to set VS password when creating a Windows-based VMware
virtual server without running a sysprep.

Extended CPU Configuration - move the slider to the right to enable extended CPU
flags for all compute resources added to this compute zone.

Use Local Read Path - move the slider to the right to minimize the network throughput
dependency to read heavy workloads. When the Use Local Read Path option is
enabled, reads go over the local software bridge to a local replica of the data rather
than traverse a physical NIC + switch. This parameter is Integrated Storage related.

Custom Config - specify any custom commands you want to run when a compute zone
is booted.

3.34

Create Baremetal Compute Zone
Label - give your compute zone a hame.

Server type - choose the server type from the drop-down box. Choose

the baremetal server type to create a baremetal server zone. Only XEN compute
resources can be attached to a zone of this type. Baremetal servers will be further
created on such compute resources.

The zone's type cannot be changed after the zone is created.

Location group - select the location group to which this compute zone will be assigned.
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1 Run sysprep - move the slider to enable Windows virtual server deployment with
running sysprep. If there are several simple deployed virtual servers from the same
template in the cloud, having identical SIDS, joined to the Active Directory Domain, it
will provoke the system conflict.

It is not possible to set VS password when creating a Windows-based VMware
virtual server without running a sysprep.

1 Extended CPU Configuration - move the slider to the right to enable_extended CPU
flags for all compute resources added to this compute zone.

1 Custom Config - specify any custom commands you want to run when a compute zone
is booted.

See also:

Manage Compute Zone Networks

1
 Manage Compute Zone Recipes
1

Manage Compute Zone Backup Servers

T Compute Zone Extended CPU Configuration

https://onappcloud.typeform.com/to/A64Euy#source=Create%20Compute%20ZonesLeave
feedback

3.4 Create Compute Resources

Compute resources are used to provide hardware resources for virtual servers ensuring highly
efficient use of available hardware and complete isolation of virtual server processes. Compute
resources can be organized into compute zones which makes it easy to offer tiered service
levels and create private clouds for specific users.

To add a compute resource:
1. Go to your Control Panel > Admin > Settings menu.
2. Click the Compute resources icon.

3. Click + button or the Add a new Compute resource button underneath the list of
compute resources on the screen.

4. On the screen that appears:
0 Label - enter a compute resource label.
o IP Address - add an IP address.

o Compute Resource Type - choose a compute resource type (KVM, VMware
Cloud, or VMware).

Starting from OnApp 6.5, Xen virtualization type is not supported.

For instructions on creating aCemtdMwar e fjomg
Implementation Guide.

1 Operating System Type - choose an operating system type (Any OS, Windows only or
Non-Windows).
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1 Any OS - when this option is selected, any VS with any Operating system
will live on compute resource. By default each compute resource will be
created with the Any OS option. The existing compute resources also will
have the Any OS set.

1 Windows only - when this option is selected, only VSs with the operating
system Windows will be living on this compute resource. This compute
resource will not be available for selection when creating a Linux or
FreeBSD VS, nor when migrating a VS.

1 Non-Windows - when this option is selected, only VSs with the operating
system Linux or FreeBSD will be possible to create on this compute
resource. This compute resource will be skipped for Windows-based VSs
in VS creation wizard, or when migrating a VS. Also when failover
happens, Windows-b ased VSs wonbét migrate to

1 Backups IP address - add a provisioning network IP address.

CPU Units - adjust the slider to set the desired amount of CPU units for this compute
resource. For more info on CPU units, refer to Billing Calculation. Do not apply CPU
Units for KVM compute resources running on baremetal servers. Mind that setting a
different amount of CPU units will affect your cloud configuration. It will not be possible
to create Instance Package VSs on the compute zone to which you assign this compute
resource.

1 Enabled - move the slider to the right to enable a compute resource. Compute
resources that are not enabled cannot be used to host VSs.

1 Integrated Storage - move the slider to the right to enable Integrated Storage on static
compute resources.

Collect Stats - move the slider to the right to collect statistics for this compute resource.

Disable Failover - move the slider to the right to disable failover on this compute
resource (failover is automatic VS migration to another compute resource if this one
goes down).

1 Failover recipe - select a recipe to run before the failover process.

Power Cycle Command - arbitrary command string to be executed by IPMI from the CP server.
If the command is entered, a new option Power Cycle compute resource - which will execute
the entered command will appear at Admin > Settings > Compute Resources > label of a
compute resource > Actions > Resource Options.

Currently, a command or commands should be written in one line separated by a
semicolon. If the command(s) is written in two lines you will receive a "fail" response,
although the transaction will be performed. The power cycle command is executed on
Control Panel under user onapp, this may be any script created in bash.

5. Click the Save button. The compute resource will be added to the system. You can view it
under the Compute resources menu. Click the Back button to return to the Compute
resource Settings page.

For details how to create a CloudBoot compute resource, refer to the Create CloudBoot
Compute Resource section.

After you create a compute resource you need to add it to a compute zone of the required
type. For more information on compute zone types, refer to Zone Types.

See also:
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1 Zone Types
T Add Compute Resource to Compute Zone
1

Cloudboot Resources

 Hardware Info

https://onappcloud.typeform.com/to/A64Euy#source=Create%20Compute%20ResourcesLeave
feedback

3.4.1 Create CloudBoot Compute Resources

Compute resources are a critical part of the cloud. Compute resources have types which they
inherit from the zone to which they belong. You can select the type of CloudBoot compute
resource during the creation process. Also, this section provides information on how to edit
CloudBoot compute resources for different types of servers and how to delete them.

CloudBoot compute resources are created via the Admin > Settings menu. To add a compute
resource:1

Configure the IP range which the Control Panel will assign to compute resources.2

Add specific compute resources to the Control Panel itself.

After you create a compute resource you need to add it to a compute zone of the required
type. For more information on compute zone types, refer to Zone Types.

3.4.1.1 Configure IP Range
To configure an IP range:

1. Go to your Control Panel > Admin > Settings menu and click the Compute
resources icon.

2. Click the CloudBoot IPs tab i this is where you add IP addresses to the compute
resource management interfaces, which compute resources will acquire via DHCP
when they boot. It is recommended to locate compute resources management
interfaces on a separate subnet with a NIC on the CP server also attached. In this
configuration, the management subnet can use private address space and does not
need to be externally addressable.

Create a CloudBoot IP net.
Add an IP range to the IP net.
Add a CloudBoot IP address.

o g M~ w

Next, power on your compute resources. As they boot, the Control Panel will detect and
record their MAC addresses.

The dynamic range should be quite a bit larger than the actual IPs that will get assigned.
This allows space for reassigning new nodes that come online, without creating address
collisions.

Compute resource management interfaces must be on the same subnet as the Control
Panel server, and addresses must be valid for that addressable subnet. The compute
resource management interface must also have PXE boot enabled.

3.4.1.2 Create CloudBoot Compute Resource
To create a CloudBoot compute resource:

1. Go to your Control Panel > Admin > Settings > Compute Resources menu.

2. Click the Add New CloudBoot Compute Resource button at the bottom of the screen.
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Fill in the wizard step by step. Each of these steps is described in the corresponding
sections below.

Click the Create CloudBoot Compute Resource button to start the creation process.

3.4.1.2.1 Step1of5. Type
At this step, select the type of CloudBoot compute resource you want to create:

Please note that starting from OnApp 6.5 we do not support Xen.

= =4 =4 -4 -

KVM - KVM CloudBoot Compute Resource based on CentOS 6
KVM - KVM CloudBoot Compute Resource based on CentOS 7
Xen 4 - Xen 4 CloudBoot Compute Resource based on CentOS 6
Xen 4 - Xen 4 CloudBoot Compute Resource based on CentOS 7

Backup - CloudBoot Provisioning and Backup Resource for backups maintenance,
based on CentOS 6

Backup - CloudBoot Provisioning and Backup Resource for backups maintenance,
based on CentOS 7

Smart - KVM Cloudboot Compute Resource with hardware pass-through based on
CentOS 6

Smart - KVM Cloudboot Compute Resource with hardware pass-through based on
CentOS 7

Baremetal - XEN CloudBoot Compute Resource, where you can deploy a baremetal
server based on CentOS 6 (legacy provisioning)

Baremetal - KVM CloudBoot Compute Resource, where you can deploy a baremetal
server based on CentOS 7 (new provisioning)

Click Next to proceed to the following step of the wizard to specify the MAC Address.

3.4.1.2.2 Step 2 of 5. MAC Address
At this step, select MAC IP Address of the new compute resource. It will be picked up
automatically when you first PXE boot a new server on your cluster using the Control Panel.

Should you receive the "No available Compute Resources discovered" message, you can wait
(this step is auto-refreshed every 30 seconds) or click the Refresh button until MAC IP
Address appears.

Click Next to proceed to the following step of the wizard to specify the properties.

3.4.1.2.3 Step 3 of 5. Properties
At this step, specify the CloudBoot compute resource properties:

f
f

Label - give the compute resource a name

Pxe IP address - select an IP address for this compute resource from the address pool
available

Enabled - move the slider to the right to allow VSs to be installed/booted on this
compute resource

Compute Zone - select the compute zone, to which this compute resource will be
assigned, from the drop-down list

Apply Compute Zone Custom Config - move this slider to the right to apply a compute
Zone custom config
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If this check box is selected, a compute zone custom config is applied before a
compute resource custom config.

1 Custom Config - specify any custom commands you want to run when the compute
resource is booted

Centos now defaults to NFSv4. This is known to cause compatibility issues so
we strongly recommend that you use NFSv3 for all mounts. This can be done by
passing -t nfs -0 vers=3 in any mount commands.

We strongly recommend that you recheck if custom config doesn't break any
functionality. So before putting in production, the server with changed custom
config should be rebooted, and the server behaviour rechecked. We recommend
to perform the Storage Health Check and Network Health Check.

1 Show Advanced settings - move this slider to the right to specify advanced compute
resource settings:

(o]

(0]

(o]

0

Backup IP address - add a provisioning network IP address

CPU Units - set the number of CPU units which will be assigned to the compute
resource

Collect Stats - move the slider to the right to collect statistics for this compute
resource. If you create a Backup CloudBoot resource type, the Collect
Stats parameter is not available

Disable Failover - move the slider to the right to disable VS migration to another
compute resource if this compute resource is marked as offline by the Control
Panel server

9 Failover option is not available for baremetal servers.
1 If you use automatic failover with write-back caching you may lose
some data in the event of a failover.

MTU - specify the maximum transportation unit size. You can set the frame size
from 1500 to 9000 bytes

The maximum transportation unit (MTU) is the maximum size of a unit
that can be transmitted transferred via ethernet traffic. Any data that
exceed the specified MTU value will be divided into smaller units before
being transferred. Utilization of jumbo frames allows you to
reduce/increase throughput (depending on a set frame size) and
increase CPU utilization during large size file transfers.

SAN bonding mode - choose bonding mode type from the drop-down menu

After editing the SAN bonding mode option, it is required to reboot your
Compute Resource to apply the settings.

Please note, that using more than one NIC for SAN subnet requires
switch support. Please ensure that your network infrastructure supports
the utilized NIC bonding and is configured correctly. By default, the
utilized NICs bonding mode is IEEE 802.3ad Dynamic link aggregation
which requires grouping appropriate ports together according to the
section 5 Switch Configuration of Linux Ethernet Bonding Driver guide.

Storage Controller RAM - specify the storage controller RAM value. You may
calculate the amount of memory needed for a storage controller as DB size
(128 MB by default) + 10 MB x vDisk parts at the controller.
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0 Storage Controller DB size - select the storage controller DB size value
(minimum 128 MB, maximum 256 MB)

o Drives per Controller - specify the number of disks per controller virtual server.
You can specify from 1 to 4 disks. By default, the controller virtual server is
created per 4 disk drives

o Dom0O RAM - allocate the amount of memory in MB for Dom0 on Xen compute
resources. You need to allocate at least 4096 MB of Dom0 RAM

0 Power Cycle Command - arbitrary command string to be executed by IPMI from
the CP server. If the command is entered, a new option "Power Cycle Compute
resource" - which will execute the entered command will
appear at Admin > Settings > Compute Resources > label of a compute
resource > Actions > Resource Options

Currently, a command or commands should be written in one line
separated with semicolon. If the command(s) is written in two lines you
will receive a "fail" response, although the transaction will be performed.

Click Next to proceed to the following step of the wizard.

3.4.1.2.4 Step 4 of 5. Devices

At this step the compute resource is rebooted and the new configuration, set in step 3, is
applied. It can take some time (the wizard makes 10 attempts with 1 minute interval). Once the
compute resource comes back online you will be shown a list of devices that it contains -
currently these are disks, cache settings and network interfaces. After the compute resource is
created these devices can be further managed from the Control Panel

(Admin > Settings > Compute Resources > label of compute resource > Actions >
Resource Options > Manage devices).

Devices are unassigned by default. You can assign disks and network interfaces to a particular
task.

3.4.1.2.4.1 Disks

Disks can be assigned to Storage (typical option when disk is connected to Integrated Storage)
or to Cache (as cache device). To assign disks to one of these tasks, click on the required task
near the device. Move the Format all assigned disks slider to the right to enable formatting for
all disks, which are assigned to a particular task. You will get a confirmation pop-up window
before formatting disks.

When you assign disk to Cache, then SSD caching is enabled. This feature increases
disk 1/0 performance. There are two basic cache modes of operation:
1  Write-through: improves read I/O performance, no impact on reliability
1 Write-back: improves both read and write I/O performance, small chance of data
loss.
Caching can be configured on two levels: per data store and per disk. For more
information, refer to the SSD Caching section of OnApp Storage guide.

3.4.1.2.4.2 Cache Settings
Cache settings include the following options:

1 Number of cache mirrors - specify the number of cache mirrors for the compute
resource

1 Number of cache stripes - specify the number of cache stripes for the compute resource
3.4.1.2.4.3 Network Interfaces
Network interfaces can be assigned to SAN. Using more than one NIC for SAN subnet requires

switch support. Ensure that your network infrastructure supports the utilized NIC bonding and is
configured correctly.
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Ensure that the Compute Resource Devices permissions are on before managing
devices. For more information, refer to the OnApp Permissions section of this guide.

Click Next to proceed to the following step of the wizard.

3.4.1.2.5 Step 5. Finalize

At this step, wait until compute resource devices configuration is applied. Then you will be
indicated that compute resource is successfully configured and ready for operation. Click

the Complete button. The compute resource will be added to the system. You can view it under
the Compute Resources menu. You do not need to power cycle the compute resource
manually, the Control Panel handles this remotely and takes care of the configuration
automatically.

See also:
 Data Stores Settings

1 Networking
T Backup Servers Zone Settings

https://onappcloud.typeform.com/to/A64Euy#source=Create%20CloudBoot%20Compute%20R
esourceslLeave feedback

3.5 Create Application Server

Application server creation process is similar to virtual server creation. The difference is that a
specific default template is used automatically during application server creation. For more
information refer to the Application Server Billing section of this guide.

Before creating an application server:

1 Make sure that you specified at least two resolvers for the network on which this server
will run at Admin > Settings > Resolvers

1 Configure notifications for your cloud at Control Panel > Admin > Notifications >
Configuration. For information on how to set up notifications for your cloud, refer to
Notifications.

1 Fillin the system_email parameter in the on_app.yml file
To create an application server:1
Go to your Control Panel > Admin > Application Servers menu.2

On the screen that appears, click the "+" button or Create Application Server under the list of
servers on the screen.3

Complete the application server creation form described below.

3.5.1 Step 1. Cloud Locations

The Cloud Locations step applies to those users who have compute zones assigned to location
groups in their bucket.

If the user's bucket has several compute zones, some of which are assigned to location groups,
whereas others are not - the cloud locations screen will not be available in the wizard. Also, if
there is only one location, this step will be skipped. In this case, the wizard will start with the
Properties step.

Indicate your application server's cloud location:
1 Country - choose the country, where the cloud is located, from the drop-down menu

1 City - specify the city, where the cloud is located, from the drop-down menu
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Click Next.

3.5.2 Step 2. Properties
Specify the following application server properties:
1 Label - the label of the application server. The required parameter.

1 Hostname - the hostname of the application server. The required parameter. The
hostname should consist of letters [A-Z a-z], digits [0-9] and dash [ - ].

1 Domain - specify the domain for this VS. The default value is localdomain. This
parameter is not applicable to Windows virtual servers.

For example:

test.onapp.com - specify ' test' as hostname, ' onapp.com'- as domain. If you
leave the domain field blank, the default value ' localdomain' will be used and
you will get the following - test.onapp.com.localdomain.

Click Next.

Particular characters are not allowed in hostnames for Windows-based application
servers:

percent sign [%]

doubl e quotation mar ks [ A]

brackets [<,>]

vertical bar [|]

caret []

ampersand [&]

parentheses [(,)]

3.5.3 Step 3 of 4. Resources

At this step, you can set your application server's resources, such as disk size, network
configuration and other.

Compute Resources
1 Compute Zone - the compute zone to build the application server on.

1 Compute resource - the specific compute resource to build the application
server on. Compute resource may be selected automatically according to the
set provisioning type.

Resources

1 RAM - set the amount of application server's RAM. The recommended RAM amount is
at least 512 MB.

1 CPU Cores - set the amount of application server's CPU cores. For KVM compute
resources, this parameter sets CPU sockets by default, unless CPU topology is
enabled.

1 CPU Priority (or CPU Units) - set application server's CPU priority. If the CPU units are
switched on in the bucket for this user, then CPU priority is replaced with CPU units.
Refer to Billing Calculation section for details on CPU units and CPU priority.

The following options are available for application servers based on KVM compute resources
only, providing the Allow user to set CPU topology permission is switched on for the user.

1 Use CPU Topology - move the slider to the right, to set the following parameters:
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0 CPU Sockets - set the amount of sockets.

Primary Disk
1 Data Store - choose a data store for application server's primary disk.
1 Primary disk size - set the primary disk size.
Swap Disk
1 Data Store - choose a data store for application server's swap disk.
1 Swap disk size - set the swap disk size. There is no swap disk for Windows-based
application servers. In all other cases, swap disk size must be greater than zero.
1 Disable - select the checkbox to disable swap disk creation

Network Configuration

Network Interface 1

1 Network - choose the network from which the application server should get the IP
address

1 IP net - select from the drop-down list the IP net from which the IP address should be
assigned

1 IP range - select from the drop-down list the IP range from which the IP address should
be assigned

1 IP address - select an IP address to be assigned from the drop-down box

The first IP address you add will be marked as primary for the VS. You can
further edit the IP addresses assigned to VS.

I Selected IP address - assign an IP address for the application server from the drop-
down menu. Only public IP Address can be chosen. Indicate compute resource and
network to have the list of available IPs.

Show IP address selection for new application server option is enabled via the
""Show IP address selection for new VS" slider on the Admin >

Settings > Configuration screen (under the System tab).

You can't select unlimited port speed if the Network Zone is not selected. In this
case the port speed will be 1 by default.

It's possible to create application server with unlimited network speed without
selecting a network zone only if you have only one Network Zone assigned to
your bucket.

1 Show only my IP address - tick this checkbox to view only own IP addresses in the IP
addresses dropbox.

1 Port Speed - set the port speed for this application server

Click Next.

3.5.4 Step 4. Confirmation

At this final step, configure the automation settings.

1 Move the Build Virtual Server slider to the right if you want the system to automatically

build the application server. If you leave this box blank, you will have to build your
server manually after it is created.
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At the Confirmation step you can find the configuration summary of the application server, which
will be created. You can view template's name, RAM size, number of networks, primary disk
and swap disk size, number of cores.

After you set up all parameters, click the Create Application Server button to start the creation
process.

See also:

Manage Application Server

1
9 Application Server Billing
1

Application Server Disks

1 Application Server Backups

https://onappcloud.typeform.com/to/A64Euy#source=Create%20Application%20ServerLeave
feedback

3.6 Create Load Balancers

In this document you can find information on how to create Load Balancer or Auto-Scaling
cluster in your cloud.

With the Load Balancer clusters option, you specify which VSs (nodes) will participate in a load
balancer cluster. Incoming traffic is distributed evenly between all the VSs added to a cluster i
you still present a single host name to end users, but they actually access the cluster of VSs
rather than a single end point. This helps application availability: if one VS fails, traffic is
automatically routed to another in the cluster. You can add and remove cluster VSs as

required.

VS Auto-Scaling clusters increase or decrease your VS capacity by automatically adding or
removing nodes to a cluster. The cluster is scaled in (decreased) or out (increased) based on
rules you specify in the Control panel. This aids application performance and scalability.

Please note that OnApp Load Balancer supports only IPv4.

Load Balancers, both autoscaling clusters and load balancer clusters, can only be
created on the basis of Virtual Servers, and are not available for Smart Servers,
Baremetal Servers, or VMware Virtual Servers.

3.6.1 Create Load Balancer Cluster

In this scheme, load balancers manage incoming requests one by one, rotating them between
the servers added to a cluster (a round-robin method).

OnApp load balancers are based on Layer 4 load balancing which means that requests are
distributed at the transport layer, such as TCP or UDP transport protocols. To add an LB
cluster:

1. Go to your Control Panel > Cloud > Load Balancers menu.

2. Click the Add New Balancer button.

3. On the page that follows, fill in the form that appears:
3.6.1.1 Configuration
Cluster Configuration

1 Port - specify the port for this load balancer to run on (e.g. 9090, 8080, 9008, etc.)
To add multiple load balancer ports, click the "+" button next to the first port.

Load Balancer Instance
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Label T give a hame to your load balancer instance.

Hostname i specify a host name that will identify your load balancer.

Compute zone i choose a Compute zone.

Compute resource i select a Compute resource that will be enabled for the cluster.

Network zone i choose a network zone for this load balancer.

= =4 -4 -4 A -2

Port Speed i use the slider to set a port speed or tick the Unlimited box if required.
1 CPU Priority - set the load balancer's CPU priority.

Load Balancer Type
1 Load Balancer Type - choose the Cluster option and click Next.

3.6.1.2 Cluster Nodes

This is where you add and configure the nodes in this load balancing cluster. A node is a
combination of a VS and an IP address.

9 Virtual Server - select a virtual server from the drop-down box and click the Add
Node button.

Click Save to create the load balancer cluster.

The only VSs you can add to a cluster are those which are based on the selected Compute
resource/Compute zone, have an IP in the defined network zone and are located in the same IP
range.

Enabled anti-spoofing would prevent adding Windows-based virtual servers as nodes to
the load balancer cluster. To disable anti-spoofing, reboot Windows-based nodes from
Control Panel after they are added to the cluster.

3.6.2 Create Auto-Scaling Cluster
To add an autoscaling cluster to your cloud:
1. Go to your Control Panel > Cloud > Load Balancers menu.
2. Click the Add a Balancer button.
On the page that follows, fill in the form that appears:
3.6.2.1 Configuration

Cluster Configuration

1 Port - specify the port for this load balancer to run on (e.g. 9090, 8080)

Load Balancer Instance
1 Labeli give a name for your load balancer instance.
Hostname i specify a host name which will identify your load balancer.
Compute zone i choose a Compute zone.
Compute resource i select a Compute resource that will be enabled for the cluster.
Network zone i choose a network zone for this load balancer.

Port Speed i use the slider to set a port speed or tick the Unlimited box if required.

= =4 -4 -4 -a -2

CPU Priority - set the load balancer's CPU priority.
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Load Balancer Type

1 Load balancer type - choose the Autoscaling option and click Next.

3.6.2.2 Cluster Nodes
These settings configure the nodes that will be added to your cluster.

Nodes network

1 Nodes network group - the nodes network group for the cluster nodes.

Cluster Node Template

1 Image template i choose a template from the drop-down box: nodes will be built on this
template.

The only templates you can add to a cluster are those based on the selected
compute resource/compute zone.

Min node amount i the minimum number of nodes in this cluster.

Example: if you set Min node amount = 2 and Max node amount = 5, then the
system will scale out the cluster up to 5 nodes, and scale in to 2 nodes if
required.

Max node amount i the maximum number of nodes in this cluster.

Cluster Node Parameters
These are the settings for each node of a cluster. Each node added to a cluster will have the
following parameters:

T Memory i setthe amount of memory allocated per node in MB.
1 CPUs 1 the number CPUs which will form each node.
1 Rate Limiti set the port speed for a node.

Autoscale Out Parameters
Set the rules defining when the system should add more nodes to your autoscaling cluster. The
system will add nodes until the limit set in the Max node amount field is reached.

Autoscale In Parameters
Set the rules defining when the system should remove the nodes from your autoscaling cluster.
The system will remove nodes until the limit set in the Min node amount field is reached.

Click Save to create the autoscaling cluster.

See also:

T Manage Load Balancers

 Virtual Servers

 Autoscale Virtual Server

https://onappcloud.typeform.com/to/A64Euy#source=Create%20Load%20BalancersLeave
feedback
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3.7 Create Edge Accelerator

Edge accelerator is a type of VS, which is built from specific template and is aimed to serve as a
router for traffic between CDN core and CDN-enabled virtual servers. You can further enable
edge accelerator for a VS to speed up the traffic flow running for this particular server.

To create an edge accelerator:

1. Ensure that edge accelerator permissions are enabled before you create an edge
accelerator. For more information, refer to the Permissions page.

2. Goto your Control Panel > Cloud > Edge Accelerators menu and click the + button, or
click the Create Edge Accelerator button at the bottom of the screen. This will start
a creation wizard.

3. Fillin the wizard step by step. Each of these steps is described in the corresponding
sections below.

4. Click the Create Edge Accelerator button to start the creation process. You will be
taken to the edge accelerator details screen.

Below you can find the requirements for edge accelerator creation:
T  Minimum: 4 cores, 4 GB RAM and 100 GB disks
1 Recommended: 8 cores, 16 GB RAM and 1 TB disks
I SSD recommended to avoid slowing down access

For information on how to bill your end users for applying acceleration to VSs, refer to Configure
Resource Allocation And Prices.
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