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Remove ReCipe from SMArt SEIVET .........oiiii et e e eeae e an 822
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DElEIE RESOIVET ...ttt e e e e et e e e e s e st aeeeeeeeaaanne 835
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LTy I Iy Ao 2 L] [ 844
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P [0 I = o] = T 846
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(B LY [ L = Lo [N 847
Edit User Role ASSIGNMENT ..o 848
Get List Of All PEIMISSIONS ....ccoiiiiiiiiiie ittt a e 848
ClONE ROIE ...ttt et e e e a e e 849
GEt ROIE TEMPIALES .....oeveeeieieieeeeeeeee ettt e e e e e e seseeesessnnnnnnnes 850
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DElete SDIN MANAGET ....ceeeiiiiiiitii ettt e e e e e ettt e e e e e s e bbb et e e e e e e e e abae e e e e e e e s annbeeeeaeeanan 860
Add Connection Option t0 SDN MaNAGET .......ccuuuiiiiieeeiaiiieie et e e e e e eeeereeaa e 861
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Connect SDN Network t0 SDN NOGE ........uuiiiiiieiiiiee e e e e e e e e eeeeas 867
ASSIGN SDIN NEIWOIK t0 USEI ....eeiiieiiiiiiiei ettt et e e e e e et e e e e e e e e eeeaaeaean 868
Unassign SDN NetwWOrk from USEI.........uuiiiiiiiiiiiiiiee ettt a e e e e e e 868
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(D=1 [ (=l ST o [ [ ISP PUR R SOPPPPRPP 870
Cleanup ZombIE TUNNEIS ......oiuiiiieiiie e e et a e e enaes 870
SIMAIT SEIVEIS .ottt e e e e e e e e e et e e e e e et e ea et e e e e e eeaaaaa s 872
Get LISt Of SIMAI SEIVEIS.....eiiiiiiiiiee ittt e e s 873
Get Smart SEIVEr DELaAIIS .. ...cciiiiiiii it 876
pAN o IS 4 F= T S T=T VT PR PR 877
View Encrypted Smart Server PasSWOId...........coociuviiiieeeeiiiiiiiiie e sseiiveee e e e e e s 879
BUIID SMAIT SEIVET ....eeiiiiiiiie ettt e et e et e e st e e e abeeeeeanes 879
Edit SMart SErVer........coooi i 880
Change SMart SEIVET OWINEN ........uiiiiiiiie ettt 881
MIGrate SIMAIT SEIVET ....coiiiiii ittt e e st e s abe e e e e e 882
DElEIE SMAIT SEIVET ...veeiiiie ettt e e e e e e e e e e s e st e e eeeeaannnne 883
SEArt UP SMAIT SEIVET ...ttt 883
REDOOE SMAM SEIVET ....eiiiieieie ittt e e e e e e e s e st eeeaeeeeannnnes 884
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UNIOCK SMAIT SEIVET ...ttt e e e e e e e e ennees 885
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Delete AUTOSCAIING RUIBS .......viiiiiiiii ettt e ettt e e neeee s 888
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Get Smart Server CPU Usage StatiStiCS ......cuvvviiiiiiiiiiiiiiiiiiieieiiieieieeeeeeeeeveeeeeeeveaeaenenns 893
RESIZE SMAI SEIVET ....eeiiiie e ettt e e e e e e e et e e e e e e s e annntaeeeeaeeeaannnne 894
Add/Edit Admin/User Note for Smart SEIVErS.......cccuuvviieee e i eeieee e 895
Get List of Smart Server Blacklisted DOMAINS.........cooviuiiiiiiieeiiiiiiieeee e 895
Edit Smart Server Blacklisted DOMAINS ........oeviieeiiiiiiiiiiieeee e e e e e e 896
Remove All Smart Server Domains from Blacklist.............coooooiiiiiieeiiiiiiiiee e 897
SOFtWAIE LICENSES ..niiiiiiiiiie ettt e e e et e e e e e e e ettt e e e e e e s aennnteeaeaaeeeeaannes 898
Get List Of SOftWAre LICENSES ........uviiiiiiieii ittt 898
Get Software LICENSE DEtaIlS..........uuuiiiiiiiiiiiiiii e 899
Add SOMIWAIE LICENSE ...cciiiiiiiiteie ettt e e e e e e e e 900
Edit SOftWAIE LICENSE ....eiiiieiiiiiiie ettt ettt e e e e e e e e ennaes 900
Delete SOftWAIE LICENSE ....ccoiiiiiiiii ettt e e 901
SO H K Y S ettt e e e et a e e e e e 902
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EQIt SSH KEY ...ttt e ettt e et e e et e e s b e e e e 903
DEIELE SSH KBY ..ottt e ettt e et e e eeeane 904
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USAge TreNds SEAtISTICS .uvvieeeiiiiiiiiieie e e sssitiiiiir e e e e s et e e e e e e st e e e e e e s e s nnraneeeeeeeeeanne 905
CloUd USAQE SEALISTICS ....vveeeeieeeiiiitiiie e e e ettt e sttt e e e e et e e e e e e e aeebeeeaaaea s 906
StOrage Server BACKUPS . oooi oottt e e e e e e e e 908
Get All Storage Server Backups DetailS ...........oeeiiiiiiiiiiiiiiieee e 908
Get Normal Storage Server Backups DetalilsS .........coooiiiiiiiiiiiiiiiiiiiiieeeeiieeee e 910
Get Incremental Server Backups DetailS...........eoeiiiiiiiiiiiiiiiaiiieiccee e 912
Add Backup fOr STOrage SEIVET ......uuiiiiiiiieeee et 914
Add/Edit Storage Server Backup NOLE .......coiiiiiiiiiiiie e 916
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Restore Storage Server BaCKUP .....oou i 916
SYStEM CONTIGUIALION ...ieiiiiiiiiii e 918
View System CoNfigUIatioN...........eiiieiiiiiiiiiie e e e e e e e e e e e s nnnes 918
Edit System Configuration ...........uueviieeiiiiiiie e 933
SEIVICE AQU-0MNS it e et e e bt e e e e n e e e e e 951
Get List Of SErVICe AQU-0NS .....civeiiiiiiiiii et 951
Get Service Add-0N DELAIIS. ......ccuuiiiiiiiiii et 952
Create SerVICE AQU-0N.. ...ttt e et e e e e s nnneeee s 954
Edit SEIVICE AQU-0MN ....eeiiiiieeei ittt e e e e e s e s e e e e e e e e nnne 954
Delete SErviCe AQU-0N ......oooiiiiiiii e e e et ee e e e e e e e 955
SYStEM SErviCe AQU-0MNS ..oiiiiiiiiiiiee it 957
Get List of System Service Add-ons Assigned to Template ..........cccoovvveeiiiiiieiiinnnen. 957
Assign System Service Add-0Nn t0 TEMPIALE ......cooviiiiiiiiiieie e 958
Unassign System Service Add-on from Template..........ocooeiiiiiiiiiiiiiieecc e 958
Service Add-0N EVENTS ...oooiiiiiiiiii ettt a e e e e 960
Get List of Service Add-0N EVENES ......ccoiiiiiiiiiiiiiiiee et 960
Create Service Add-0n RUN RECIPE ACHION.........ouvviiiiiiiiiiiiiieieieieeeeeeeeeeeeeeeeeeeeeeeaeaeaeees 961
Create Service Add-on Raise EVENt ACHON ........cciiiiiiiiiiiiiiieee e 961
Edit Service Add-0N EVENT..........uiiiiiii et 962
Delete Service Add-0N EVENT.........iiiiiiiiiie e 962
SErViCe AdA-0N GIrOUPS ..oeiiiiiiiiieiiiiit ettt ettt e b e e e bt e s 964
Get List of Service Add-0N GrOUPS .......cceeiiiiiiaiiiiieeiiiiie et 964
Get Service Add-0n Group DetailS .........cooiieiiiiiiiiiiiiiic e 966
Get Service Add-ons Attached to Service Add-0N Group........coccvveeiiiieeeiiiieeeniiieen 967
Create Service AAA-0N GIOUP ......cuiiiiiieeaiiiei ettt 968
Add Service Add-on to Service Add-0N GroUP .....ccoeeeeeieieiieieeceeee e 969
Edit Service Add-0N GroUP ....ccooee e 970
Edit Attached Service Add-0N .........ccuoi it 970
Delete Service Add-0N GroUP .......ccooeiiiiiiicee e, 971
Detach Service Add-on from Service Add-0n Group.........cccoeeiiiiiiiiiiieiieeeeeeeeeeee 971
TOMPIALES ...ttt e ettt e e e e e e 972
Get List Of All TEMPIALES ...veeeieeeee et e e e e e e e eeeeeeeas 972
Get List Of System TemMPIAtES........uviiiiiieeeii et e e e 975
Get List Of OWN TEMPIALES ..oveeeeeiiiieiee et e e e e eeaeee e e e 977
Get List Of USEr TEMPIALES ...oceeveiiiiiieiie et e e e ee e e e 980
Get List of Templates of Particular USEr..........coouviiiiiiiieiiiiie e 982
Get List of Inactive TEMPIALES ......cvvieiiiieee e 985
Get TEMPIALE DELAIIS ......eeeiiiieeeie e 987
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Delete TEMPIALE .. ... et e e e e e e e e e e 990
Edit TEMPIALE .. ceiiiee ettt e e e e e e e 991
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INSTAIL TEMPIALE ... e 996
Update TEMPIALE ......veeiiiieeie e 1000
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Search for Particular Available for Upgrade Template ..........cccoocvviiiiiiieiiiiieeene, 1002
B 1] o] E= 1A= Ko =SSP 1004
Get Template Store DetallS........oooieiiiiiiiieei e 1004
Get Template Group DetailS .......oooeeiieiiiieee e 1005
P Yo (o B =T aaTo] Fo1 L= €] o 1N ] o PP TRPPPUPPPPRPT 1006
Y Yo [o I @4 o110 I ©] o 11 ] o U UT TP PUPPPPUPTR 1008
Edit TEMPIALE GrOUD ...eeeieiieieee ittt e e e e e e beeeaa e e e s 1009
Delete TeMPIALE GrOUP ... i ittt e e e e e eeea e e as 1010
Get List of Templates Attached t0 GroUP .......ocoiiiiieiiiiiie it 1010
AttaCh TEMPIALE tO GrOUP ....oiuveeeei ittt et e e e nbeeeeeanes 1013
Detach Template from GrOUP ......oooiiieiieiiiiiie it 1014
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TOP TOPS DISKS .tetieeeeieite ettt ettt e ettt e e e e e s e e bbb e e e e e e e e e nbnbaeeaaaeaeas 1015
Gt TOP IOPS DISKS ...viiieiiiiiie ittt ettt et e e et e e e ntae e e s enneas 1015
TranSaCtionN APPIOVAIS....uuuiiiii et e e e e r e e e e e s e reaaaaeaen 1016
Get APProvals fOr ROIE.......uuiiiie e 1016
Get List of Transactions Pending ApProval .........ccceveeeviiiiiiiiiecc e 1017
Set APProvals fOr ROIE ......uuiiiii et 1017
APPIOVE TraNSACHON ...t iieiiiee e e e e s e e e e e s et e e e e e e e s et e e e e e e s e annnrennees 1018
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TrANSACTIONS ..eietiiiiiie ettt ettt e e e e e ettt e e e e e sttt e e e e e e s e annbe e e e e e e e e saansntaeeeaaaeeas 1020
Get List Of TraNSACHIONS ....ueeiiiiee ittt e e e e e eas 1020
Get List of VS Transactions without LOg OUIPUL............eeeiiiiiieiiiiiieeiiieeeeieee e 1022
Get List of Transactions With LOg OULPUL.........coouiiiiiiiiiieiiiiee e 1024
Get Transaction DELAIIS .......ceeiiiiiiiiiiii et 1026
Get Transaction Details Without LOg OULPUL .........eveiiiiiiiiiiiiieeie e 1027
User AddIitioNal FIEIAS .....oiiiiiiieieee ettt 1029
Get List of Additional FIelds .........oouiiiiiiiieiii e 1029
Get Additional Field DetailS...........oc.uvieiiiiiiiii e 1030
Add ADAItIONAl FIEIA .....eeiieiiiieee e 1030
Edit ADdItioNal FIEIA ........eeiiieeii e 1031
Delete AdItIoNal Field .......ccooiiiiieii e 1031
Search User by Additional Field Parameter...........cccoouiiiiiiiieiiiee e 1032
US I GIOUPS 1ttt ettt ettt e o4 ettt et e e e sttt e e e e e e bt e e e e e e e a e ee s 1033
Get LISt Of USEI GIOUPS ...vveieieiiiiit ettt ettt e s 1033
Get USer Group DeLalS.........uiiiiiiiiiiiiiee sttt 1035
Get List of Users AsSigNed t0 USEI GrOUP.......coouurieiiirieeiiiiieesaiiee e et e e 1037
AQA USEE GIOUP .. s 1041
EIt USEr GIOUP ..o 1042
Delete USEr GrOUP ..oce e 1042
U S Bl S s 1043
GEL LISE Of USEIS ..ottt e e 1044
Get List Of USErs (SNOM) ..oovvviiiiiiiiiiiieieeeeeeeeeeeeeee ettt eaeaennnenes 1048
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UNIOCK USEI .ttt e e e ettt e e e e e e as 1060
DEIELE USEI ..ttt e et e e e e e e e e 1061
DIOP SESSIONS ... o 1061
Get USEr LaSt ACCESS LOQ .oovuriiiiiiiiiiiiiiiie ettt ettt e e e aaa s 1062
Gt USEI STALISTICS .o eiiiiiiieiie ittt e e e e e e 1063
Get User's Statistics for Particular Period...........cccccoiiieiiiiiiiiiieeiee e 1068
Get User BilliNg StatiStICS.......uiiiiiiiieiiiiiie ittt 1071
Get List of User Monthly BillS..........ooiiiiioiii e 1073
Get List Of USEr PAYMENTS .....oiiiiiiiiiiiiiiie ittt 1073
P Yo (o I 1Y 401 o PRI 1074
EdIt PAYMENT.....eeiiiiiiie ettt 1075
Delete PaYMENT ..ottt e e e e aa e e 1075
Gt LISt Of USEI VSS ...ttt ettt e e e 1076
Get List of Compute Resources Used by USers' VSS.........coceiiiiiiiiiiiiieeeeieiieee, 1076
Get LisSt Of USEI BACKUPS ....eeeiieeiiiiitiiit ettt ettt e e 1077
Get List of USer Data StOr€ ZONES.......coiieiiiiiiiiiiiiiie et 1077
Get LiSt Of USEI LIMIES ... ..ttt e e 1077
Get List Of USer NEtWOrK ZONES.......uuuuiiiieeeiiiiiiiiieete e e setten e s staneneae e e e e nnnaeeees 1080
SEArCh USEI BACKUPS ....eiiiiiiiiieiieie ettt 1080
GENEIAIE APT KBY ..ttt 1083
Search USers DY NAME .........oiiiii e 1084
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88.32  Delete USEI YUDIKEY ...vvviiiiiii ittt e e e et ae e e e e e e nnnnes 1086
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The API enables cloud integration with third party applications. This guide is a complete
reference for all API calls and includes detailed API information, code and output examples. The
version of the guide corresponds to the latest OnApp API version. For comprehensive
instructions on previous versions, refer to corresponding guides at docs.onapp.com.

1

f
f
f

The OnApp APl is RESTful
All function calls respond to XML and JSON exchange formats
All function calls need authorization and authentication (Basic HTTP or API key)

The OnApp API is backward compatible within one major version. However, a new major
version might include changes that are not backward compatible with the previous one.
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1 API Aut henticati on

To authenticate using HTTP Basic, just use your username/password combination. Curl
example:

curl - u user:userpass

To authenticate using API key, put your account email as a login and the key to the server as a
password.
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2 HTTP Met hods

The API uses the following HTTP methods:

GET - used for retrieving information from a particular URI
POST - used for creating new object and adding new transactions into the queue

PUT - used for altering object properties

NOTE: the updated_at value is changed in PUT requests even if the
request fails.

DELETE - used for object deletion
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Response Codes

The API returns appropriate HTTP status codes for every request:

200 OK

204 No content

201 Scheduled
403 Forbidden
404 Not Found

422
Unprocessable
Entity

500 Internal Server
Error

503 Service
Unavailable

The request completed successfully

The request completed successfully. The 204 status is returned on
DELETE and PUT requests

The request has been accepted and scheduled for processing
The request is correct, but could not be processed.

The requested URL is incorrect or the resource does not exist. For
example, if you request to delete a user with 1D {5}, but there is no such a
user in the cloud, you will get a 404 error.

The sent parameters are erroneous.
An error occurred. Please contact support.

The request cannot be handled currently, due to a temporary overloading
or maintenance of the server. This condition is temporary and the request
will be handed after a certain delay.
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Nami

ng

Convent

The table below represents all the existing formatting and naming conventions used in this

guide:

Conventio
n

Explanation

user:userp stands for

ass username:pas
sword
combination

stands for
address,
where your
Control Panel
is located

onapp.test

:id stands for the 23
resource ID.
Sometimes
also:
:resource_id

all the
parameters
are italicised

italics

marks the
required
parameters

* (asterisk)

preformatte indicates

d request
examples in
XML or JSON

Code hlock
indicates
console
requests and
response
examples.

An info
message
emphasizes
or explains
the
information
within the
chapter.

info

A note
message
contains
information
essential for
the task

note

Clicking the OFF button performs graceful

Example

Admin:123456

Example.com

currency_code

label *

GET /roles.xml

<?xml version=
8" ?><service_addon><id>
/label></service_addon>

"1.0"

encoding= "UTF-

2</id><label>service_addon2<

shutdown and then powers off the VS.

The maximum length of a Mount Point is 256
characters.
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war
ning

completion.

A warning
message
informs you of
something
you should
not do or be
cautious.

The element
showing new
parameters
added in the
latest release
of API.
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You won't be able to restore a VS after deleting it.

limit_type 1 hourly or monthly limit type set for the resource
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5 FAQ

Q: Is it possible to enable API access via HTTPS?

A: We can enable https for your cloud, which can be used for both WebUI access and API
access. Or you can do so yourself: the Apache config file is located at:
/etc/httpd/conf.d/onapp.conf

Q: Can I create a VS on behalf of another user?

A: No, you can't but you can switch the VS owners. Refer to Change a VS owner section for
details.

Q: How are passwords stored i in plain text?

A: No, passwords are not stored in plain text. Except for a login and password combination, you
can use email + AP| key combination to authorize a user via the API. API keys can be
generated and changed easily on a user's profile page (as well as through the API). For security
reasons we recommend users authenticate through the API key, not the login and password.

Q: Which parameters are required and which are optional?

A: Required parameters are marked in this guide with an asterisk *.
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6 About API Gui de

OnApp API enables you to integrate cloud with third party applications. This guide provides all
available API requests and includes detailed API information, code, and examples.

1 The OnApp APl is RESTful

1 All function calls respond to XML and JSON exchange formats

1 All function calls need authorization and authentication (Basic HTTP or API key)
1

The OnApp API is backward compatible within one major version. However, a new major
version might include changes that are not backward compatible with the previous one.

6.1 API Authentication

To authenticate using HTTP Basic, just use your username/password combination. Curl
example:

curl - uuser.userpass

To authenticate using API key, put your account email as a login and the key to the server as a
password.

6.2 HTTP Methods

The API uses the following HTTP methods:

GET - used for retrieving information from a particular URI
POST - used for creating new object and adding new transactions into the queue

PUT - used for altering object properties

NOTE: the updated_at value is changed in PUT requests even if the
request fails.

DELETE - used for object deletion

6.3 HTTP Response Codes

The API returns appropriate HTTP status codes for every request:

200 OK The request completed successfully

204 No content The request completed successfully. The 204 status is returned on
DELETE and PUT requests

201 Scheduled The request has been accepted and scheduled for processing

403 Forbidden The request is correct, but could not be processed.
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404 Not Found The requested URL is incorrect or the resource does not exist. For
example, if you request to delete a user with 1D {5}, but there is no such a
user in the cloud, you will get a 404 error.

422 The sent parameters are erroneous.

Unprocessable

Entity

500 Internal Server An error occurred. Please contact support.

Error

503 Service The request cannot be handled currently, due to a temporary overloading
Unavailable or maintenance of the server. This condition is temporary and the request

will be handed after a certain delay.

6.4 Formatting and Naming Conventions

The table below represents all the existing formatting and naming conventions used in this
guide:

Conventio Explanation Example
n

user:userp stands for Admin:123456
ass username:pas

sword

combination

onapp.test stands for Example.com
address,
where your
Control Panel
is located

;id stands for the 23
resource ID.
Sometimes
also:
:resource_id

italics all the currency_code
parameters
are italicised

* (asterisk) marks the label *
required
parameters

preformatte indicates GET /roles.xml
d request

examples in

XML or JSON
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Code block , )
code indicates <?xml version= "1.0" encoding= "UTF-

8" ?><service_addon><id> 2</id><label>service_addon2<

console /label></service_addon>

reqguests and
response
examples.

An info
info message Clicking the OFF button performs graceful
emphasizes shutdown and then powers off the VS.
or explains
the
information
within the
chapter.

A note
note  message The maximum length of a Mount Point is 256
contains characters.
information
essential for
the task
completion.

A warning
war message You won't be able to restore a VS after deleting it.
ning informs you of

something

you should

not do or be

cautious.

The element

showing new limit_type i hourly or monthly limit type set for the resource
parameters

added in the
latest release
of API.

6.5 FAQ

Q: Is it possible to enable APl access via HTTPS?

A: We can enable https for your cloud, which can be used for both WebUI access and API
access. Or you can do so yourself: the Apache config file is located at:
/etc/httpd/conf.d/onapp.conf

Q: Can I create a VS on behalf of another user?

A: No, you can't but you can switch the VS owners. Refer to Change a VS owner section for
details.

Q: How are passwords stored 1 in plain text?

A: No, passwords are not stored in plain text. Except for a login and password combination, you
can use email + AP| key combination to authorize a user via the API. API keys can be
generated and changed easily on a user's profile page (as well as through the API). For security
reasons we recommend users authenticate through the API key, not the login and password.

Q: Which parameters are required and which are optional?
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A: Required parameters are marked in this guide with an asterisk *.
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7 Change Log

Updated

1 Updated the View System Configuration and Edit System Configuration pages with
disable_plain_password_for_api parameter.

1 Updated the Get List of Rate Cards for Virtual Server Type, Edit Rate Cards for Virtual
Server Type, and Add Rate Cards for Virtual Server Type pages
with limit_ip_vs_free parameter.
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8 Accel erator

Accelerator dashboard is aimed at enabling acceleration for all types of networks to speed up
the traffic flow running for the corresponding virtual server. In this section, you can view the list
of accelerated networks, allow and prohibit acceleration for the networks.

Get List of Accelerated Networks

Enable Network Acceleration

Disable Network Acceleration

Enable Accelerator for Virtual Server

Disable Accelerator for Virtual Server

Enable Acceleration for Smart Server

Disable Acceleration for Smart Server

= =4 4 A4 -a -8 -

8.1 Get List of Accelerated Networks

To view accelerated networks, use the following request:
GET /settings/cdn_network_accelerations.xml
GET /settings/cdn_network_accelerations.json

XML Request Example

curl  -i -XGET -u 'user.userpass' - url
http:  //onapp.test/settings/cdn_network_accelerations.xml - H'Accept:
application/xml’ -H 'Content - type: application/xml'

JSON Request Example

curl -i -XGET -u 'user:userpass' -- url
http:  //onapp.test/settings/cdn_network_accelerations.json - H 'Accept:
application/json’ -H'Content - type: application/json’

XML Output Example
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<networks type=  "array" >
<network>
<id type= ‘integer" >1</id>
<label> public </label>
<network_acceleration_id nil= "true" />
<accelerator_id nil= "true" />
</network>
<network>
<id type= ‘integer"  >2</id>
<label> private </label>
<network_acceleration_id nil= "true" />
<accelerator_id nil= "true" />
</network>

<network></network>

</networks>

Where:
id - the ID of the network
label - network name

network_acceleration_id - the ID of the accelerated network

accelerator_id - the ID of the accelerator. True if the accelerator is built, otherwise false.

8.2 Enable Network Acceleration

To enable network acceleration, use the following request:
POST /settings/cdn_network_accelera tions.xml
POST /settings/cdn_network_accelerations.json

XML Request Example

curl  "http://onapp.test/settings/cdn_network_accelerations.xml" -d
‘<network_id>6</network_id>"' - X POST \
- U user:userpass \
- H "Accept: application/xml" \
-H "Content - Type: application/xml"
JSON Request Example
curl  "http://onapp.test/settings/cdn_network_accelerations.json" -d

{"network_id":6}' -XPOST \
- U user:userpass \
- H "Accept: application/json" \

-H "Content - Type: application/json"

Where:

network_id - the ID of the network to be accelerated
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8.3 Disable Network Acceleration

To disable network acceleration, use the following request:
DELETE /settings/cdn_network_accelerations/:id.xml

DELETE /settings/cdn_network _accelerations/:id.json

XML Request Example

curl -i -XDELETE -u user.userpass - url
http:  //onapp.test/settings/cdn_network_accelerations/4.xml

JSON Request Example

curl -i -XDELETE - u user:userpass - url
http:  //onapp.test/settings/cdn_network_accelerations/4.json

8.4 Enable Accelerator for Virtual Server

To allow acceleration for VS, use the following request:

PUT /virtual_machines/:id/acceleration/enable.xml
PUT /virtual_machines/:id /acceleration/enable.json

The following requests are still valid but will be deprecated in the future releases:

POST /virtual_machines/:id/accelerate.xml
POST /virtual_machines/:id/accelerate.json

XML Request Example

curl  -i -XPUT
http:  //onapp.test/virtual_machines/hxgczpstestetr/acceleration/enable.xml
- U user:userpass - H 'Accept: application/xml’ - H'Content - type:

application/xml'

JSON Request Example

curl  -i -XPUT
http:  //onapp.test/virtual_machines/hxgczpstestetr/acceleration/ena ble.json
- U user:userpass - H 'Accept: application/json’ - H'Content - type:

application/json'

8.5 Disable Accelerator for Virtual Server

To prohibit acceleration for VS, use the following request:

PUT /virtual_machines/:id/acceleration/disable.xml
PUT Mvirtual _machines/:id/acceleration/disable.json

The following requests are still valid but will be deprecated in the future releases:
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POST /virtual_machines/:id/decelerate.xml
POST /virtual_machines/:id/decelerate.json

XML Request Example

curl  -i -XPUT
http: //o napp.test/virtual_machines/hxgczpstestetr/acceleration/disable.xml
- U user.userpass - H 'Accept: application/xml’ -H'Content - type:

application/xml'

JSON Request Example

cul -i -XPUT
http:  //onapp.test/virtual_machines/hxgczpstestetr/acceleration/disab le.jso
n - uuser.userpass - H 'Accept: application/json’ -H'Content - type:

application/json’

8.6 Enable Acceleration for Smart Server

To allow acceleration for a smart server, use the following request:

PUT /smart_servers/:id/acceleration.enable.xml
PUT /smart_servers/:id/acceleration.enable.json

The following requests are still valid but will be deprecated in the future releases:

POST /smart_servers/:id/accelerate.xml
POST /smart_servers/:id/accelerate.json

XML Request Example

curl  -i -XPUT
http:  //onapp.test/smart_servers/hxgczpstestetr/acceleration.enable.xml -u
user:userpass - H 'Accept: application/xml’ - H'Content - type:

application/xml'

JSON Request Example

curl  -i -XPUT
http:  //onapp.test/smart_servers/hxgczpstestetr/acceleration.enable.js on -u
user:userpass - H 'Accept: application/json’ -H'Content - type:

application/json'

8.7 Disable Acceleration for Smart Server

To prohibit acceleration for a smart server, use the following request:

PUT /smart_servers/:id/acceleration.disable.xml
PUT /smart _servers/:id/acceleration.disable.json

The following requests are still valid but will be deprecated in the future releases:

POST /smart_servers/:id/decelerate.xml
POST /smart_servers/:id/decelerate.json
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XML Request Example

curl  -i -XPUT
http: //onapp.te  st/smart_servers/hxgczpstestetr/acceleration.disable.xml -u
user:userpass - H 'Accept: application/xml' -H 'Content - type:

application/xml'

JSON Request Example

curl  -i -XPUT
http:  //onapp.test/smart_servers/hxgczpstestetr/acceleration.disable.json -
u user:userpass - H 'Accept: application/json’ -H'Content - type:

application/json'
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9 Accel erator Statistics

If you want to track the amount of bandwidth used by accelerated websites, you can view
bandwidth statistics using API. By default, statistics are generated for the last 24 hours. This
section contains the API requests you can use to get Accelerator statistics.

T Get Summary Charts

T Get Summary Metrics

9.1 Get Summary Charts

Summary charts show detailed information on the total number of active websites that are
currently accelerated by the accelerator.

To view statistics for the selected period, use the following request:

GET /acceleration_dashboard/summary_charts.xml
GET /acceleration_dashboard/summary_charts.json

XML Request Example

curl -G -X GET -uuser.userpass - url
'http://onapp.test/acceleration_dashboard/summary_charts' - H 'Accept:
application/xml' -H 'Cont ent - type: application/xml' -- data - urlencode

'start_date=2020 -02-17 09:00' , -- data -urlencode ‘'end_date=2020 - 02-25
09:00" -- data - urlencode ‘frequency=1'

JSON Request Example

curl -i -XGET -uuser:userpass -- url

http:  //onapp.test/acceleration_dashboard/summary_charts.json - H 'Accept:
application/json’ -H'Content - type: application/json’ -d
{"start_date":"2020 - 02- 16","end_date":"2020 -02- 17", "frequency™:"1"}'

XML Output Example

<summary_charts type= "array" >
<summary_chart>
<timestamp type=  "integer"  >1567296000000 </timestamp>
<website_count type= "integer"  >42</website_count>

</summary_chart>
<summary_chart>
<timestamp type=  "integer"  >1582329600000 </timestamp>
<website_count type= "integer"  >6</ website_count>
</summary_chart>
<summary chart>...</summary chart>
</summary_charts>

Where:
timestamp - time when the website count was collected in UTC format

website_count - the total number of active websites that are currently accelerated by the
accelerator
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9.2 Get Summary Metrics
Summary metrics show detailed information on the amount of bandwidth used by accelerated
websites.

To view statistics for the selected period, use the following request:

GET /acceleration_dashboard/summary __metrics.xml
GET /acceleration_dashboard/summary_metrics.json

XML Request Example

curl -G -X GET -uuser.usertest - url

http:  //onapp.test/acceleration_dashboard/summary_metrics.xml - H 'Accept:
application/xml' -H'Content -type: application/xml' -- data - urlencode
'start_date=2020 - 02- 16 09:00', -- data - urlencode 'end_date=2020 -02-17
09:00'

JSON Request Example

curl  -i -XGET -uuser:.usertest - url

http:  //onapp.test/acceleration_dashboard/summary_metrics.json - H 'Accept:
applicat ion/json’ - H'Content - type: application/json’ -d
{"start_date":"2020 - 02- 16","end_date":"2020 -02- 17"

XML Output Example

<summary_metrics>
<highest_cdn_bandwidth type= "float"  >1905336.0 </highest_cdn_bandwidth>
<highest_origin_bandwidth

type= "float” >895136494.0 </highest_origin_bandwidth>

</summary_metrics>

Where:

highest_cdn_bandwidth - the highest total cached bandwidth (traffic served from CDN) served
per day within the selected period

highest_origin_bandwidth - the highest total uncached bandwidth (traffic served from the origin)
served per day within the selected period
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To get the list of alerts on Zombie disks, Zombie data stores, Zombie virtual servers, and

Zombie transactions, use the following request:

GET /alerts.xml
GET /alerts.json

XML Request Example

curl  -i -XGET -H 'Accept: application/xml'
application/xml' - U user:userpass -- url http:

-H 'Content - type:
/lonapp.test/alerts.xml

JSON Request Example

curl  -i -XGET -H 'Accept: application/json’
application/json’ - U user:userpass

-- url http:

-H 'Content - type:
/lonapp.test/alerts.json

XML Output Example

<alerts>

<zombie_data_stores type= "array" />
<zombie_transactions type= "array" />
<zombie_disks type= "array" >

</zombie_disks>

<zombie_domains type=  "array" >
<zombie_domain>[VM_IDENTIFIER]</zombie_domain>
</zombie_domains>

</alerts>

<zombie_disk>/dev/[DATASTORE_IDENTIFIER)/[DISK_IDENTIFI

ER]</zombie_disk>

Where:

zombie_data_stores - data stores, which are not mounted to a compute resource

zombie_transactions - transactions, which have "running" status, but their PIDs do not exist in

the system

zombie_disks - disks, whick exist on data stores, but are not in the database

zombie_domains - an array of zombie VSs, which are running on a compute resource, but are

not in the DB
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11Appl i cation Servers

Application Server is a regular VS based on default CentOS template with pre-

installed additional software. This software allows you to install and have up & running various
PHP/Perl/Python frameworks (like Drupal, Joomla, Wordpress etc.) on a server using web
interface.

API requests for application servers are the same as for virtual servers, just make the following
replacement:

virtual_machines - >application_servers
Below you can find the list of operations applicable for application servers:

Get List of servers

Get server details

Get statuses for all servers

Get server status

Add server

Build server

Edit server

Change server owner

Migrate server
Set VIP status for server

Delete server

Start up server
Segregate server

Reboot server
Reboot server in recovery

Suspend server
Unlock server

Unsuspend server

Shut down server

Stop server
Server autoscaling

Server billing statistics

Search server by label

Get server CPU usage statistics

= =4 =4 -4 A -8 -8 a2 -4 -8 -5 -2 -4 -8 -4 -2 -8 -4 -2 -4 -8 -4 -2 -8 -9

Add/edit admin/user note for server
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11.1Create Application Server

To create an application server, use the following request:

POST /application_servers.xml
POST /application_servers.json

XML Request Example

curl -i -XPOST -H 'Accept: application/xml' -H 'Content - type:
application/xml’ - U user:userpass -d
'<application_server><location_id>1< /location_id><label>zaza

xml</label><hostname>zaza</hostname><domain>localdomain</domain><hyperviso
r_group_id>6</hypervisor_group_id><hypervisor_id>2</hypervisor_id><memory>
384</memory><cpus>1</cpus><cpu_shares>1</cpu_shares><data_store_group_prim
ary_id>1< /data_store_group_primary_id><primary_disk_size>5</primary_disk_s
ize><data_store_group_swap_id>1</data_store_group_swap_id><swap_disk_size>
1</swap_disk_size><primary_network_group_id>16</primary_network_group_id><
required_ip_address_assignment>1</required_ ip_address_assignment><rate_lim
it>0</rate_limit><user_group_id>2500</user_group_id><vdc_id>192</vdc_id><d
ata_store_id>236</data_store_id><network_id>653</network_id><required_virt
ual_machine_build>1</required_virtual_machine_build></application_server>'

-- url http: /lonapp.test/application_servers.xml

JSON Request Example

curl  -i -XPOST -H 'Accept: application/json’ -H 'Content - type:
application/json’ - U user:userpass -d
{"application_server":{"location_id":"1", "label":"zaza JSON",
"hostname™":"zaza",,"domain":"localdomain" "hypervisor_group_id":"6",
"hypervisor_id™:"2", "memory":"384", "cpus":"1", "cpu_shares":"1",
"data_store_group_primary_id™:"1", "primary_disk_size":"5",
"data_store_group_swap_id":"1", "swap_disk_size":"1",

"prim ary_network_group_id":"16", "user_group_id":"2500", "vdc_id":"192",
"data_store_id":"236", "network_id":"653",
"required_ip_address_assignment™:"1", "rate_limit":"0",
"required_virtual_machine_build":"1"}}' - url

http:  //onapp.test/application_servers.json

XML Output Example
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<application_server>

<add_to_marketplace nil= "true" />

<admin_note nil= "true" />

<allowed_hot_migrate type= "boolean" >true </allowed_hot_migrate>
<allowed_swap type= "boolean" >true </allowed_swap>
<booted type= "boolean" >false </booted>

<built type= "boolean" >false </built>

<cores_per_socket type= "integer"  >0</cores_per_socket>
<cpu_shares type=  "integer" >1</cpu_shares>
<cpu_sockets nil= "true" />

<cpu_threads nil= "true" />

<Cpu_units type= "integer"  >10</cpu_units>

<cpus type= ‘integer" >1</cpus>

<created_at type= "datetime"  >2015- 06- 23T15: 33: 36+03: 00</created_at>
<customer_network_id nil= "true" />

<deleted_at nil= "true" />

<domain>localdomain</domain>

<edge_server_type nil= "true" />

<enable_autos cale nil=  "true" />

<enable_monitis nil= "true" />

<firewall_notrack type= "boolean" >false </firewall_notrack>
<hostname>zaza</hostname>

<hot_add_cpu nil= "true" />

<hot_add_memory nil=  "true" />

<hypervisor_id type= "integer"  >2</hypervisor_id>

<id type= ‘integer" >411</id>
<identifier>tb6s00085zqig2</identifier>
<initial_root_password_encrypted

type= "boolean" >false </initial_root_password_encrypted>
<instance_package_id nil= "true" />
<iso_id nil= "true" />
<label>zaza xml</label>

<local_remote_access_ip_address> 10.0 . 24.32 </local_remote_access_ip_address
>

<local_remote_access_port nil= "true" />

<locked type=  "boolean" >true </locked>

<memory type= ‘"integer" >384 </memory>

<min_disk_size type= "integer"  >5</min_disk_size>

<note nil=  "true" />

<operating_system>linux</operating_system>
<operating_system_distro>rhel</operating_system_distro>

<preferred_hvs type= "array" />

<recovery_mode nil= "true" />

<remote_access_pas sword>Re044gmSyF92</remote_access_password>
<service_password nil= "true" />

<state>building</state>

<storage_server_type nil= "true" />

<strict_virtual_machine_id nil= "true" />

<suspended type= "boolean" >false </suspended>

<template_id type= "integer"  >155</template_id>
<template_label>CentOS 6.6 x64 ApplicationServer</template_label>
<time_zone nil= "true" />

<updated_at type= "datetime"  >2015- 06- 23T15: 33: 41+03: 00</updated_at>
<user_id type=  "integer"  >1</user_id>

<vip nil= “"true" />

<xen_id nil=  "true" />

<ip_addresses type= "array" >

<ip_address>
<address> 69.168 . 237.56 </address>
<broadcast> 69.168 . 237.255 </broadcast>

<created_at type= "datetime"  >2015- 05- 14T12: 19: 08+03: 00</created_at>
<customer_network_id nil= "true" />

<disallowed_primary type= "boolean" >false </disallowed_primary>
<gateway> 69.168 . 237.1 </gateway>

<hypervisor_id nil= "true" />
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<id type= ‘"integer"  >340</id>

<ip_address_pool_id nil= "true" />

<network_address> 69.168 . 237.0 </network_address>

<network_id type= "integer"  >3</network_id>

<pxe type= "boolean" >false </pxe>

<updated_at type= "datetime" >2015- 06- 23T15: 33: 37+03: 00</updated_at>
<user_id nil= "true" />

<free type= "boolean" >false </free>

<netmask> 255.255 . 255.0 </netmask>
</ip_address>
</ip_addresses>
<monthly_bandwidth_used> 0</monthly_bandwidth_used>
<total_disk_size type= "integer"  >6</total_disk_size>
<price_per_hour type= "float* >769.0 </price_per_hour>
<price_per_hour_powered_off
type= "float" >384.01 </price_per_hour_powered_off>
<support_incremental_backups
type= "boolean" >true </support_incremental_backups>
<cpu_priority type= "I nteger" >1</cpu_priority>
</application_server>

Where:

add_to_marketplace 1 true, if the server is added to marketplace. The default value is "false".
This parameter is for CDN servers only.

admin_note - administrator comment for the VS

allowed_hot_migrate 7 true if hot migration is allowed, otherwise false
allowed_swap i1 true if swap is allowed, otherwise false

booted - true, if the VS is boothed, otherwise false

built - true, if the VS is built, otherwise false

cpu_shares - the percentage of allocated CPU priority resource

cpu_sockets - the amount of CPU sockets per core. This parameter can be set for KVM
compute resources only by those users who have Enable CPU topology permission granted

cpu_threads - the amount of CPU threads per core. This parameter can be set for KVM
compute resources only by those users who have Enable CPU topology permission granted

cpu_units - the amount of CPU units per core if the CPU priority is replaced with CPU units in a
bucket.

cpus - number of CPUs assigned to the VS

created_at i the date when the VS was created in the [YYYY][MM][DD]T[hh][mm][ss] format
updated_at i the date when the VS was updated in the [YYYY][MM][DD]T[hh][mm][ss] format
customer_network_id - ID of the customer network

domain - specify the domain for this VS. The default value is localdomain. This parameter is not
applicable for Windows virtual servers.

edge_server_type - type of the CDN edge server. This parameter is for CDN servers only.
enable_autoscale § true if autoscaling is allowed for this VS

enable_monitis - deprecated attribute

firewall notrack - parameter for adding firewall rules. It is true for edge servers only.
hostname - VS hostname

hypervisor_id i the ID of the compute resource, on which the server is deployed
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hypervisor_group_id i the ID of the compute zone, on which the server is deployed
id i the VS ID in OnApp CP database

identifier i the VS identifier

instance_package_id - ID of the instance package

iso_id - ID of the ISO you want to use

label - user-friendly VS description

local_remote_access_ip_address - IP address for remote connection
local_remote_access_port - port for remote connection

locked - true if the VS is locked; otherwise false

memory - the RAM size allocated to this VS

min_disk_size & the minimum disk size required to build a VS from a specified template
note - optional note

operating_system 6 operating system used by the VS

operating_system_distro 0 the distribution of the OS from which this VS is built

preferred_hvs - the array of preferable compute resources based on compute zone that meet
some VS configuration settings

rate_limit - the port speed. The minimum recommended speed is 10Mbps (if allowed by your
bucket)

recovery_mode - true if recovery mode allowed, otherwise false
remote_access_password & the password for the remote access
service_password - password of a service user

state i application server state

storage_server_type - set http or streaming server type.

strict_virtual_machine_id - the ID of a virtual machine that will never reside on the same
compute resource with this VS

suspended - true if VS is suspended, otherwise false

template_id - the ID of the template the VS is based on

template_label - the name of the template from which this VS is built
time_zone i the time zone of the user

user_id @ the ID of a user assigned to this VS

vip 0 true if the VS has VIP status (gives migration priority)

xen_id @ the VS ID set by the virtualization engine

ip_addresses - an array of IP addresses with the following parameters:
i address - IP address

1 broadcast - broadcast address

1 created_at - the date when the IP address was created in the
[YYYY][MM][DD]T[hh][mm][ss]Z format

customer_network_id - ID of the customer network which will be used for this blueprint
disallowed_primary - true if not allowed to be used as primary (for VS build), otherwise false

gateway - gateway address

= =4 -4 -2

hypervisor id - the ID of the compute resource
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id - the ID of the IP address
ip_address_pool_id - ID of the IP address pool to the IP address belongs to
network _address - the address of the network

network_id - the ID of the network

= =4 4 A -2

pxe - true, if this compute resource address can be used for cloudbooting a compute
resource

1 updated_at - the date when the IP address was updated in the
[YYYY][MM][DD]T[hh][mm][ss]Z format

1 user_id - the ID of a user associated with this IP address

1 free - true if free, otherwise false

1 netmask - netmask for the IP address

monthly _bandwidth_used - VS monthly bandwidth in KB

total_disk_size - total VS disk size

price_per_hour - server's price per hour

price_per_hour_powered_off - price per hour when server is powered off

support_incremental_backups - 1, if virtual server supports incremental backups, and 0 if it does
not

cpu_priority - this is a new parameter reserved for further use; currently will have the same
value as cpu_shares

Page History
v.5.4

1 added domain parameter
v.4.2

1 removed initial_root_password and initial_root_password_encrypted parameters as they
are not required and skipped when creating an application server
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12Apps for Application Servers

An application is a piece of software that brings additional features into the basic functionality.
OnApp allows you to deploy a wide range of applications by means of additional software. To
install different applications on your cloud, you should create an Application Server. An
application server is a regular VS based on CentOS but with pre-installed software. Application
Servers allow you to install various applications (like Drupal, Joomla, Wordpress, etc.) on a
server using web interface.

Email Accounts

1 Get List of All Installed Applications
1 Get List of All Available for Installation Applications
1 Get Application Attributes

1 Install Application

1 Back Up Application

1 Delete Application

1 Get List of All Application Backups
1 Restore Application Backup

T Remove Application Backup

1 System Applications

1 Domains

T ETP Users

1 Databases

1

1

Services

12.1Get List of All Installed Applications

To get the list of all installed applications, use the following request:
GET /application_servers/:application_server_ id/applications.xml
GET /application_servers/:application_server_id/applications.json

XML Request Example

curl -i -XGET -uuser:userpass - H 'Accept: application/xml’ -H 'Content -
type: application/xml' - url
http:  //onapp.test/application_servers/26_74947 /applications.xml’

JSON Request Example

curl  -i -XGET -u user.userpass - H 'Accept: application/json’ -H
‘Content - type: application/json’ -- url
http:  //onapp.test/application_servers/26_74947/applications.json’

XML Output Example
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<applications type= "array" >

<application>

<admin_url>http: //109.1.125.2/wplwp - admin/</admin_url>
<application_type>WordPress</application_type>

<errors type= "array" />

<id>26_74947</id>

<software_url>http: //109.1.125.2/wp</software_url>

<software_version> 4.2 . 2</software_version>
</application>
</applications>

Where:

admin_url - this URL is a link for administrator, where they can enter credentials to log into
application

application_type - the name of application
id - the ID of an application
software_url - this URL is a link to the application itself

software_version - the version of the application software installed

12.2Get List of All Available for Installation Applications

To get the list of all applications, available for installation, use the following request:

GET
/application_servers/:application_server_id/applica tions/available.xml

GET
/application_servers/:application_server_id/applications/available.jso
n

XML Request Example

curl -i -XGET -uuser:userpass - H 'Accept: application/xml’ -H 'Content -
type: application/xml' - url
http:  //onapp.test/application_servers /12/applications/available.xml'

JSON Request Example

curl -i -XGET -uuser:userpass - H 'Accept: application/json’ -H 'Content -
type: application/json’ - url
http:  //onapp.test/application_servers/12/applications/available.json'

XML Output Example
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<applications type= "array" >

<application>

<category>cms</category>

<description>

Zikula is a Web Application Toolkit, which allows you to run impressive
websites and buil d powerful online applications.

</description>

<name>Zikula</name>

<script_id>  1</script_id>

<software_version> 1.3 . 9</software_version>

</application>

<application>

<category>forums</category>

<description>The most widely used Open Source forum solution</description>
<name>phpBB</name>

<script_id>  2</script_id>

<software_version> 3.1 . 4</software_version>

</application>

<application>...</application>

</applications>

Where:

category - the category, to which an application refers (for example - cms,forums, blogs,
frameworks etc.)

description - the short description of main application features
name - the standard name of an application
script_id - the ID of an application in the list of all applications, available for installation

software_version - the version of application software

12.3Get Application Attributes

To get attributes required for installation of an application and their default values, use the
following request:

GET /application_servers/.application_server_id/script/:script_id.xml

GET /application_servers/:application_server_id/script/:script_id.json

XML Request Example

curl -i -XGET - uuser:password - H 'Accept: application/xml’ -H 'Content -
type: application/xml' - url
http:  //onapp.test/application_servers/109/script/12.xml

JSON Request Example

curl -i -XGET -uuser:password - H 'Accept: application/json’ -H 'Content -
type: application/json’ -- url
http:  //onapp.test/application_servers/109/script/12.json

Where:
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script_id - the ID of an application in the list of all applications, available for installation. List of all
available scripts can be extracted using request from the Get List of All Available for Installation
Applications section. In this request you will get the following parameters:

category - the category, to which an application refers (for example - cms, forums, blogs,
frameworks, etc.)

description - the short description of main application features
name - the standard name of an application
script_id - the ID of an application in the list of all applications, available for installation

software_version - the version of application software

12.4Install Application

To install an application, use the following request:
POST /application_servers/.application_server_id/applications.xml
POST /application_servers/:application_server_id/applications.json

XML Request Example

curl  -i -XPOST - u user:userpass

http:  //onapp.test/application_servers/109/applications.xml - H 'Accept:
application/xml’ -H'Content - type: application/xml' -d
'<application><script_id>1</script_id><softdirectory>XML_Zikula</softdirec
tory><admin_username>admin</admin_username><admin_pass>pass</ admin_pass><a

dmin_email>user@onapp.com</admin_email></application>'

JSON Request Example

curl -i -XPOST -u user:userpass
http:  //onapp.test/application_servers/109/applications.json - H 'Accept:
application/json’ -H'Content - type: application/json’ -d'{" application™

{"script_id": "1", "softdirectory": "Zikula1000", "admin_username":
"admin”, "admin_pass": "pass"”, "admin_email": "user@onapp.com"}}'

Where:
script_id - the ID of an application in the list of all applications, available for installation.

softdirectory - the directory where an application will be stored. The label of the directory should
contain only lowercase characters.

The following parameters depend on the type of an application:
admin_username - the username of an administrator, who wants to install an application
admin_pass - the password of an administrator, who wants to install an application

admin_email - the email of an administrator, who wants to install an application

Parameters are different for every application. All the parameters that are
required for successful installation of the application can be retrieved via
the Get Application Attributes API call. Put extracted parameters

inside <application> </application> parameter.
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12.5Back Up Application

To back up an application, use the following request:

POST
/application_servers/:application_server_id/applications/:id/backup.xm
I

POST
/application_servers/:application_server_id/applications/:id/backup.js
on

XML Request Example

curl -i -XPOST -H 'Accept: application/xml' -H 'Content - type:
application/xml’ - U user:password - url

http:  //onapp.test/application_servers/109/applications/1_23728/backup.xml
-d

'<backup><application_id>1_31528</application_id><backup_directory>1</back
up_directory><bac kup_database>1</backup_database><note>xml
backup</note></backup>"'

JSON Request Example

curl -i -XPOST -H 'Accept: application/json' -H 'Content - type:
application/json' - u user:password - url
http:  //onapp.test/application_servers/109/applications/1_23728 /backup.json

- d '{"backup": {"application_id": "1_23728", "backup_directory": "1",
"backup_database™: "1", "note": "json backup"} }

Where:

application_id - the ID of an application

backup_directory - set 1 to back up directory, otherwise set 0
backup_data_directory - set 1 to back up data directory, otherwise set 0
backup_database - set 1 to back up database, otherwise set 0

note - a back up note (optional parameter)

Parameters backup_directory, backup_database can be used with any
value (for example, "1" or "true") to back up a corresponding thing. Do not
include a parameter in order not to back up particular part of an
application.

12.6Delete Application

To delete an application, use the following request:

DELETE
/application_servers/:application_server_id/applications/:id.xml

DELETE
/application_servers/:application_server_id/applications/:id.json

XML Request Example
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curl -i -XDELETE -H 'Accept: application/xml’ -H 'Content - type:
application/xml' -uuser;passwo rd -- url
http:  //onapp.test/application_servers/109/applications/1_23728.xml -d

'<application><application_id>1_31528</application_id><remove_directory>1<
/remove_directory><remove_database>1</remove_database><remove_database_use
r>1</remove_database_user></a pplication>'

JSON Request Example

curl  -i -XDELETE -H 'Accept: application/json' -H 'Content - type:
application/json' - u user:password - url

http:  //onapp.test/application_servers/109/applications/1_23728.json -d
'{"application": {"application_id": "1_237 28", "remove_directory™: "1",

"remove_database™: "1", "remove_database_user": "1"} }'

Where:

application_id - the ID of an application

remove_database_user - set 1 to remove database user, otherwise set 0
remove_database - set 1 to remove database, otherwise set 0
remove_directory - set 1 to remove directory, otherwise set 0

remove_data_directory - set 1 to remove data directory, otherwise set 0

12.7Get List of All Application Backups

To get the list of all backups taken for this particular application server, use the following
request::

GET
/application_servers/:application_server_id/applications/backups.xmi

GET
/application_servers/:application_server_id/applications/backups.json

XML Request Example

curl -i -XGET -uuser:userpass - H 'Accept: application/xml’ -H 'Content -
type: application/xml' -- url
http:  //onapp.test/application_servers/109/applications/backups.xml'

JSON Request Example

curl -i -XGET -uuser:userpass - H 'Accept: application/json’ -H 'Content -
type: application/json’ - url
http:  //onapp.test/application_servers/109/applications/backups.json'

XML Output Example

52



OnApp Cloud 6.5 Edge 4 API Guide

<backups type= "array" >

<backup>

<application_id>123_70977</application_id>
<application_type>Codelgniter</application_type>
<backup_note>Code Igniter Backup # 1</backup_note>
<identifier>475d8fd0e008941b19c9819d8dc8a410</identifier>
<software_url>http: //109.123.125.26/igniter</software_url>
<software_version> 3.0 . O</software_version>

<size> 1.369 MB</size>

</backup>

<backup>

<application_id>123_70977</application_id>
<application_type>Codelgniter</application_type>
<backup_note>Code Igniter Backup # 1</backup_note>
<identifier>7d0c93305dc816282e17e432903e33eb</identifier>
<software_url>http: //109.123.125.26/igniter</software_url>
<software_version> 3.0 . O</software_version>

<size> 1.369 MB</size>

</backup>

<backup>...</backup>

</backups>

Where:

application_id - the ID of the application, which was backed up
application_type - the name of the application, which was backed up
backup_note - the note, that was written during backup creation
identifier - identifier of the application backup

software_url - this URL is a link to application itself
software_version - the version of application software

size - backup size

12.8Restore Application Backup

To restore application backup, use the following request:

POST
/application_servers/:application_server_id/ap plications/backups/:iden
tifier/restore.xml

POST
/application_servers/:application_server_id/applications/backups/:iden
tifier/restore.json

XML Request Example

curl -i -XPOST -H 'Accept: application/xml' -H 'Content - type:
application/xml' - U user:userpass - url

http:  //onapp.test/application_servers/109/applications/8/backups/kfjdhsxcv
j/restore.xml -d

'<backup><restore_directory>1</restore_directory><restore_database>1</rest
ore_database></backup>"'
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JSON Request Example

curl  -i -XPOST -H ' Accept: application/json’ -H 'Content - type:
application/json' - U user:userpass - url

http:  //onapp.test/application_servers/109/applications/8/backups/kfjdhsxcv
j/restore.json - d {"backup": {"restore_directory": "1",

"restore_database": "1"} }'

Where:
restore_directory - set 1 to restore directory, otherwise set 0
restore_database - set 1 to restore database, otherwise set 0

identifier - identifier of the application backup. It can be found using the Get List of All
Application Backups request.

12.9Remove Application Backup

To remove application backup, use the following request:

DELETE
/application_servers/:application_server_id/applications/backups/:iden
tifier/destroy.xml

DELETE
/application_servers/:application_server_id/applications/backups/:iden
tifier/destroy.json

XML Request Example

curl -i -XDELETE - u user:userpass - url
http: //on app.test/application_servers/2/applications/backups/tfgguk6iyu/de
stroy.xml - H'Content - type: application/xml’ - H'Accept: application/xml’

JSON Request Example

curl  -i -XDELETE -u user:userpass - url

http:  //onapp.test/application_servers/2/applications/ba ckups/tfgguk6iyu/de

stroy.json - H'Content - type: application/json’ - H'Accept: application/json’
Where:

identifier - identifier of the application backup. It can be found using the Get List of All

Application Backups request.

12.10 System Applications

There are system applications within an application server. You can install or switch PHP

versions by means of system applications.

1 Get List of System Applications

1 Install System Application
T Switch PHP Version
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 Uninstall System Application

12.10.1 Get List of System Applications

To get the list of system applications, use the following request:
GET /application_servers/:application_server_id/system_apps.xml

GET /application_servers/:application_server_id/system_apps.json

XML Request Example

curl -i -XGET -uuser.userpass - H 'Accept: application/xml’
type: application/xml' - url
http:  //onapp.test/application_servers/2/system_apps.xml'

-H 'Content -

JSON Request Example

1

curl -i -XGET -uuser.userpass - H 'Accept: application/json
type: application/json’ - url
http:  //onapp.test/application_ser vers/2/system_apps.json

-H 'Content -

XML Output Example

<system_apps type=  “array" >
<system_app>

<api_name>php54</api_name>

<default  type= "boolean" >true </ default >
<id> 2</id>

<installed type= "boolean" >true </installed>
<name>PHP 5.4 </name>

<version> 5.4 . 45</version>

</system_app>

<system_app>...</system_app>

</system_apps>

Where:

api_name - the APl name of a system application
id - the ID of a system application

name - the name of a system application

version - the version number of a system application

12.10.2 Install System Application

To install a system application, use the following request:

PUT
/application_servers/:application_server_id/system_apps/system_app_id/
install.xml

PUT
/application_servers/:application_server_id/system_apps/syst
install.json

XML Request Example

em_app_id/
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curl -i -XPUT -uuser.userpass
http:  //onapp.test/application_servers/6/system_apps/143/install.xml -H
'‘Accept: application/xml' -H'Content - type: application/xml'

JSON Request Example

curl -i -XPUT -uuser:userpass
http:  //onapp.test/application_servers/6/system_apps/143/install.json -H
" Accept: application/json’ -H'Content - type: application/json’

Where:

application_server_id* - the ID of an application server where you want to install a system
application

system_app_id* - the ID of the system application which you want to install

You can get system application ID with the Get List of System Applications
API request.

12.10.3 Switch PHP Version

To switch a PHP version, use the following request:
PUT /application_servers/:id/settings/switch_php__ version.xml
PUT /application_servers/:id/settings/switch_php_version.json

XML Request Example

curl -i -XPUT -uuser.userpass
http:  //onapp.test/application_servers/6/settings/switch_php_version.xml -H
'‘Accept: application/xml’ -H'Content - type: application Ixml"  -d

'<php_version>php55</php_version>'

JSON Request Example

curl -i -XPUT -uuser:userpass
http:  //onapp.test/application_servers/6/settings/switch_php_version.json -
H 'Accept: application/json’ - H'Content - type: application/json’ -d
{"php_version" "php55"}

Where:

php_version* - the name of PHP version to which you want to switch

12.10.4 Uninstall System Application

To uninstall a system application, use the following request:
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PUT
/application_servers/:application_server_id/system_apps/system_app_id/
uninstall.xml

PUT
/application_servers/:application_server_id/system_apps/system_app_id/
uninstall.json

XML Request Example

curl -i -XPUT -uuser.userpass
http:  //onapp.test/application_servers/6/system_apps/88/uninstall.xml -H
'Accept: application/xml’ -H'Content - type: application/xml'

JSON Request Example

curl -i -XPUT -uuser.userpass
http:  //onapp.test/application_servers/6/system_apps/88/uninstall.json -H
'‘Accept: application/json’ -H'Content - type: application/json’

Where:

application_server_id* - the ID of an application server where you want to uninstall a system
application

system_app_id* - the ID of the system application which you want to uninstall

You can get system application ID with the Get List of System Applications
API request.

12.11 Domains

This section contains the API requests you can apply to manage Application Server domains.

 Get List of Domains

M Create Domain

 Delete Domain

12.11.1 Get List of Domains

To get the list of application server domains, use the following request:
GET /application_servers/:application_server_id/domains.xml
GET /application_servers/:application_server_id/domains.json

XML Request Example

curl -i -XGET -uuser.userpass - H 'Accept: application/xml’ -H 'Content -
type: application/xml' - url
http:  //onapp.test/application_servers/6/domains.xml'
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JSON Request Example

curl -i -XGET -uuser.userpass - H 'Accept: application/json’ -H 'Content -
type: application/json’ - url
http:  //onapp.test/application_servers/6/domains.json’

XML Output Example

<domains type= "array" >

<domain>
<identifier>3dd0d7734983e2db8ba7677bd5b11a70</identifier>
<name>domain_name</name>
<path>/home/onapp/public_html</path>
<type>primary</type>

</domain>

<domain>...</domain>

</domains>

Where:

identifier - the domain's identifier
name - the name of the domain
path - the route to the domain folder

type - the type of the domain

12.11.2 Create Domain

To create a domain, use the following request:

POST /application_servers/:application_server_id/domains.xml
POST /applicat  ion_servers/:application_server_id/domains.json
There are several options for domain creation:

 Addon domain creation with custom path

9 Domain addition to an existing application

 Creation of parked domain

12.11.2.1 Addon domain creation with custom path
XML Request Example

curl -i -XPOST -u user:userpass
http:  //onapp.test/application_servers/6/domains.xml - H 'Accept:
application/xml' -H'Con tent - type: application/xml' -d

'<domain><path>ZikulaTest</path><domain>addon.com</domain></domain>'

JSON Request Example

curl -i -XPOST -u user:userpass
http:  //onapp.test/application_servers/6/domains.json - H 'Accept:
application/json’ -H'Content - type : application/json' - d '{"domain":

{"path": "ZikulaTest","domain": "addon.com"}}’
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Where:
domain - specify the name of the domain

path - indicate the route to domain folder

12.11.2.2 Domain addition to an existing application
XML Request Example

curl  -i -XPOST -u user:userpass

http:  //onapp.test/application_servers/6/domains.xml ‘Accept:

application/xml' -H'Content - type: application/xml' -d
'‘<domain><domain>existed.com</domain><application_id>None</application_id>
</domain>'

JSON Request Example

curl  -i -X POST - u user:userpass
http: //onapp.test/application_servers/6/domains.json 'Accept:
application/json’ -H'Content - type: application/json' -d'{"domain":
{"domain": "existed.com",
"application_id" :onull Y

Where:
domain - the name of the domain

application_id - the ID of an application to which you want to add the domain

12.11.2.3 Creation of parked domain
XML Request Example

curl  -i -XPOST - u user:userpass
http:  //onapp.test/application_servers/6/domains.xml 'Accept:
application/xml' -H 'Content - type: application/xml’ -d
'‘<domain><domain>parked.com</domain><application_id>Null</application_id><
/domain>'

JSON Request Example

curl -i -XPOST -u user:.userpass
http:  //onapp.test/application_servers/6/domains.json 'Accept:
application/json' -H'Content - type: application/json’ -d {"domain":
{"domain": "parked.com",
"application_id" :onull 3
Where:

domain - the name of the domain

12.11.3 Delete Domain

To delete a domain, use the following request:
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DELETE
/application_servers/:application_server_id/domains/:domain_identifier
xml

DELETE
/application_servers/:application_server_id/domains/:domain_identifier
.json

XML Request Example

curl -i -XDELETE -H 'Accept: application/xml' -H 'Content - type:
application/x ml' - u user:userpass - url
http:  //onapp.test/application_servers/109/domains/03e7a0bf - 970e - 4da3.xml

JSON Request Example

curl  -i -XDELETE -H 'Accept: application/json' -H 'Content - type:

application/json’ - U user:userpass - url

http:  //onapp.test/applicat ion_servers/109/domains/03e7a0bf - 970e - 4da3.json
Where:

domain_identifier - the identifier of the domain you want to delete.

You can check identifier of the required domain with GET method:
GET /application_servers/:application_server_id/domains.xml
GET /application_servers/:application_server_id/domains.json

12.12 FTP Users

This section contains the API requests you can apply to manage FTP users.
1 Get List of FTP Users

1 Create FTP User

1 Delete FTP User

12.12.1 Get List of FTP Users

To get the list of FTP users, use the following request:
GET /applic  ation_servers/:application_server_id/ftp_users.xml

GET /application_servers/:application_server_id/ftp_users.json

XML Request Example
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curl -i -XGET -uuser.userpass - H 'Accept: application/xml' -H 'Content -
type: application/xml' - url
http:  //onapp.test/ap plication_servers/109/ftp_users.xml’

JSON Request Example

curl -i -XGET -uuser.userpass - H 'Accept: application/json’ -H 'Content -
type: application/json’ - url
http:  //onapp.test/application_servers/109/ftp_users.json'

XML Output Example

<ftp_users ty pe="array" >

<ftp_user>
<identifier>eb9baa2fdc5043e4535a17862e5f2ab5</identifier>
<login>onapp</login>
<path>/home/onapp</path>
<usage type= ‘integer" >0</usage>

<[ftp_user>

<ftp_user>
<identifier>0fd3345dcc4b4c20b46f8ee33f52ba75</identifier>
<login>test_onapp.test</login>
<path>/home/onapp/www/test</path>
<usage type= ‘"integer"  >0</usage>

</ftp_user>

<ftp_user>...</ftp_user>

</ftp_users>

Where:

identifier - the user's identifier
login - the user's login name
path - the route to FTP folder

usage - the amount of FTP folder space, used by this user (in MB)

12.12.2 Create FTP User

To create an FTP user, use the following request:
POST /application_servers/:application_server_id/ftp_users.xml
POST /application_servers/:application_server_id/ftp_users.json

XML Request Example

curl -i -XPOST -u user.userpass
http:  //onapp.test/application_servers/109/ftp_users.xml 'Accept:
application/xml' -H 'Content - type: application/xml' -d

'<ftp_user><password>1234</password><password_confirmation>1234</password_
confirmation><login>login364</login><path>www/usr2</path></ftp_user>'

JSON Request Example
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curl  -i -XPOST - u user.userpass
http:  //onapp.test/application_servers/109/ftp_users.json 'Accept:
application/json’ -H'Content - type: application/json’ - d '{"ftp_user":

{"password": "1234", "password_confirmation": "1234", "login": "login364",
"path": "www/usr2"}}'

Where:

password - create user's password

password_confirmation - enter user's password one more time
login - provide user's login name

path - indicate the route to FTP folder

12.12.3 Delete FTP User

To delete an FTP user, use the following request:

DELETE
/application_servers/:application _server_id/ftp_users/:ftp_user_identi
fier.xml

DELETE
/application_servers/:application_server_id/ftp_users/:ftp_user_identi
fier.json

XML Request Example

curl -i -XDELETE -H 'Accept: application/xml’ - H 'Content - type:
application/xml' - U user:userpass - url
http:  //onapp.test/application_servers/109/ftp_users/hj09 - jhkfd09.xml

JSON Request Example

curl -i -XDELETE -H 'Accept: application/json’ -H 'Content - type:

application/json’ - U user:userpass - url

http:  //onapp.test/application_servers/109/ftp_users/hj09 - jhkfd09.json
Where:

ftp_user_identifier - the identifier of the user you want to delete.

You can check identifier of the required FTP user with GET method:
GET /application_servers/:application_server_id/ftp_users.xml
GET /application_servers/:application_server_id/ftp_users.json
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12.13 Databases

This section contains the API requests you can apply to manage databases available for your

Application Server.

 Get List of Databases

Create Database

Delete Database

Get List of Database Users

Get List of Users Assigned to Database

Create Database User

Assign User to Database

Update Database User Privileges

Change Database User Password

Unassign User from Database

Delete Database User

= =4 -4 -4 -4 A -8 -8 _a -2

12.13.1 Get List of Databases

To get the list of databases, use the following request:
GET /application_servers/:application_server_id/databases.xml
GET /application_servers/:application_server_id/databases.json

XML Request Example

curl -i -XGET -uuser:userpass - H 'Accept: application/xml’ -H 'Content -
type: application/xml' - url
‘http:  //onapp.test/application_servers/109/databases.xml’

JSON Request Example
curl -i -XGET -uuser:userpass - H 'Accept: application/json’ -H 'Content -
type: application/json’ -- url

'http://onapp.test/application_servers/109/databases.json'

XML Output Example

<databases type=  "array" >
<database>
<db>Testl</db>
</database>
<database>
<db>cmfsfs</db>
</database>
</databases>

Where:

db - the name of the database
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12.13.2 Create Database

To create a database, use the following request:
POST /application_servers/:application_server_id/databases.xml
POST /application_servers/:application_server_id/databases.json

XML Request Example

curl -i -XPOST -u user.userpass
http:  //onapp.test/application_servers/109/databases.xml - H 'Accept:
application/xml' -H'Content - type: application/xml' -d

'<database><db>Testl</db></database>'

JSON Request Example

curl -i -XPOST -u user.userpass
http:  //onapp.test/application_servers/109/databases.json - H'Accept:
application/json’ -H'Content - type: application/json' - d {"database":

{"db":"Test1"}}'

Where:

db - the name of the database

12.13.3 Delete Database

To delete a database, use the following request:
DELETE /application_servers/.application_server_id/databases/.db.xml
DELETE /application_servers/.application_server_id/databases/:db.json

XML Request Example

curl -i -XDELETE -H 'Accept: application/xml' -H 'Content - type:
application/xml' - U user:userpass - url
'http://onapp.test/application_servers/109/databases/database_1.xml'

JSON Request Example

curl -i -XDELETE -H 'Accept: application/json' -H 'Content - type:

application/json’ - U user:userpass - url

'http://onapp.test/application_se rvers/109/databases/database_1.json'
Where:

db - the name of the database you want to delete.

You can check name of the required database with GET method:
GET /application_servers/:application_server_id/databases.xml
GET /application_servers/:application_server_id/databases.json
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12.13.4 Get List of Database Users

To get the list of database users, use the following request:
GET /application_servers/:application_serv er_id/database_users.xml

GET /application_servers/:application_server_id/database_users.json

XML Request Example

curl -i -XGET -uuser.userpass - H 'Accept: application/xml’ -H 'Content -
type: application/xml' - url
'http://onapp.test/application_servers/10 9/database_users.xml'

JSON Request Example

curl -i -XGET -uuser.userpass - H 'Accept: application/json’ -H 'Content -
type: application/json’ - url
'http://onapp.test/application_servers/109/database_users.json’

XML Output Example

<database_users type= "array" >
<database_user>
<name>user</name>
</database_user>
<database_user>
<name>cmfsfs</name>
</database_user>
</database_users>

Where:

name - the name of the database user

12.13.5 Get List of Users Assigned to Database
To get the list of users assigned to a certain database and their permissions, use the following
request:

GET
/application_servers/:application_server_id/databases/:db/privileges.x
ml

GET
lapplication_servers/:application_server_id/databases/:db/pr ivileges.]
son

XML Request Example
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curl -i -XGET -uuser.userpass - H 'Accept: application/xml' -H 'Content -
type: application/xml' - url
'http://onapp.test/application_servers/109/databases/database_1/privileges

xml

JSON Request Example

curl -i -XGET -uuser.userpass - H 'Accept: application/json’ -H 'Content -
type: application/json’ - url
‘http://onapp.test/application_servers/109/databases/database_1/privileges

json'

Where:
db - the name of the required database
XML Output Example

<dat abase_users type=  "array" >
<database_user>
<prilist>
<DELETEXalse </DELETE>
<SHOW_VIEW=alse </SHOW_VIEW>
<HOST>localhost</HOST>
<DROP#alse </DROP>
<CREATE#alse </CREATE>
<CREATE_VIEW#alse </CREATE_VIEW>
<EXECUTE#alse </EXECUTE>
<TRIGGERalse </TRIGGER>
<INDEX>false </INDEX>
<CREATE_ROUTINEfalse </CREATE_ROUTINE>
<CREATE_TEMPORARY_TABLESIse </CREATE_TEMPORARY_TAHBS>
<LOCK_TABLES#alse </LOCK_TABLES>
<REFERENCES=zlse </REFERENCES>
<SELECTHrue </SELECT>
<INSERT>false </INSERT>
<UPDATE#alse </UPDATE>
<ALTER>alse </ALTER>
</prilist>
<name>test_db</name>
</database_user>
</database_users>

Where:
prilist - the list of privileges (permissions) assigned to the database user.
Below you can find the list of privileges:

SELECT

CREATE

INSERT

UPDATE

ALTER

DELETE

INDEX
CREATE_TEMPORARY_TABLES
EXECUTE

DROP
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LOCK_TABLES
REFERENCES
CREATE_ROUTINE
CREATE_VIEW
SHOW_VIEW
TRIGGER

name - the name of the database user

12.13.6 Create Database User

To create a database user, use the following request:
POST /application_servers/:ap plication_server_id/database_users.xml
POST /application_servers/:application_server_id/database_users.json

XML Request Example

curl -i -XPOST -u user.userpass
http:  //onapp.test/application_servers/109/database_users.xml - H'Accept:
application/xml’ -H'Content - type: application/xml' -d

'<database_user><name>user</name><password>pass</password></database_user>

JSON Request Example

curl  -i -XPOST - u user:userpass
http: //onapp.test/application_servers/109/database_users.json - H 'Accept:
application/json’ -H'Content - type: application/json' -d

{"database_user": {"name": "user", "password": "pass"}}'

Where:

name - the name of the database user

The length of the name should not exceed 11 characters.

password - the password for the database user

12.13.7 Assign User to Database

To assign user to a database, use the following request:

POST
/application_servers/:application_server_id/databases/:db/assign_user.
xml

POST
/applicat  ion_servers/:application_server_id/databases/:db/assign_user.
json

XML Request Example
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curl  -i -XPOST - u user.userpass
http:  //onapp.test/application_servers/109/databases/database_1/assign_user
xml - H 'Accept: application/xml’ -H'Content - type: application/xml'

'<database><db_user>user</db_user><host>localhost</host><prilist><SELECT>t
rue</SELECT></prilist></database>'

JSON Request Example

curl -i -XPOST -u user.userpass
http:  //onapp.test/application_servers/109/databases/database_1/assign_user

{"database": {"db_user": "user", "host": "localhost",
"p rilist":{"SELECT":true}}}'

Jjson - H'Accept: application/json’ -H'Content - type: application/json’

Where:
db - the name of the database to which you want to assign users

db_user - the name of the database user

prilist - the list of privileges (permissions) which you want to assign to the database user. Set

“true” to the specific privilege to assign it to the user.
Below you can find the list of privileges:

SELECT

CREATE

INSERT

UPDATE

ALTER

DELETE

INDEX
CREATE_TEMPORARY_TABLES
EXECUTE

DROP
LOCK_TABLES
REFERENCES
CREATE_ROUTINE
CREATE_VIEW
SHOW_VIEW
TRIGGER

host - indicate a host name for the database. There are several options of host names:

1 localhost - specify this parameter to choose a local host name
1 % - specify this parameter to choose any host name
1 27.0.0.1 - specify any IP Address

12.13.8 Update Database User Privileges

To update a database user privileges, use the following request:

PUT
/application_servers/:application_server_id/database_users/:name/privi
leges.xml

PUT
/application_servers/:application_server_id/database_users/:name/privi
leges.json
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XML Request Example

curl -i -XPUT -uuser:userpass
http:  //onapp.test/application_servers/109/database_users/name_one/privileg
es.xml - H 'Accept: application/xml’ -H'Content -t ype: application/xml' -d

'<database_user><db_name>label</db_name><host>localhost</host><prilist><SE
LECT>true</SELECT></prilist></database_user>'

JSON Request Example

curl -i -XPUT -uuser.userpass
http:  //onapp.test/application_servers/109/database_users /name_one/privileg
es.json - H'Accept: application/json’ -H'Content - type: application/json’

- d {"database_user": {"db_name": "label", "host": "localhost",
"prilist":{"SELECT":true}}}'

Where:
db_name - the name of the database

prilist - the list of privileges (permissions) which you want to assign to the database user. Put
“true” next to the specific privilege to assign it to the user.

Below you can find the list of privileges:

SELECT

CREATE

INSERT

UPDATE

ALTER

DELETE

INDEX
CREATE_TEMPORARY_TABLES
EXECUTE

DROP
LOCK_TABLES
REFERENCES
CREATE_ROUTINE
CREATE_VIEW
SHOW_VIEW
TRIGGER

host - indicate a host name for the database. There are several options of host names:
1 localhost - specify this parameter to choose a local host name

1 % - specify this parameter to choose any host hame

1 27.0.0.1 - specify any IP Address

12.13.9 Change Database User Password

To change a database user password, use the following request:

PUT
/application_servers/:application_server_id/database_users/:name/chang
e_password.xml

69


https://docs.onapp.com/display/50API/Assign+User+to+Database

OnApp Cloud 6.5 Edge 4 API Guide

PUT
/application_servers/:application_server_id/database_users/:name/chang
e_password.json

XML Request Example

curl -i -XPUT -uuser.userpass

http:  //onapp.test/application _servers/109/database_users/name_one/change_p
assword.xml - H 'Accept: application/xml' -H'Content - type:
application/xml' -d

'<database_user><password>newpass</password></database_user>'

JSON Request Example

curl -i -XPUT -uuser.userpass
http: //onapp.te  st/application_servers/109/database_users/name_one/change_p
assword.json - H 'Accept: application/json’ -H'Content - type:
application/json’ - d '{"database_user": {"password": "newpass"}}'

Where:

password - the password for the database user

12.13.10 Unassign User from Database

To unassign user from a database, use the following request:

PUT
/application_servers/:application_server_id/database_users/:name/privi
leges.xml

PUT
/application_servers/:application_server_id/database_users/:name/privi
leges.json

XML Request Example

curl -i -XPUT -uuser.userpass
http:  //onapp.test/application_servers/109/database_users/name_one/privileg
es.xml - H 'Accept: application/xml’ -H'Content -t ype: application/xml’

'<database_user><db_name>label</db_name></database_user>'

JSON Request Example

curl -i -XPUT -uuser:userpass
http:  //onapp.test/application_servers/109/database_users/name_one/privileg
es.json - H'Accept: application/json’ -H'Co ntent - type: application/json’

- d {"database_user": {"db_name": "label"}}’

Where:

db_name - the name of the database

12.13.11 Delete Database User

To delete a database user, use the following request:
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DELETE
/application_servers/:application_server_id/database_users/:name.xml

DELETE
/application_servers/:application_server_id/database_users/:name.json

XML Request Example

curl -i -XDELETE -H 'Accept: application/xml' -H 'Content - type:
application/xml' -uuser: userpass - url
'http://onapp.test/application_servers/109/database_users/name_one.xml'

JSON Request Example

curl -i -XDELETE -H 'Accept: application/json’ -H 'Content - type:

application/json' - U user:userpass - url

'http://onapp.test/application_servers/ 109/database_users/name_one.json’'
Where:

name- the name of the database user you want to delete.

You can check name of the required database user with GET method:
GET /application_servers/:application_server_id/database_users.xml
GET /application_servers/:application_server_id/database_users.json

12.14 Email Accounts

This section contains the API requests you can apply to manage email accounts for domains.

 Get List of Email Accounts

Get List of Email Accounts for Specific Domain

Create Email Account

Delete Email Account for Default Domain

f
f
f
f

Delete Email Account for Specific Domain

12.14.1 Get List of Email Accounts

To get the list of email accounts, use the following request:
GET /application_servers/:application_server_id/email_ accounts.xml

GET /application_servers/:application_server_id/email_accounts.json

XML Request Example

71



OnApp Cloud 6.5 Edge 4 API Guide

curl -i -XGET -uuser.userpass - H 'Accept: application/xml' -H 'Content -
type: application/xml' - url
http:  //onapp.test/application_servers/109/email_accou nts.xml'

JSON Request Example

curl -i -XGET -uuser.userpass - H 'Accept: application/json’ -H 'Content -
type: application/json’ - url
http:  //onapp.test/application_servers/109/email_accounts.json’

XML Output Example

<email_accounts type= "array" >

<email_account>
<count type= "integer"  >0</count>
<identifier>27b5fcd7f638f8088ealc78196c37ae9</identifier>
<space></space>
<user>test @109.123. 91.19 </user>

</email_account>

<email_account>

<count type= "integer"  >0</count>
<identifier>8fbbcfa4101c61b5b8c5d0157353dc8b</identifier>
<space></space>

<user>test2 @109.123. 91.19 </user>
</email_account>
</email_accounts>

Where:
identifier - the email account's identifier

user - the email account

12.14.2 Get List of Email Accounts for Specific Domain

To get the list of email accounts for a specific domain, use the following request:

GET
/application_servers/:application_server_id/email_accounts?domain=exam
ple.com.xml

GET
lapplication_servers/:application_server_id/ema il_accounts?domain=exam
ple.com.json

XML Request Example

curl -i -XGET -uuser.userpass - H 'Accept: application/xml’ -H 'Content -
type: application/xml' - url

http:  //onapp.test/application_servers/109/email_accounts?domain=example.co

m.xml'

JSON Request Example
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curl -i -XGET -uuser.userpass - H 'Accept: application/json’ -H 'Content -
type: application/json’ - url

http:  //onapp.test/application_servers/109/email_accou nts?domain=example.co
m.json'

XML Output Example

<email_accounts type= "array" >

<email_account>
<count type= ‘“integer" >0</count>
<identifier>27b5fcd7f638f8088ealc78196c37ae9</identifier>
<space></space>
<user>test @109.123. 91.19 </user>

</email_account>

<email_account>

<count type= "integer"  >0</count>
<identifier>8fbbcfa4101c61b5b8c5d0157353dc8b</identifier>
<space></space>

<user>test2 @109.123. 91.19 </user>
</email_account>
</email_accounts>

Where:
identifier - the email account's identifier

user - the email account

12.14.3 Create Email Account

To create an email account, use the following request:
POST /application_servers/:application_server_id/email_accounts.xml

POST /application_servers/:application_ser ver_id/email_accounts.json
XML Request Example
curl -i -XPOST -u user:userpass
http:  //onapp.test/application_servers/109/email_accounts.xml 'Accept:
application/xml' - H'Content - type: application/xml' -d
'<email_account><password>1234</password><password_ confirmation>1234</pass
word_confirmation><user>login364</user><domain>example.com</domain></email
_account>'

JSON Request Example

curl -i -XPOST -u user:userpass
http:  //onapp.test/application_servers/109/email_accounts.json 'Accept:
application/json’ -H'Content - type: application/json’ -d

"{"email_account": {"password": "1234", "password_confirmation": "1234",
"user": "login364", "domain": "example.com"}}'

Where:

password - create a password for this email account
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password_confirmation - repeat the password to confirm it
user - add text, which will be the part of email account before the @ symbol

domain - indicate the specific domain

12.14.4 Delete Email Account for Default Domain

To delete an email account, use the following request:

DELETE
/application_servers/:application_server_id/email_accounts/:email_acco
unt_identifier.xml

DELETE
/application_servers/:application_server_idemail_accounts/:email_accou
nt_identifier.json

XML Request Example

curl -i -XDELETE -H 'Accept: application/xml' -H 'Content - type:
application/xml' - U user:userpass - url

http:  //onapp.test/application_servers/109/email_accounts/bjlg01 -sdbi -
02.xml

JSON Request Example

curl -i -XDELETE -H 'Accept: application/json’ -H 'Content - type:
application/json’ - U user:userpass - url
http:  //onapp.test/application_servers/109/email_account s/bjlg01l - sdbi -
02.json

Where:

email_account_identifier - the identifier of the email account you want to delete.

You can check identifier of the required email account with GET method:

GET /application_servers/:application_server_id/email_accounts.xml
GET /application_servers/:application_server_id/email_accounts.json

12.14.5 Delete Email Account for Specific Domain

To delete an email account for a specific domain, use the following request:

DELETE
/application_servers/:application_server_id/email_accounts/:email_acco
unt_identifier.xml

DELETE
/application_servers/:application_server_idemail_accounts/:email_accou
nt_identifier.json

XML Request Example

74



OnApp Cloud 6.5 Edge 4 API Guide

curl  -i -XDELETE - u user:userpass - url

http: // onapp.test/application_servers/109

/email_accounts/bjlg01 -sdbi -02.xml -H 'Accept: application/xml’ -H
‘Content - type:

application/xml ' -d' <domain_name>existed.com</domain_name>'

JSON Request Example

curl -i -XDELETE -u user.userpass - url
http:  //onapp.test/application_servers/109
/email_accounts/bjlg01 -sdbi -02.json - H 'Accept:application/json’ -H
‘Content - type:application/json’ - d'{"domain_name": "existed.com"}'
Where:

email_account_identifier - the identifier of the email account you want to delete.

domain_name - the name of a specific domain

You can check identifier of the required email account with GET method:
GET /application_servers/:application_server_id/email_accounts.xml
GET /application_servers/:application_server_id/email_accounts.json

12.15 Services

This section contains the API requests you can apply to manage application server services.

1 Get List of Services

 Start/Stop/Restart Services

12.15.1 Get List of Services

To get the list of services, use the following request:
GET /application_servers/:application_server_id/services.xml
GET /application_servers/:application_server_id/services.json

XML Request Example

curl -i -XGET -uuser.userpass - H 'Accept: application/xml’ - H 'Content
type: application/xml' - url
http:  //onapp.test/application_servers/109/services.xml'

JSON Request Example
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curl -i -XGET -uuser.userpass - H 'Accept: application/json’ - H 'Content

t ype: application/json' - url
http:  //onapp.test/application_servers/109/services.json’

XML Output Example

<services type= "array" >
<service>
<id> 16</id>
<name>MySQL</name>
<status>stop</status>
</service>
<service>
<id> 3</id>
<name>Apache</name>
<status>running</status>
</service>
<service>
<id> 34</id>
<name>BIND</name>
<status>running</status>
</service>
</services>

Where:
id - the ID of the service
name - the service name

status - the service status

12.15.2 Start/Stop/Restart Services
You can fulfill the following actions with services:
i start service

I stop service
 restart service

You can check ID of the required service with GET method:
GET /application_servers/:application_server_id/services.xml
GET /application_servers/:application_server_id/services.json

12.15.2.1 Start service
To start service, use the following request:

PUT
/application_servers/:application_server_id/services/:service_id/start
xml

PUT
/application_servers/:application_server_id/services/:service_id/start
Jjson

XML Request Example
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curl  -i -XPUT -uuser.userpass - H 'Acc ept: application/xml’ -H 'Content -
type: application/xml' - url
http:  //onapp.test/application_servers/109/services/112/start.xml'

JSON Request Example
curl -i -XPUT -uuser.userpass - H 'Accept: application/json’ -H 'Content -
type:  application/json' - url
http:  //onapp.test/application_servers/109/services/112/start.json’

12.15.2.2 Stop service

To stop service, use the following request:

PUT

/application_servers/:application_server_id/services/:service_id/stop.

xml

PUT

/application_servers/:application_server_id/services/:service_id/stop.

json

XML Request Example
curl  -i -XPUT -u useruserpass - H 'Accept: application/xml' -H 'Content -
type: appl ication/xml' - url
http:  //onapp.test/application_servers/109/services/112/stop.xml'

JSON Request Example
curl -i -XPUT -uuser:userpass - H 'Accept: application/json’ -H 'Content -
type: application/json’ -- url
http:  //onapp.test/application_servers/109/ser vices/112/stop.json’

12.15.2.3 Restart service

To restart service, use the following request:

PUT

/application_servers/:application_server_id/services/:service_id/resta

rt.xml

PUT

/application_servers/:application_server_id/services/:service_id/resta

rt.json

XML Request Example
curl -i -XPUT -uuser:userpass - H 'Accept: application/xml’ -H 'Content -
type: application/xml' - url

http:  //onapp.test/application_servers/109/services/112/restart.xml’
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curl

http:

-i -XPUT -u user.userpass

type: application/json’

-- url

- H 'Accept: application/json’

/lonapp.test/application_servers/109/services/112/restart.json’

- H 'Content
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13Asset s

Assets are the compute resources that are connected to the control panel server but are either
not configured or not assigned to the compute zone. In this section you can find the following
pages:

1 Get List of Assets
 Get Asset Details

T Get L'st of Unassigned Assets

13.1Get List of Assets

To view the list of assets, use the following request:
GET settings/assets.xml
GET settings/assets.json

XML Request Example

curl  -i -XGET -uuser:userpass http: llonapp.t  est/settings/assets.xml -H
'‘Accept: application/xml' -H'Content - type: application/xml'

JSON Request Example

curl  -i -XGET -uuser:userpass http: llonapp.test/settings/assets.json -H
'‘Accept: application/json' -H'Content - type: application/json'

XML Output Example

<assets type=  “"array" >
<asset>
<mac>00: 15: 17: 63:ea:3e</mac>
</asset>
<asset>
<mac>00: 15: 17:5a: 51:4a</mac>
</asset>
</assets>

Where:
mac - asset MAC address

To view the list of assets that are already created but not assigned to the
compute zone,usetheGet L' st of Unrageesti gned A
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13.2Get Asset Details

To view the list of assets, use the following request:
GET /settings/assets/:asset_mac_address.xml

GET /settings/assets/:asset_mac_address.json

XML Request Example

curl -i -XGET -uuser.userpass
http: //onapp.test/settings/assets/00:1a:64:62:41:el.xml - H 'Accept:
application/xml' -H'Content -type:app lication/xml'

JSON Request Example

curl -i -XGET -uuser.userpass
http:  //onapp.test/settings/assets/00:1a:64:62:41:el.json - H'Accept:
application/json' - H'Content - type: application/json’

XML Response Example

<asset>

<mac nil= "true" />

<disks type=  "array" >
<disk>
<name>disklnamel</name>
<scsi>disklscsi</scsi>
</disk>
<disk>
<name>disk3name</name>
<scsi>disk3scsi</scsi>
</disk>

</disks>

<nics type=  "array" >
<nic>
<name>niclname</name>
<mac>niclmac</mac>
</nic>
<nic>
<name>ethl

</name>
<mac>00:la: 64:62: 41:el</mac>
</nic>

</nics>

<pcis type=  "array" >
<pci>

<name>Broadcom Corporation NetXtreme BCM5704 Gigabit Ethernet
[14e4: 1648] (rev 10)</name>
<pci> 02: 01.0 </pci>
</pci>
</pcis>
</asset>

Where:
mac - asset MAC address

disk - an array of asset's disks along with the following details:
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1 name - disk label

9 scsi- SCSI inquiry product revision number

nics - an array of asset's network interfaces along with their details:
name - NIC name

mac - NIC MAC address

pcis - an array of NIC PCls along with the following details:

name - PCI label

pci - NIC PCI

13.3Get L ' massigodd Assets

To view the list of assets, use the following request:
GET /hypervisors/not_grouped.xml
GET /hypervisors/not_grouped.json

XML Request Example

curl -i -XGET -uuser.userpass
http:  //onapp.test/hypervisors/not_grouped.xml - H 'Accept: applica
-H'Content - type: application/xml'

tion/xml'

JSON Request Example

curl -i -XGET -uuser.userpass
http:  //onapp.test/hypervisors/not_grouped.json - H 'Accept:
application/json' -H'Content - type: application/json’

XML Output Example
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<hypervisors type= "array" >

<hypervisor>

<backup type= "boolean" >false </backup>
<backup_ip_address/>

<blocked type=  "boolean" >true </blocked>

<built type= "boolean" >false </built>

<called_in_at nil= "true" />

<connection_options nil= "true" />

<cpu_idle type= "integer"  >0</cpu_idle>

<cpu_mhz nil=  "true" /><cpus nil=  "true" />
<created_at type= "datetime"  >2013- 06- 10T12: 09: 48+00: 00</created_at>
<custom_config nil= "true" />

<disable_failover type= "boolean" >false </disable_failover>
<disk_pcis nil= "true" />

<distro nil= "true" />

<enabled type= "boolean" >true </enabled>
<failure_count type= "integer"  >0</failure_count>
<format_disks type= "boolean" >false </format_disks>
<free_mem type= ‘integer" >0</free_mem>

<hostnil=  "true" /><host_id nil= "true" />
<hypervisor_group_id nil= "true" />

<hypervisor_type>kvm</hypervisor_type>

<id type= ‘integer" >7</id>

<ip_address> 109.123 . 105.132 </ip_address>
<label>KVM C5 HV1</label>
<list_of_logical_volumes/>
<list_of_volume_groups/>

<list_of_zombie_domains nil= "true" />

<locked type=  "boolean" >false </locked>

<mac nil="true" />

<machine nil=  "true" />

<mem_info type= "integer"  >0</mem_info>

<mtuty pe="integer" >1500</mtu>

<online type=  "boolean" >false </online>

<ovs nil= "true" />

<passthrough_disks type= "boolean" >false </passthrough_disks>
<release nil= "true" />

<server_type>virtual</server_type>

<spare type= "boolean" >false </spare>

<storage_channel> 224.3 . 28.1 </storage_channel>

<threads_per_core nil= "true" />

<total_mem nil= "true" />

<total_zombie_mem nil= "true" />

<updated_at type= "datetime"  >2013- 06- 10T12: 09: 48+00: 00</updated_at>
<uptime nil= "true" />

<vmware_total_cpu_cores type= "integer"  >0</vmware_total_cpu_cores>
<total_cpus type= "integer®  >0</total_cpus>

<free_memory type=  "integer"  >0</free_memory>

<used_cpu_resources type= “integer"  >0</used_cpu_resources>
<total_memory type= “integer"  >0</total_memory>

<cpu_cores type=  ‘"integer"  >0</cpu_cores>

<free_disk_space><onapp - fv4zI7t2h5wbeq type= "integer"  >184</onapp -

fv4zI7t2h5wbeqg></free_disk_space> <memory_allocated_by_running_vms
type= "integer"  >0</memory_ allocated_by running_vms>
<total_memory_allocated_by vms
type= "integer"  >0</total_memory_allocated_by vms>
</hypervisors>
</hypervisors>

Where:

backup - true, if the CloudBoot compute resource is used as a backup server. This parameter is
for CloudBoot compute resources only. For other compute resource types the backup value is
0.
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backup_ip_address - provisioning network IP address

blocked - true if the compute resource is blocked, otherwise false

built - true if the compute resource is built, otherwise false

called_in_at1 the date when the compute resource was called in the
[YYYY][MM][DD]T[hh][mm][ss]Z format

connection_options - an array of the following vCenter cluster parameters:
1 login - vCenter login

1 password - vCenter password

1 cluster_name - vCenter cluster name

1 distributed_virtual_switch_name - distributed virtual switch label

cpu_idle - time of CPU delay

cpu_mhz - CPU operating frequency

created_at i the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format
custom_config - custom commands that run when the compute resource is booted
disable_failover 1 true if compute resource failover is disabled, otherwise false.
disk_pcis - comma-separated list of hypervisor disk pcis

distro - distributive label

enabled - true, if the compute resource is enabled, otherwise false

failure_count i the number of failures

format_disks - true, if the compute resource's disks are formatted during creation, otherwise
false

free_mem - free compute resource memory

host - host label

hypervisor_group_id - the ID of a compute zone to which this compute resource is attached
hypervisor_type - the compute resource type

id - the compute resource ID

ip_address i the compute resource IP address

label - the compute resource label

list_of_logical_volumes - an array of compute resource logical volumes

list_of volume_groups - an array of compute resource volume groups

list_of zombie_domains - an array of zombie virtual servers

locked - true if the compute resource is locked, otherwise false

83



OnApp Cloud 6.5 Edge 4 API Guide

mac - compute resource MAC address

machine - architecture type

mem_info - Xen compute resource DomO size. This parameter is for Xen compute resources
only. For other compute resource types the mem_info value is 0.

mtu - maximum transferrable unit value. You can set the frame size from 1500 to 9000 bytes.

The maximum transportation unit (MTU) is the maximum size of a unit that
can be transmitted transferred via ethernet traffic. Any data that exceed
the specified MTU value will be divided into smaller units before being
transferred. Utilization of jumbo frames allows to reduce increase
throughput and increase CPU utilization during large size file transfers.

online - true if online, otherwise false

ovs - whether the OpenvSwitch is enabled or not. Redundant parameter.

passthrough_disks - true, if the disks are passed through to the storage nodes, otherwise 0

release - compute resource kernel version

server_type - server type:

1 virtual

T smart

1 baremetal

spare i true if no VSs are assigned, otherwise false

storage_channel - storage channel for the communication

threads_per_core - compute resource core and CPU ratio. For example, if threads_per_core =
2, compute resource with 2 cores will have 4 CPUs.

total_mem - total compute resource memory

total_zombie_mem - memory space occupied by zombie disks
updated_at i the date when the record was made in the DB in the
[YYYY][MM][DD]T[hh][mm][ss]Z format

uptime - compute resource uptime value; shows how long the compute resource is online

vmware_total_cpu_cores - the total number of VMware compute resource CPU cores
total_cpus i the number of virtual cores
free_memory i free RAM (MB) of compute resource

used_cpu_resources T the percentage of used CPU resources
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total_memory i total RAM (MB) of compute resource

cpu_cores i the number physical of cores per compute resource

free_disk_space - free compute resource disk space in GB

memory_allocated by running_vms - the compute resource RAM in MB allocated to the virtual
servers, which are currently running on this compute resource

total_memory_allocated_by vms - the compute resource RAM in MB allocated to all virtual
servers of this compute resource
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14AutBbackups

OnApp Cloud provides a range of auto-backup possibilities for Virtual Servers:

1 See Auto-Backup Presets to learn how to change the auto-backup schedule, which applies
during the VS creation, or when the auto-backup is enabled for the first time.

1 See Manage Auto-Backups chapter to learn how to enable or disable auto-backups for
already existing Virtual Servers.

1 See Schedules to learn how to view, create, delete or change any schedule for a particular
Virtual Server.

14.1Auto-backup Presets

Auto-backup presets are simple way to set up an automatic backup schedule when virtual
servers are created or when the auto-backup is enabled for the first time. Once configured, they
can be applied to a virtual server automatically when the Automatic backups required
parameter is enabled during VS creation.

1 Get List of Auto-backup Presets

1 Get Auto-backup Preset Details

 Edit Auto-backup Preset

14.1.1 Get List of Auto-backup Presets

To get the list of available auto-backup presets, use the following request:

GET /settings/autobackup_presets.xml
GET /settings/autobackup_presets.json

XML Request Example

curl  -i -XGET -H 'Accept: application/xml' -H 'Content - type:
application/xml' - U user:userpass -- url
http:  //onapp.test/settings/autobackup_presets.xml

JSON Request Example

curl -i -XGET -H 'Accept: application/json’ -H 'Content - type:
application/json' - U user:userpass - url
http:  //onapp.test/settings/autobackup_presets.json

An array of auto-backup presets is returned. If there are no presets, an empty array is returned.

XML Output Example
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<autobackup_templates type= "ar ray" >
<autobackup_template>
<id type= ‘integer" >1</id>

<enabled type= "boolean" >true </enabled>

<duration type= "integer"  >1</duration>

<period>days</period>

<created_at type= "datetime"”  >2018- 07- 14T15: 01:38Z</created_at>
<updated_at type= "datetime" >2018-07-28T11: 49:52Z</updated_at>
<rotation_period type= "integer"  >1</rotation_period>

</autobackup_template>

<autobackup_template>
<id type= ‘integer" >2</id>
<enabled type=  "boolean" >true </enabled>
<duratio ntype= ‘integer" >1</duration>
<period>weeks</period>

<created_at type= "datetime" >2018-07- 14T15: 01:38Z</created_at>
<updated_at type= "datetime"  >2018- 07-28T11: 50:21Z</updated_at>
<rotation_period type= "integer"  >1</rotation_period>

</autobackup_template>
<autobackup_template>...</autobackup_template>
</autobackup_templates>

Where:

id - the ID of the auto-backup preset

enabled - true if the auto-backup preset is enabled, otherwise, false
duration - the number specifying how often a backup should be taken
period - the time period (days, weeks, months, or years)

created at - the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format

updated at - the date when the auto-backup preset was updated in the
[YYYY][MM][DD]T[hh][mm][ss]Z format

rotation_period - the number of backups to keep before deleting the initial backup

14.1.2 Get Auto-backup Preset Details

To get the details pf a particular auto-backup preset, use the following request:

GET /settings/autobackup_presets/:id.xml
GET /settings/autobackup_presets/:id.json

XML Request Example

curl -i -XGET -H 'Accept: application/xml' -H 'Content - type:
application/xml' - U user:userpass -- url
http:  //onapp.test/settings/autobackup_presets/1.xml

JSON Request Example

curl  -i -XGET -H 'Accept: application/json’ -H 'Content - type:
application/json' - U user:userpass - url
http:  //onapp.test/settings/autobackup_presets/1.json
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XML Output Example

<autobackup_templates type= "array" >
<autobackup_template>
<id type= ‘"integ er" >1</id>

<enabled type= "boolean" >true </enabled>

<duration type= "integer"  >1</duration>

<period>days</period>

<created_at type= "datetime"  >2018- 07- 14T15: 01:38Z</created_at>
<updated_at type= "datetime" >2018-07-28T11: 49:52Z</updated_at>
<rotation_period type= "integer"  >1</rotation_period>

</autobackup_template>
</autobackup_templates>

Where:

id - the ID of the auto-backup preset

enabled - true if the auto-backup preset is enabled, otherwise, false
duration - the number specifying how often a backup should be taken
period - the time period (days, weeks, months, or years)

created at - the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format

updated at - the date when the auto-backup preset was updated in the
[YYYY][MM][DD]T[hh][mm][ss]Z format

rotation_period - the number of backups to keep before deleting the initial backup

14.1.3 Edit Auto-backup Preset

To edit an auto-backup preset, use the following request:

PUT /settings/autobackup_presets/:id.xml
PUT /settings/ autobackup_presets/:id.json

XML Request Example

curl -i -XPUT -H 'Accept: application/xml' -H 'Content - type:

application/xml' - U user:userpass -

d'<autobackup_template><duration>5</duration><period>days</period><enabled

>false</enabled><rotation_period>1</ rotation_period></autobackup_template>
-- url http: /lonapp.test/settings/autobackup_presets/9.xml'

JSON Request Example

curl  -i -XPUT -H 'Accept: application/json’ -H 'Content - type:
application/json’ - U user:userpass -
d'{"autobackup_template":{"duration":"5","period":"weeks","enabled":
"false","rotation_period":"1"}}' - url

http:  //onapp.test/settings/autobackup_presets/9.json’

Where:
duration - edit the number specifying how often a backup should be taken
enabled - set true if auto-backup preset is enabled, otherwise set false

rotation_period - the number of backups to keep before deleting the initial backup
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Every autobackup_preset_id has its defined period (either days, or weeks,
or months, or years), which cannot be edited.

Returns HTTP 204 response on success, or HTTP 404 when an auto-backup preset with the ID
specified is not found, or the URL requested is incorrect.

14.2Manage Auto-Backups

Auto-backup has a specific target from which the backup is taken according to the schedule
assigned to such target. When you use a normal backup scheme in your cloud - the target for
auto-backups will be a disk of the Virtual Server; for incremental backups - it will be the whole
Virtual Server.

Windows-based Virtual Servers support only normal backups. Thus, even
if incremental backups are selected for your cloud, the auto-backup target
for Windows VS will be its disk.

The auto-backup may be enabled either during the creation of Virtual Server using the
required_automatic_backup parameter, or at any time afterwards. If you enable the auto-backup
for a Virtual Server or its disk for the first time (i.e. there is no auto-backup schedule for such
target) the system will automatically apply the schedule configured in auto-backup presets.

If you enable the auto-backups for a target with assigned schedule - this schedule will remain
unchanged.

Enable Auto-backups for VS

Disable Auto-backups for VS

1
9 Enable Auto-backups for Disk
9 Disable Auto-backups for Disk

14.2.1 Enable Auto-backups for VS

To enable incremental auto-backups for a virtual server, use the following request:

POST /virtual_machines/:id/autobackup_enable.xml
POST /virtual_machines/:id/autobackup_enable.json

XML Request Example

curl -i -XPOST http:  / /onapp.test/virtual_machines/2/autobackup_enable.xml
- U user:userpass - H 'Accept: application/xml’ - H'Content - type:
application/xml'

JSON Request Example
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curl  -i -XPOST
http:  //onapp.test/virtual_machines/2/autobackup_enable.json -u
user:userpass - H 'Accept: application/json’ -H'Content - type:

application/json

14.2.2 Disable Auto-backups for VS

To disable incremental auto-backups for a virtual server, use the following request:

POST /virtual_machines/:id/autobackup_disable.xml
POST /virtual_machines/:id/autobackup_disable.json

XML Request Example

curl  -i -XPOST
http:  //onapp.test/virtual_machines/2/autobackup_disable.xml -u
user:userpass - H 'Accept: application/xml' -H 'Content - type:

application/xml’

JSON Request Example

curl -i -XPOST
http:  //onapp.test/virtual_machines/2/autobackup_disable.json -u
user:userpass - H 'Accept: application/json’ -H'Content - type:

application/json

14.2.3 Enable Auto-backups for Disk

To enable auto-backups for a disk, use the following request:

POST /settings/disks/:disk_id/autobackup_enable.xml
POST /settings/disks/:disk_id/autobackup_enable.json

XML Request Example

curl -i -XPOST http:  //lonapp.test/settings/disks/8/autobackup_enable.xml
u user:userpass - H 'Accept: application/xml’ -H'Content - type:
application/xml'

JSON Request Example

curl -i -XPOST http:  //lonapp.test/settings/disks/8/autobackup_enable.json
- U user:userpass - H 'Accept: application/json’ - H'Content - type:
application/json'

Where:

disk_id* - is the ID of the disk, for wich you want to enable auto-backup

14.2.4 Disable Auto-backups for Disk

To disable auto-backups for a disk, use the following request:
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POST /settings/disks/:id/autobackup_disable.xml
POST /settings/disks/:id/autobackup_disable.json

XML Request Example

curl -i -XPOST http:  //lonapp.test/settings/disks/4/autobackup_disable.xml
- U user:userpass - H 'Accept: application/xml’ - H'Content - type:
application/xml'

JSON Request Example

curl  -i -XPOST http:  //onapp.test/settings/disks/4/autob ackup_disable.json
- U user.userpass - H 'Accept: application/json’ -H'Content - type:
application/json’

Where:
disk_id* - the ID of the disk for which you want to disable auto-backup

14.3Schedules

Schedules are concerned with backups scheduled for virtual servers or virtual server disks in

the cloud:

1 If you are using normal backups, the schedules are created per disk.

1 If you are using incremental backups, the schedules are created per virtual server.
When a schedule is no longer needed, it can be deleted so that the task will no longer run.
Get List of All Schedules

Get Schedule Details

Get List of Schedules for a Disk

Get List of Virtual Server Schedules
Add Schedule to Disk

Add Schedule to Virtual Server

Edit Disk Schedule

Edit Virtual Server Schedule

Delete Disk Schedule

Delete Virtual Server Schedule

= =4 -4 -4 A -a -8 -8 _a -2

14.3.1 Get List of All Schedules

To get the list of all schedules, use the following request:

GET /settings/schedules.xml
GET /settings/schedules.json

XML Request Example
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curl  -i -XGET -H 'Accept: application/xml' -H 'Content - type:
application/xml' - U user:userpass - url
http:  //onapp.test/settings/schedules.xm I

JSON Request Example

curl  -i -XGET -H 'Accept: application/json’ -H 'Content - type:
application/json' - U user.userpass - url
http:  //onapp.test/settings/schedules.json

XML Output Example

<schedules>

<schedule>
<action>autobackup</action>
<created_at type= "datetime"  >2013-12- 03T17: 38: 24+03: 00</created_at>
<duration type= "integer"  >1</duration>
<failure_count type= "integer"  >0</failure_count>

<id type= ‘“integer" >131</id>
<period>months</period>

<rotation_period type= "integer"  >1</rotation_period>
<start_at type= "datetime"  >2014-01-03T17: 38: 24+03: 00</start_at>
<status>enabled</status>
<target_id type= "integer"  >11542 </target_id>
<target_type>Disk</targe t_type>
<updated_at type= "datetime"  >2013-12-03T17: 38: 37+03: 00</updated_at>
<user_id type=  ‘"integer"  >1875</user_id>
<schedule_logs type= "array" >

<schedule_log>

<created_at type= "datetime"  >2013-12-03T17: 38: 37+03: 00</created_at>

<id type= ‘“integer"  >415</id>
<log_output>Executing Rollback...
</log_output>

<schedule_id type= "integer"  >131</schedule_id>
<status>failed</status>
<updated_at type= "datetime"”  >2013-12- 03T17: 38: 37+03: 00</updated_at>

</schedule_log>
</schedule_logs>
</schedule>
</schedules>

Where:
action 7 backup type
created_at - the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format

updated_at - the date when a schedule was updated in the [YYYY][MM][DD]T[hh][mm][ss]Z
format

start_at - the date when a backup started in the [YYYY][MM][DD]T[hh][mm][ss]Z format
duration - how often a backup is taken

failure_count - the number of requests processed until the task fails

id - the schedule ID

period - time period for a backup schedule (days, weeks, months, or years)

rotation_period - the number of backups after which the first backup will be deleted
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target_id - the disk ID for which a backup is taken

target_type - currently, you can schedule backup of Disks only

user_id - the ID of a user who created this schedule

failure_count - the number of requests processed until the task fails
status - the status of the backup schedule (enabled, disabled, or failed)
schedule_logsi s ¢ h e d ud meésaged with the following details:

1 created_at - the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format

1 updated_at - the date when in the [YYYY][MM][DD]T[hh][mm][ss]Z format
1 id7 log message ID

1 log_outputi log message text

9 schedule_id i ID of a schedule to which the log message belongs to

i statusi status of a scheduled backup performed

Page History
v.3.2

I added rotation_period parameter

14.3.2 Get Schedule Details

To get details for a particular disk backup schedule, use the following request:

GET /settings/sched ules/:id.xml
GET /settings/schedules/:id.json

XML Request Example

curl  -i -XGET -H 'Accept: application/xml' -H 'Content - type:
application/xml' - U user:userpass -- url
http:  //onapp.test/settings/schedules/131.xml

JSON Request Example

curl -i -XGET -H 'Accept: application/json’ -H 'Content - type:
application/json' - U user:userpass - url
http:  //onapp.test/settings/schedules/131.json

This method outputs an array of the disk backups scheduled within your cloud. If there are no
schedules, an empty array is returned.

XML Output Example

93



OnApp Cloud 6.5 Edge 4 API Guide

<schedule>

<action>autobackup</action>

<created_at type= "datetime"  >2013- 12- 03T17: 38: 24+03: 00</created_at>

<duration type= "integer"  >1</duration>

<failure_count type= "integer"  >0</failure_count >

<id type= ‘“integer" >131</id>

<params nil=  "true" />

<period>months</period>

<rotation_period type= "integer"  >1</rotation_period>

<start_at type= "datetime" >2014-01-03T17: 38: 24+03: 00</start_at>

<status>enabled</status>

<target_id type= "integer"  >11542 </target_id>

<target_type>Disk</target_type>

<updated_at type= "datetime" >2013- 12- 03T17: 38: 37+03: 00</updated_at>

<user_id type=  ‘"integer"  >1875</user_id>

<schedule_logs type= "array" >

<schedule_log>
<created_at type= "datetime"  >2013-12- 03T17: 38: 37+03: 00</created_at>
<id type= ‘"integer" >415</id>
<log_output>Executing Rollback...
Fatal: [|</log_output>
<schedule_id type= "integer"  >131</schedule_id>
<status>failed</status>
<updated_at type= "datetime"  >2013-12- 03T17: 38: 37+03: 00</updated_at>
</schedule_log>
</schedule_logs>
</schedule>

Where:
action 7 backup type
created_at - the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format

updated_at - the date when a schedule was updated in the [YYYY][MM][DD]T[hh][mm][ss]Z
format

start_at - the date when a backup started in the [YYYY][MM][DD]T[hh][mm][ss]Z format

duration - how often a backup is taken

failure_count - the number of requests processed until the task fails

id - schedule ID

period - time period for a backup schedule (days, weeks, months, or years)

rotation_period - number of backups after which the first backup will be deleted

target_id - the disk ID for which a backup is taken

target_type - currently, you can schedule backup of Disks only

user_id - the ID of a user who created this schedule

failure_count - the number of requests processed until the task fails

status - the status of the backup schedule (enabled, disabled, or failed)

schedule logsi schedul eds | og messages with the following d
1 created_at - the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format

1 updated_at - the date when in the [YYYY][MM][DD]T[hh][mm][ss]Z format
1 id7 log message ID

I log_outputi log message text

1

schedule_id i ID of a schedule to which the log message belongs to
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i statusi status of a scheduled backup performed

Page History
v.3.2

1 added rotation_period parameter

14.3.3 Get List of Schedules for a Disk

To get a list of schedules for a particular disk, use the following request:

GET /settings/disks/:disk_id/schedules.xml
GET /settings/disks/:disk_id/schedules.json

XML Request Example

curl  -i -XGET -H 'Accept: application/xml' -H 'Content - type:
app lication/xml' - U user:userpass - url
http:  //onapp.test/settings/disks/33/schedules.xml

JSON Request Example

application/json' - U user:userpass - url
http:  //onapp.test/settings/disks/33/schedules.json

curl -i -XGET -H 'Accept: application/json’ - H 'Content - type:

XML Output Example
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<schedules>

<schedule>

<duration> 1</duration>

<created_at> 2011-07-20T15: 16:16Z</created_at>
<target_id> 112</target_id>

<updated_at> 2011-07-27T15: 16:18Z</updated_at>
<period>days</period>

<action>autobackup</action>

<start_at> 2011-07-28T15: 16:16Z</start_at>

<id> 33</id>

<user_id> 1</user_id>

<schedule_logs>

<schedule_log>

<created_at> 2011-07-27T15: 16:18Z</created_at>
<updated_at> 2011-07-27T15: 16:18Z</updated_at>
<schedule_id> 33</schedule_id>

<id> 10</id>

<log_output></log_output>

<status>complete</status>

</schedule_log>

;;scheduIe_Iog></ScheduIe_Iog>

<params nil=  "true" ></params>
<failure_count> O</failure_count>
<status>enabled</status>
<target_type>Disk</target_type>
</sc hedule>

;.schedule></schedule>
</schedules>

Where:

duration - the number specifying how often a backup should be taken

target_id i ID of the action target

period - the time period (days, weeks, months, or years)

action i the action performed

start_at i time, when the action starts

id i schedule id

user_id 1 ID of the disk (action target) user

schedule_logs i an array with schedule log details, where:

f
f
f
f

schedule_id 7 ID of a schedule
id i 1D of the schedule log
log_output i an array with log details

status T status of the action (complete, failed, etc.)

failure_count i number of failures during the action

status i schedule status (enabled or disabled)

target_type i type of the target

14.3.4 Get List of Virtual Server Schedules

To get a list of schedules for a particular virtual server, use the following request:
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GET /virtual_machines/:id/schedules.xml
GET /virtual_mac hines/:id/schedules.json

XML Request Example

curl -i -XGET -H 'Accept: application/xml' -H 'Content - type:
application/xml’ - U user:userpass - url
http:  //onapp.test/virtual_machines/17/schedules.xml

JSON Request Example

application/json’ - U user:userpass - url
http:  //onapp.test/virtual_machines/17/schedules.json

curl  -i -XGET -H 'Accept: applic ation/json’ -H 'Content - type:

XML Output Example
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<schedules type=  "array" >
<schedule>
<action>autobackup</action>
<created_at type= "datetime"  >2014-01-20T14: 23: 44+02: 00</created_at>
<duration type= "integer"  >1</duration>
<failure_count type= "integer"  >0</failure_count>
<id type= ‘"integer" >17</id>
<params nil=  "true" />
<period>days</period>
<rota tion_period type= "integer"  >1</rotation_period>
<start_at type= "datetime"  >2014-01-22T14: 23: 44+02: 00</start_at>
<status>enabled</status>
<target_id type= "integer"  >9<ftarget_id>
<target_type>VirtualMachine</target_type>
<updated_at type= "datetime"  >2014-01-21T14: 23: 49+02: 00</updated_at>
<user_id type=  "integer"  >2</user_id>
<schedule_logs type= "array" >
<schedule_log>
<created_at type= "datetime"  >2014-01-21T14: 23: 49+02: 00</created_at>

<id type= ‘integer"  >39</id>
<log_output></log_output>

<schedule_id type= "integer"  >17</schedule_id>
<status>complete</status>
<updated_at type= "datetime"  >2014-01-21T14: 23: 49+02: 00</updated_at>

</schedule_log>

<schedule_log>
<created_at type= "datetime"  >2014-01- 20T14: 23: 49+02: 00</created_at>
<id type= ‘integer"  >32</id>
<log_output></log_output>

<schedule_id type= "integer"  >17</schedule_id>
<status>complete</status>
<updated_at type= "datetime"  >2014-01- 20T14: 23: 49+02: 00</updated_at>

</schedule_log>
</schedule_logs>
</schedule>

<schedule>
<action>autobackup</action>
<created_at type= "datetime"  >2014-01-20T14: 23: 44+02: 00</created_at>
<duration type= “integer"  >1</duration>
<failure_count type= "integer"  >0</failure_count>
<id type= "integer" >18</id>
<params nil=  "true" />
<period>weeks</period>
<rotation_period type= "integer"  >1</rotation  _period>
<start_at type= "datetime"  >2014-01-27T14: 23: 44+02: 00</start_at>
<status>enabled</status>
<target_id type= “integer"  >9</target_id>
<target_type>VirtualMachine</target_type>
<updated_at type= "datetime"”  >2014-01-20T14: 23: 54+02: 00</updated_at>
<user_id type=  "integer"  >2</user_id>
<schedule_logs type= "array" >
<schedule_log>
<created_at type= "datetime"  >2014-01-20T14: 23: 54+02: 00</created_at>

<id type= ‘"integer"  >33</id>
<log_output></log_output>

<schedule_id type= "integer"  >18</schedule_id>
<status>complete</status>
<updated_at type= "datetime"  >2014-01- 20T14: 23: 54+02: 00</updated_at>

</schedule_log>
</schedule_logs>
</schedule>

<schedule>
<action>autobackup</action>
<created_at type= "datetime"  >2014-01- 20T14: 23: 44+02: 00</created_at>
<duration type= "integer"  >1</duration>
<failure_count type= "integer"  >0</failure_count>

98



OnApp Cloud 6.5 Edge 4 API Guide

<id type= ‘"integer"  >19</id>

<params nil=  "true" />
<period>months</period>
<rotation_period type= "integer"  >1</rotation_period>
<start_at type= "datetime"  >2014-02- 20T14: 23: 44+02: 00</start_at>
<status>enabled</status>
<target_id type= "integer"  >9</target_id>
<target_type>VirtualMachine</target_type>
<updated_at type= "datetime"  >2014-01- 20T14: 23: 59+02: 00</updated_at>
<user_id type=  "integer"  >2</user_id>
<schedule_logs type= "array" >

<schedule_log>

<created_at type= "datetime"  >2014-01- 20T14: 23: 59+02: 00</created_at>

<id type= ‘“integer" >34</id>
<log_output></log_output>

<schedule_id type= "integer"  >19</schedule_id>
<status>complete</status>
<updated_at type= "datetime"  >2014-01- 20T14: 23: 59+02: 00</updated_at>

</schedule_log>
</schedule_logs>
</schedule>
<schedule>
<action>autobackup</action>
<created_at type= "datetime"  >2014-01- 20T14: 23: 44+02: 00</created_at>
<duration type= "integer"  >1</duration>
<failure_count type= "in teger" >0</failure_count>
<id type= ‘“integer" >20</id>
<params nil=  "true" />
<period>years</period>
<rotation_period type= "integer"  >1</rotation_period>
<start_at type= "datetime” >2015-01- 20T14: 23: 44+02: 00</start_at>
<status>enabled</status>
<target_id type= "integer"  >9<ftarget_id>
<target_type>VirtualMachine</target_type>
<updated_at type= "datetime"  >2014-01- 20T14: 24: 04+02: 00</updated_at>
<user_id type=  ‘"integer"  >2</user_id>
<schedule_logs type= "array" >
<schedule_log>
<created_at type= "datetime"  >2014-01- 20T14: 24: 04+02: 00</created_at>
<id type= ‘"integer"  >35</id>
<log_output></log_output>

<schedule_id type= "integer"  >20</schedule_id>
<status>complete</status>
<updated_at type= "datetime"  >2014- 01- 20T14: 24: 04+02: 00</updated_at>

</schedule_log>
</schedule_logs>
</schedule>
</schedules>

Where:

duration - the number specifying how often a backup should be taken
target_id 7 ID of the action target

period - the time period (days, weeks, months, or years)

action i the action performed

start_at i time, when the action starts

id 1 schedule id

user_id 1 ID of the disk (action target) user

schedule_logs i an array with schedule log details, where:

99



OnApp Cloud 6.5 Edge 4 API Guide

1 schedule_id i ID of a schedule

1 id7 ID of the schedule log

1 log_outputi an array with log details

i statusi status of the action (complete, failed, etc.)
failure_count i number of failures during the action
status T schedule status (enabled or disabled)

target_type i type of the target

14.3.5 Add Schedule to Disk

To add a schedule to a disk, use the following request:

POST /settings/disks/:disk_id/schedules.xml
POST /settings/disks/:disk_id/schedules.json

XML Request Example

curl  -i -XPOST http:  //onapp.test/settings/disks/3/schedules.xml -d
'<schedule><action>autobackup</action><duration>1</duration><period>days</
period><rotation_period>1</rotation_period><enabled>1</enabled><start_at>2
014-11-12 10:36</sta  rt_at></schedule>' - U user:userpass - H 'Accept:
application/xml’ -H'Content - type: application/xml'

JSON Request Example

curl  -i -XPOST http:  //onapp.test/settings/disks/3/schedules.json -d
{"schedule":{"action":"autobackup","duration":"1","period":"da ys","rotati
on_period":"1","enabled™:"1","start_at": "2014 -11-12 10:36"}}' -u
user:userpass - H 'Accept: application/json’ - H'Content - type:

application/json'

Where:

action* - set autobackup to add a backup schedule

duration* - specify duration

period* - set the period (days/weeks/months/years)

rotation_period - the number of backups after which the first backup will be deleted
enabled - set 1 to activate a schedule, otherwise, set 0

start_at - set the time when backup scheduling transaction will be created.

Page History

v.3.5

I added start_at parameter
v.3.2

9 added rotation_period parameter

14.3.6 Add Schedule to Virtual Server

To add incremental backup schedule to a virtual server, use the following request:
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POST /virtual_machines/.virtua |_machine_id/schedules.xml
POST /virtual_machines/:virtual_machine_id/schedules.json

XML Request Example:

curl -i -XPOST -H 'Accept: application/xml' -H 'Content - type:
application/xml’ - U user:password - url
http:  //onapp.test/virtual_machines/22/schedules xml -d

'<schedule><duration>6</duration><period>weeks</period><rotation_period>5<
[rotation_period><enabled>1</enabled><action>autobackup</action><start_at>
2014 -11- 12 10:36</start_at></schedule>'

JSON Request Example:

curl -i -XPOST -H 'Accept: application/json' -H 'Content - type:

application/json' - u user:password - url

http:  //onapp.test/virtual_machines/22/schedules.json -d

{"schedule™:{"duration":"6", "period":"weeks", "rotation_period":"5",

"enabled":"1", "action": "autobackup”,"start_at": "2014 -11-12 10:36"}}
Where:

duration* - how often a disk backup is taken

period* - time period for a backup schedule (days, weeks, months, or years)
rotation_period - number of backups after which the first backup will be deleted

enabled - set 0 to deactivate a schedule. This parameter is activated (set to 1) by default.
action* - specify an action for the schedule (e.g. - autobackup)

start_at - set the time when backup scheduling transaction will be created.

Page History

v.3.5

I added start_at parameter
v.3.2

i added rotation_period parameter

14.3.7 Edit Disk Schedule

To edit disk's schedule, use the following request:

PUT /settings/schedules/:id.xml
PUT /settings/schedules/:id.json

XML Request Example

curl  -i -XPUT -H 'Accept: application/xml' -H 'Content - type:
application/xml' -
d'<schedule><duration>3</duration><period>days</period><rotation_period>1<
[rotation_period><enabled>1</enabled><start_at>2014 -11-12
10:36</start_at></schedule>' -uuseruuserpas s -- url

http:  //onapp.test/settings/schedules/13.xml

101



OnApp Cloud 6.5 Edge 4 API Guide

JSON Request Example

curl  -i -XPUT -H 'Accept: application/json’ -H 'Content - type:
application/json' -
d'{"schedule":{"duration":"1","rotation_period":"1","period":"years","enab
led™:"1","start_at": "201 4-11-1210:36"}} - U user.userpass - url
http:  //onapp.test/settings/schedules/13.json

Where:

duration* - how often a disk backup is taken

period* - time period for a backup schedule (days, weeks, months, or years)
rotation_period - number of backups after which the first backup will be deleted
enabled - set 1 to activate a schedule, otherwise, set 0

start_at - set the time when backup scheduling transaction will be created.

Page History
v.3.5

I added start_at parameter
v.3.2

I added rotation_period parameter

14.3.8 Edit Virtual Server Schedule

To edit virtual server's incremental backup schedule, use the following request:
PUT Nirtual_machines/:id/schedules/:schedule_id.xml
PUT /virtual_machines/:id/schedules/:schedule_id.json

XML Request Example

curl  -i -XPUT -H 'Accept: application/xml' -H 'Content - type:
application/xml' - U user:password -- url

http:  //onapp.test/virtual_machines/2/schedules/13.xml -d
'<schedule><duration>6</dur ation><period>weeks</period><rotation_period>5<

/rotation_period><enabled>1</enabled><action>autobackup</action><start_at>
2014-11- 12 10:36</start_at></schedule>'

JSON Request Example

curl  -i -XPUT -H 'Accept: application/json’ -H 'Content - type:

applicati  on/json’ - u user:password - url

http:  //onapp.test/virtual_machines/2/schedules/13.json -d

{"schedule":{"duration™:"6","period":"weeks","rotation_period":"5",

"enabled":"1", "action":"autobackup","start_at": "2014 -11-12 10:36"}}
Where:

duration* - how often a disk backup is taken

period* - time period for a backup schedule (days, weeks, months, or years)
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rotation_period - number of backups after which the first backup will be deleted
enabled - set 1 to activate a schedule, otherwise, set 0

start_at - set the time when backup scheduling transaction will be created.

Page History

v.3.5

1 added start_at parameter
v.3.2

9 added rotation_period parameter

14.3.9 Delete Disk Schedule

To delete disk schedule, use the following request:

DELETE /settings/schedules/:id.xml
DELETE /settings/schedules/:id.json

XML Request Example

curl -i -XDELETE -H 'Accept: application/xml’ - H 'Content - type:
application/xml' - U user:userpass - url
http:  //onapp.test/settings/schedules/13.xml

JSON Request Example

application/json’ - U user:userpass - url
http:  //onapp.test/settings/schedules/13.json

curl  -i -XDELETE -H 'Accept: application/json' -H 'Content - type:

14.3.10 Delete Virtual Server Schedule

To delete a virtual server schedule, use the following request:

DELETE /settings/schedules/:id.xml
DELETE /settings/schedules/:id.json

XML Request Example

curl -i -XDELETE -H 'Accept: application/xml' -H 'Content - type:
application/xml' - u user:password - url
http:  //onapp.test/virtual_machines/2/schedules/13.xml

JSON Request Example

application/json’ - u user:password - url
http:  //onapp.test/virtual_machines/2/schedules/13.json

curl -i -XDELETE -H 'Accept: application/json' -H 'Content - type:

Where you have to specify backup server ID and schedule ID.
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I15Backu$Pmsdpshot s

Lists the backups/snapshots taken of that virtual server, and provides tools to restore a backup,
delete backups, and convert backups to templates.

OnApp supports two backup types: normal and incremental:
1 Normal backup - simple method of taking backups by making full copy of target data.

1 Incremental - advanced method of taking backups. During the incremental backup, only the
changes made after the last backup are archived instead of backing up the whole target.

If you are using incremental backups option, you should either enable
dedicated backup servers in your cloud or share the backups and
templates folders (paths) between your compute resources. SSH file
transfer option will be skipped for virtual servers using incremental
backups. Existing full backups will be still accessible via Backups >
Images menu.

Get List of All VS Backups

Get List of Normal Backups

Get List of Incremental Backups

Get List of Disk Backups

Create Incremental Backup

Create Disk Backup

Create Backups for All Disks

Convert Backup to Template

Delete Backup

Restore Backup
Add/Edit Backup Note

= =4 -4 -4 -4 -—a -4 -8 _a _a -9

15.1Get List of All VS Backups

To get the list of all VS backups, use the following request:

GET Nvirtual_machines/:virtual_machine_id/backups.xml
CET /virtual_machines/:virtual_machine_id/backups.json

XML Request Example

curl  -i -XGET -H 'Accept: application/xml' -H 'Content - type:
application/xml' - U user:userpass -- url
http:  //onapp.test/virtual_machines/2/backups.xml

JSON Request Example
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curl  -i -XGET -H 'Accept: application/json’ -H 'Content - type:
application/json’ - U user.userpass - url
http:  //onapp.test/virtual_machines/2/backups.json

An array of backups is returned. If there are no backups, an empty array is returned.
XML Output Example

<backups type= "array" >
<backup>
<allow_resize_without_reboot
type= "boolean" >false </allow_resize_without_reboot>

<allowed_hot_migrate type= "boolean" >true </allowed_hot_migrate>
<allowed_swap type= "boolean" >true </allowed_swap>

<backup_server_id type= "integer"  >1</backup_server_id>

<backup_size type= "integer"  >310896 </backup_size>

<built type= "boolean" >true </built>

<built_at type= "datetime"  >2013-12- 24T14: 34: 06+03: 00</built_at>
<created_at type= "datetime"  >2013-12- 24T14: 31: 20+03: 00</created_at>

<data_store_type>lvm</data_store_type>
<id type= ‘integer" >1951</id>
<identifier>uml|64qyvbzvlkb</identifier>

<image_type nil= "true" />

<initiated>days </initiated>

<ignnil= "true" />

<locked type=  "boolean" >false </locked>

<marked_for_delete type= "boolean" >false </marked_for_delete>
<min_disk_size type= "integer"  >5</min_disk_size>
<min_memory_size type=  "integer" >128</min_memory_size>
<note nil=  "true" />

<operating_system>linux</operating_system>
<operating_system_distro>ubuntu</operating_system_distro>

<target_id type= "integer"  >11860 </target_id>
<target_type>Disk</target_type>
<template_id type ="integer"  >897</template_id>
<updated_at type= "datetime"  >2013- 12- 24T14: 34: 06+03: 00</updated_at>
<user_id type=  ‘"integer"  >1875</user_id>
<volume_id nil= "true" />
<backup_type>normal</backup_type>
<disk_id type= "integer"  >11860 </disk_id>
</backup>
</backups>

Where:

allowed_resize_without_reboot T true if resizing CPU & RAM is allowed without restarting
the storage server backed up

allowed_hot_migrate i true if hot migration is allowed for the storage server backed up

allowed_swap i true if swap disk is allowed for storage server backed up, otherwise false

backup_server_id 1 the ID of the backup server on which the backup is stored
backup_size i the disk space taken by this backup in kB

backup_type i normal or incremental

built i true if the storage server backed up has been built

built_at i the date when the disk backup was built
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created_at i the date when the record in the database was created
updated_at i the date when this record in database was updated
data_store_type - data store type: lvm, vmware or solidfire

id i the ID of this backup

identifier - disk identifier

image_type - backup type (currently only tar is available)

initiated - period when backup is initiated: days, weeks, months, or years
locked i true if the storage server backed up has been locked
marked_for_delete 7 the backup is marked for deletion (for auto-backups)
min_disk_size T the minimum disk size

operating_system_distro i the OS distribution of the storage server backed up
operating_system i the OS of the storage server backed up

target_id - ID of a backup target

target_type - target for which the backup was taken; For normal backups it is a disk. For
incremental backups it's virtual server.

template_id 7 the ID of a template from which the storage server backed up was built
user_id - the ID of a user the storage server belongs to

volume_id - data store ID

SolidFire - related parameters:

ign - volume ISCSI qualified name

15.2Get List of Normal Backups

To get the list of normal backups, use the following request:

GET /virtual_machines/:virtual_machine_id/backups/images.xml
GET /virtual_machines/:virtual_machine_id/backups/images.json

XML Request Example

curl -i -XGET -H 'Accept: application/xml' -H 'Content - type:
application/xml' - U user:userpass - url
http:  //onapp.test/virtual_machines/2/backups/images.xml

JSON Request Example

curl  -i -XGET -H 'Accept: application/json’ -H 'Content - type:
application/j son' - u user.userpass - url
http:  //onapp.test/virtual_machines/2/backups/images.json

An array of backups is returned. If there are no backups, an empty array is returned.
XML Output Example
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<backups type= "array" >
<backup>
<allow_resize_without_reboot
type= "boolean" >false </allow_resize_without_reboot>

<allowed_hot_migrate type= "boolean" >true </allowed_hot_migrate>
<allowed_swap type= "boolean" >true </allowed_swap>

<backup_server_id type= "integer"  >1</backup_serve r_id>
<backup_size type= "integer"  >310896 </backup_size>

<built type= "boolean" >true </built>

<built_at type= "datetime"  >2013- 12- 24T14: 34: 06+03: 00</built_at>
<created_at type= "datetime"  >2013- 12- 24T14: 31: 20+03: 00</created_at>

<data_store_type>lvm</data_store_type>
<id type= ‘integer" >1951</id>
<identifier>uml64qyvbzvikb</identifier>

<image_type nil= "true" />

<initiated>days</initiated>

<ign nil= "true" />

<locked type=  "boolean" >false </locked>

<marked _for_delete type= "boolean" >false </marked_for_delete>
<min_disk_size type= "integer"  >5</min_disk_size>
<min_memory_size type=  ‘integer"  >128</min_memory_size>
<note nil=  "true" />

<operating_system>linux</operating_system>
<operating_system_distro>ubuntu</operating_system_distro>

<target_id type= "integer"  >11860 </target_id>
<target_type>Disk</target_type>
<template_id type= "integer"  >897 </template_id>
<updated_ attype= “datetime" >2013-12-24T14: 34:06+03: 00</updated_at>
<user_id type=  ‘"integer" = >1875</user_id>
<volume_id nil= "true" />
<backup_type>normal</backup_type>
<disk_id type= "integer"  >11860 </disk_id>
</backup>
</backups>

Where:

allowed_resize_without_reboot i true if resizing CPU & RAM is allowed without restarting
the storage server backed up

allowed_hot_migrate i true if hot migration is allowed for the storage server backed up

allowed_swap i true if swap disk is allowed for storage server backed up, otherwise false

backup_server_id 1 the ID of the backup server on which the backup is stored
backup_size i the disk space taken by this backup in kB

backup_type i normal or incremental

built i true if the storage server backed up has been built

built_at i the date when the disk backup was built

created_at i the date when the record in the database was created
updated_at i the date when this record in database was updated
data_store_type - data store type: lvm, vmware or solidfire

id i the ID of this backup

identifier - disk identifier

image_type - backup type (currently only tar is available)
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initiated - period when backup is initiated: days, weeks, months, or years
locked T true if the storage server backed up has been locked
marked_for_delete i the backup is marked for deletion (for auto-backups)
min_disk_size T the minimum disk size

operating_system_distro i the OS distribution of the storage server backed up
operating_system i the OS of the storage server backed up

target_id - ID of a backup target

target_type - target for which the backup was taken; For normal backups it is a disk. For
incremental backups it's virtual server.

template_id i the ID of a template from which the storage server backed up was built
user_id - the ID of a user the storage server belongs to

volume_id - data store ID

SolidFire - related parameters:

ign - volume ISCSI qualified name

15.3Get List of Incremental Backups

To get the list of incremental backups, use the following request:

GET /virtual_machines/:virtual_machine_id/backups/files.xml
GET JMvirtual_machines/:virtual_machine_id/backupsffiles.json

XML Request Example

curl -i -XGET -H 'Accept: application/xml' -H 'Content - type:
application/xml' - U user:userpass -- url
http:  //onapp.test/virtual_machines/2/backups/files.xml

JSON Request Example

curl -i -XGET -H 'Accept: application/json’ -H 'Content - type:
application/json’ - U user:userpass - url
http:  //onapp.test/virtual_machines/2/backups/files.json

An array of backups is returned. If there are no backups, an empty array is returned.
XML Output Example
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<backups type= "array" >

<backup>
<allow_resize_wit hout_reboot

type= "boolean" >false </allow_resize_without_reboot>
<allowed_hot_migrate type= "boolean" >true </allowed_hot_migrate>
<allowed_swap type= "boolean" >true </allowed_swap>
<backup_server_id nil= "true" />
<backup_size type= "integer"  >1121652 </backup_size>
<built type= "boolean" >true </built>
<built_at type= "datetime" >2013-12-18T11: 00: 47+00: 00</built_at>
<created_at type= "datetime"  >2013-12-18T10: 59: 41+00: 00</created_at>

<data_store_type>lvm</data_store_type>
<id type= ‘"integer"  >698</id>
<identifier>y5cc19dv7hbsdrk</identifier>
<initiated>manual</initiated>

<ignnil=  "true" />

<locked type=  "boolean" >false </locked>

<marked_for_delete type= "boolean" >false </marked f or_delete>
<min_disk_size type= "integer"  >5</min_disk_size>
<min_memory_size type=  "integer" >128</min_memory_size>

<note>Stuarts backup</note>
<operating_system>linux</operating_system>
<operating_system_distro>ubuntu</operating_system_distro>

<target_id type= "integer"  >74</target_id>
<target_type>VirtualMachine</target_type>
<template_id type= "integer"  >6</template_id>
<updated_at type= "datetime"  >2013-12-18T11: 00: 47+00: 00</updated_at>
<user_id type=  "integer"  >8</user_id>
<volume_id nil= "true" />
<backup_type>incremental</backup_type>
<disk_id nil= "true" />
</backup>
</backups>
Where:

allowed_resize_without_reboot i true if resizing CPU & RAM is allowed without restarting
the storage server backed up

allowed_hot_migrate 1 true if hot migration is allowed for the storage server backed up

allowed_swap i true if swap disk is allowed for storage server backed up, otherwise false

backup_server_id 1 the ID of the backup server on which the backup is stored
backup_size i the disk space taken by this backup in kB
backup_type i normal or incremental

built i true if the storage server backed up has been built

built_at i the date when the disk backup was built

created_ati the date when the record in the database was created
updated_at i the date when this record in database was updated
data_store_type - data store type: lvm, vmware or solidfire

id i the ID of this backup

identifier - disk identifier

image_type - backup type (currently only tar is available)

initiated - period when backup is initiated: days, weeks, months, or years
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locked i true if the storage server backed up has been locked
marked_for_delete 7 the backup is marked for deletion (for auto-backups)
min_disk_size T the minimum disk size

operating_system_distro i the OS distribution of the storage server backed up
operating_system i the OS of the storage server backed up

target_id - ID of a backup target

target_type - target for which the backup was taken; For normal backups it is a disk. For
incremental backups it's virtual server.

template_id i the ID of a template from which the storage server backed up was built
user_id - the ID of a user the storage server belongs to

volume_id - data store ID

SolidFire - related parameters:

ign - volume ISCSI qualified name

15.4Get List of Disk Backups

To view the list of disk backups, use the following request:

GET /virtual_machines/:vm_id/disks/:disk_id/backups.xml
GET /virtual_machines/:vm_.id/disks/:disk_id/back ups.json

XML Request Example

curl -i -XGET -H 'Accept: application/xml' -H 'Content - type:
application/xml' - U user:userpass - url
http:  //onapp.test/virtual_machines/2/disks/221/backups.xml

JSON Request Example

curl -i -XGET -H 'Accept: application/json’ -H 'Content - type:
application/json’ - U user:userpass - url
http:  //onapp.test/virtual_machines/2/disks/221/backups.json

XML Output Example
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<backups type= "array" >
<backup>
<allow_resize_without_reboot
type= "boolean" >false </allow_res ize_without_reboot>

<allowed_hot_migrate type= "boolean" >true </allowed_hot_migrate>
<allowed_swap type= "boolean" >true </allowed_swap>

<backup_server_id type= "integer"  >1</backup_server_id>

<backup_size type= "integer"  >310896 </backup_size>

<built type= "boolean" >true </built>

<built_at type= "datetime"  >2013- 12- 24T14: 34: 06+03: 00</built_at>
<created_at type= "datetime"  >2013- 12- 24T14: 31: 20+03: 00</created_at>

<data_store_type>lvm</data_store_type>
<id type= ‘integer" >1951</id>
<identifier>uml64qyvbzvikb</identifier>

<image_type nil= "true" />

<initiated>days</initiated>

<ign nil= "true" />

<locked type=  "boolean" >false </locked>

<marked_for_delete type= "boolean" >false </marked_for_delete>
<min_disk_size type= "integer"  >5</min_disk_size>
<min_memory_size type=  ‘integer"  >128</min_memory_size>
<note nil=  "true" />

<operating_system>linux</operating_system>
<operating_system_distro>ubuntu</operating_system_distro>
<target_id type= "integer"  >11860 </target_id>
<target_type>Disk</target_type>

<template_id type= "integer"  >897 </template_id>
<updated_at type= "datetime"  >2013-12- 24T14: 34: 06+03: 00</updated_at>
<user_id type=  ‘"integer" = >1875</user_id>
<volume_id nil= "true" />
<backup_type>normal</backup_type>
<disk_id type= "integer"  >11860 </disk_id>
</backup>
</backups>

Where:

allowed_resize_without_reboot T true if resizing CPU & RAM is allowed without restarting
the storage server backed up

allowed_hot_migrate i true if hot migration is allowed for the storage server backed up

allowed_swap i true if swap disk is allowed for storage server backed up, otherwise false

backup_server_id 1 the ID of the backup server on which the backup is stored
backup_size i the disk space taken by this backup in kB
backup_type i normal or incremental

built i true if the storage server backed up has been built

built_at i the date when the disk backup was built

created_at i the date when the record in the database was created
updated_at i the date when this record in database was updated
data_store_type - data store type: lvm, vmware,solidfire or

id i the ID of this backup

identifier - disk identifier

image_type - backup type (currently only tar is available)

initiated - period when backup is initiated: days, weeks, months, or years
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locked i true if the storage server backed up has been locked
marked_for_delete 7 the backup is marked for deletion (for auto-backups)
min_disk_size T the minimum disk size

operating_system_distro i the OS distribution of the storage server backed up
operating_system i the OS of the storage server backed up

target_id - ID of a backup target

target_type - target for which the backup was taken; For normal backups it is a disk. For
incremental backups it's virtual server.

template_id i the ID of a template from which the storage server backed up was built
user_id - the ID of a user the storage server belongs to

volume_id - data store ID

SolidFire - related parameters:

ign - volume ISCSI qualified name

15.5Create Incremental Backup

To take an incremental backup, use the following request:

POST /virtual_machines/:id/backups.xml
POST /virtual_machines/:id/backups.json

XML Request Example

curl  -i -XPOST -H 'Accept: application/xml' -H 'Content -
type:application/xml’ - u user:password - url

http:  //onapp.test/virtual_mach ines/2/backups.xml - d '<backup><note>manual
BU</note></backup>'

JSON Request Example

curl -i -XPOST -H 'Accept: application/json’ -H 'Content -
type:application/json’ - U user:password -- url
http:  //onapp.test/virtual_machines/2/backups.json -d

{"backup™:{ "note":"manual BU"}}'

Where:

note - optional backup note

15.6Create Disk Backup

To take incremental backups for virtual servers that have incremental
backups enabled, use Create Incremental Backup API call.
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To create a backup of a disk, use the following request:

POST /settings/disks/:disk_id/backups.xml
POST /settings/disks/:disk_id/backups.json

XML Request Example

curl -i -XPOST -H 'Accept: application/xml' -H 'Content -
type:application/xml' - u user:password - url
http:  //onapp.test/settings/disks/221/backups.xm | - d'<backup><note>manual

backup</note><force_windows_backup>0</force_windows_backup></backup>'

JSON Request Example

curl -i -XPOST -H 'Accept: application/json' -H 'Content -
type:application/json' - u user:password - url
http:  //onapp.test/settings/disks /221/backups.json -d

{"backup":{"note":"manual backup", "force_windows_backup":"0"}}'

Where:
note - optional note

force_windows_backup - for Windows virtual servers only; enabling this option will guarantee
the disk backup will be taken regardless of any file system problems

This option should be only used as a last resort. If you enable this option
there is no guarantee that backup will be consistent.

15.7Create Backups for All Disks

The following request applies to configuration where normal backups are
enabled for cloud, and will create backups for all disks.

To create backups/snapshots of all VS disks, use the following request:

POST Nirtual_machines/:vm_id/backups.xml
POST Mirtual_machines/:vm_id/backups.json

XML Request Example

curl -i -XPOST -H 'Accept: application/xml' -H 'Content - type:
application/xml' - U user:userpass - url
http:  //onapp.test/virtual_machines/irs1j5cl0l7pw2/backups.xml

JSON Request Example
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curl  -i -XPOST -H 'Accept: application/json’ -H 'Content - type:
appl ication/json' - U user.userpass - url
http:  //onapp.test/virtual_machines/irs1j5cl0l7pw2/backups.json

15.8Convert Backup to Template

You can convert a backup into a custom template. A label for a template can be set with the
backup[label], minimum disk size and minimum memory size parameters.

To convert a backup into a template, use the following request:

POST /backups/:backup_id/convert.xml
POST /backups/:backup_id/convert.json

XML Request Example

curl -i -XPOST -H 'Accept: application/xml' -H 'Content - type:
application/xml’ - U user:userpass -
d'<backup><label>template.label</label><min_disk_size>50</min_disk_size><m
in_memory_size>1024</min_memory_size></backup>' - url

http:  //onapp.test/backups/321/convert.xml

JSON Request Example

curl  -i -XPOST -H 'Accept: application/json’ -H 'Content - type:
application/json’ - U user:userpass - d'{"backup":{"label":"backup_label",
"min_disk_size":"20", "min_memory_size":"512"}}' - url

http:  //onapp.test/backups/321/convert.json

Where:
label - template label

min_disk_size - minimum disk size required in GB
min_memory_size - minimum RAM required for the template

If templates limit has been exceeded, you will get the following error
message: "You have reached your template creation limit".

15.9Delete Backup

To delete a disk backup, use the following request:

DELETE /backups/:id.xml
DELETE /backups/:id.json

XML Request Example
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curl -i -XDELETE -H 'Accept: application/xml’ -H 'Content - type:
application/xml' - U user:userpass -- url http: /lonapp.test/backups/21.xml

JSON Request Example

curl -i -XDELETE -H 'Accept: application/json’ -H 'Content - type:

application/json' - U user:userpass -- url http: /lonapp.test/backups/21.json

An HTTP 204 response is returned on success, an HTTP 404 error is returned if a requested

backup does not exist.

15.10 Restore Backup

To restore a disk from a backup, use the following request:

POST /backups/:backup_id/restore.xml
POST /backups/:backup_id/restore.json

XML Request Example

curl  -i -XPOST - u user:userpass - url

'<force_restore>true</force_restore>'

http:  //onapp.test/backups/4326/restore.xml -H"Content - Type: text/xml"

JSON Request Example

curl -i -XPOST -u user:userpass - url
http:  //onapp.test/backups/4326/restore.json -H"' Content - type:
application/json' - d '{"force_restore": "true"}

Where:

force_restore - true to initiate a rebuild of a file system on a disk, otherwise, false

Page History
v.5.9

1 added the force_restore parameter

15.11 Add/Edit Backup Note

To update backup with a note, use the following request:

PUT /backups/:backup_id/note.xml
PUT /backups/:backup_id/note.json

XML Request Example
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curl - XPUT http: ~ //onapp.test/backups/12/note.xml - d '<backup><note>test
note</note></backup>' - u user:password - H'Accept : application/xml’ -H
‘Content - type: application/xml'

JSON Request Example
curl - XPUT http:  //onapp.test/backups/12/note.json -d
{"backup":{"note":"test note"}}' - u user:password - H 'Accept:

application/json' -H'Content - type: application/json’
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l6BackR@esource Auto Backup Preset

This chapter includes API requests for managing backup resource auto-backup presets.

Get List of Backup Resource Auto Backup Presets

Get Backup Resource Auto Backup Preset Details

Add Backup Resource Hourly Auto Backup Preset

Add Backup Resource Daily Auto Backup Preset

Add Backup Resource Weekly Auto Backup Preset

Add Backup Resource Monthly Auto Backup Preset

Add Backup Resource Yearly Auto Backup Preset

Edit Backup Resource Hourly Auto Backup Preset

Edit Backup Resource Daily Auto Backup Preset

Edit Backup Resource Weekly Auto Backup Preset

Edit Backup Resource Monthly Auto Backup Preset

Edit Backup Resource Yearly Auto Backup Preset

= =4 -4 -4 A A -8 -8 -2 -2 -8 -2 -2

Delete Backup Resource Auto Backup Preset

16.1Get List of Backup Resource Auto Backup Presets

To get the list of backup resource auto-backup presets, use the following request:
GET /settings/backups/resources/: resource_id/auto_backup_presets.xml
GET /settings/backups/resources/:resource_id/auto_backup_presets.json

XML Request Example

curl -i -XGET -H 'Accept: application/xml' -H 'Content - type:
application/xml' - U user:userpass - url
http:  //onapp.test/settings/b ackups/resources/5/auto_backup_presets.xml

JSON Request Example

curl  -i -XGET -H 'Accept: application/json’ -H 'Content - type:
application/json’ - U user:userpass - url
http:  //onapp.test/settings/backups/resources/5/auto_backup_presets.json

XML Output Example
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<auto_backup_presets type= "array" >
<auto_backup_preset>

<created_at type= "dateTime" >2018-04-19T17: 15: 10+03: 00</created_at>
<day_to_run_on nil= "true" />
<days_to_run_on type= "array" />
<enabled type= "boolean" >true </enabled>
<frequency type= "integer"  >1</frequency>
<id type= ‘"integer" >14</id>
<max_recovery_points type= "integer"  >5</max_recovery_points>
<period>hourly</period>
<resource_id type= "integer"  >5</resource_id>
<start_time type= "dateTime" >2000-01-01T11: 48:00Z</start_time>
<updated_at type= "dateTime" >2018- 04-20T11: 48: 40+03: 00</updated_at>
<week_to_run_on nil= "true" />

</auto_backup_preset>
<auto_backup_preset>...</auto_backup_preset>
</auto_backup_presets>

Where:
auto_backup_presets - the array of auto backup presets
auto_backup_preset - the array of auto backup preset parameters

created_at - the date when the auto backup preset was created in the
[YYYY][MM][DD]T[hh][mm][ss] format

day_to_run_on - the day when the auto backup preset is run. The parameter is applicable to the
monthly period. For example, set 0 to run the auto backup preset
on Sunday, 1 - Monday, 2 - Tuesday, 3 - Wednesday, 4 - Thursday, 5 - Friday, or 6 - Saturday.

days_to_run_on - the array of days when the auto backup preset is run. The parameter is
applicable to the weekly period. For example, set 0 to run the auto backup preset
on Sunday, 1 - Monday, 2 - Tuesday, 3 - Wednesday, 4 - Thursday, 5 - Friday, or 6 - Saturday.

enabled - true if the auto backup preset is enabled, otherwise, false

frequency - the frequency of how often the auto backup preset is run. The parameter is
applicable to the daily period. For example, set 1 to run the auto backup preset every day, 2 -
every second day, 3 - every third day, etc.

id - the ID of the auto backup preset

max_recovery_points - the maximum number of recovery points created for VS

period - the period for which the auto backup preset is configured that can be the following:
1 hourly

1 daily

1 weekly

1  monthly

1 vyearly

resource_id - the ID of the backup resource for which the auto backup preset is configured

start_time - the start time for running the auto backup preset in the
[YYYY][MM][DD]T[hh][mm][ss] format. The parameter is applicable to the daily, weekly and
monthly periods.

updated_at - the date when the auto backup preset was updated in the
[YYYY][MM][DD]T[hh][mm][ss] format
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week_to_run_on - the week when the auto backup preset is run. The parameter is applicable to
the monthly period. For example, set 0 to run the auto backup preset on the first week of the
month, 1 - the second week, 2 - the third week, or 3 - the fourth week.

16.2Get Backup Resource Auto Backup Preset Details

To get the auto backup preset details, use the following request:

GET
/settings/backups/resources/:resource_id/auto_backup_presets/:auto_bac
kup_preset_id.xml

GET
[settings/backups/resources/:resource_id/aut 0_backup_presets/:auto_bac
kup_preset_id.json

XML Request Example

curl  -i -XGET -H 'Accept: application/xml' -H 'Content - type:
application/xml' - U user:userpass - url
http:  //onapp.test/settings/backups/resources/5/auto_backup_presets/14.xml

JSON Request Example

curl -i -XGET -H 'Accept: application/json’ -H 'Content - type:
application/json' - U user:userpass - url
http:  //onapp.test/settings/backups/resources/5/auto_backup_presets/14.json

XML Output Example

<auto_backup_presets type= "array" >
<auto_backup_preset>

<created_at type= "dateTime" >2018-04-19T17: 15: 10+03: 00</created_at>
<day_to_run_on nil= "true" />
<days_to_run_on type= "array" />
<enabled type=  "boolean" >true </enabled>
<frequency type= "integer"  >1</frequency>
<id type= "integer" >14</id>
<max_recovery_points type= "integer"  >5</max_recovery_points>
<period>hourly</period>
<resource_id type= "integer"  >5</resource_id>
<start_time type= "dateTime" >2000-01-01T11: 48:00Z</start_time>
<updated_at type= "dateTime" >2018-04-20T11: 48: 40+03: 00</updated_at>
<week_to_run_on nil= "true" />

</auto_ba ckup_preset>

</auto_backup_presets>

Where:
auto_backup_presets - the array of auto backup presets
auto_backup_preset - the array of auto backup preset parameters

created_at - the date when the auto backup preset was created in the
[YYYY][MM][DD]T[hh][mm][ss] format
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day_to_run_on - the day when the auto backup preset is run. The parameter is applicable to
the monthly period. For example, set 0 to run the auto backup preset
on Sunday, 1 - Monday, 2 - Tuesday, 3 - Wednesday, 4 - Thursday, 5 - Friday, or 6 - Saturday.

days_to_run_on - the array of days when the auto backup preset is run. The parameter is
applicable to the weekly period. For example, set 0 to run the auto backup preset
on Sunday, 1 - Monday, 2 - Tuesday, 3 - Wednesday, 4 - Thursday, 5 - Friday, or 6 - Saturday.

enabled - true if the auto backup preset is enabled, otherwise, false

frequency - the frequency of how often the auto backup preset is run. The parameter is
applicable to the daily period. For example, set 1 to run the auto backup preset every day, 2 -
every second day, 3 - every third day, etc.

id - the ID of the auto backup preset

max_recovery_points - the maximum number of recovery points created for VS

period - the period for which the auto backup preset is configured that can be the following:
1 hourly

1 daily

T  weekly

1 monthly

1 yearly

resource_id - the ID of the backup resource for which the auto backup preset is configured

start_time - the start time for running the auto backup preset in the
[YYYY][MM][DD]T[hh][mm][ss] format

updated_at - the date when the auto backup preset was updated in the
[YYYY][MM][DD]T[hh][mm][ss] format

week _to_run_on - the week when the auto backup preset is run. The parameter is applicable to
the monthly period. For example, set 0 to run the auto backup preset on the first week of the
month, 1 - the second week, 2 - the third week, or 3 - the fourth week.

16.3Add Backup Resource Hourly Auto Backup Preset

To add an hourly auto backup preset, use the following request:
POST /settings/backups/resources/:resource_id/auto_backup_presets.xml
POST /settings/backups/resources/:resource_id/auto_backup_presets.json

XML Request Example

curl -i -XPOST -H 'Accept: application/xml' -H 'Content - type:
application/xml' -u 'user:pass word -- url
http:  //onapp.test/settings/backups/resources/3/auto_backup_presets.xml -d

'<auto_backup_preset><resource_id
type="integer">3</resource_id><period>hourly</period><max_recovery_points
type="integer">1</max_recovery_points></auto_backup_preset>'

JSON Request Example
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curl  -i -XPOST -H 'Accept: application/json’ -H 'Content - type:
application/json’ - U user.userpass - url
http:  //onapp.test/settings/backups/resources/9/auto_backup_presets.json -d

"{"auto_backup_preset":{"resource_id": 9,"period":
"ho urly","max_recovery_points": 1}}'

Where:

auto_backup_preset - the array of auto backup preset parameters

resource_id* - the ID of the backup resource for which the auto backup preset is configured
period* - the period for the auto backup preset that is hourly

max_recovery_points - the maximum number of recovery points created for VS

16.4Add Backup Resource Daily Auto Backup Preset

To add a daily auto backup preset, use the following request:
POST /settings/backups/resources/.resource_id/auto_backup_prese ts.xml
POST /settings/backups/resources/:resource_id/auto_backup_presets.json

XML Request Example

curl  -i -XPOST -H 'Accept: application/xml' - H 'Content - type:
application/xml' - U user:userpass - url
http:  //onapp.test/settings/backups/resources/11/auto_backup_presets.xml -d

'<auto_backup_preset><resource_id
type="integer">13</resource_id><period>daily</period><frequency
type="integer">2</frequency><max_recovery_points
type="integer">1</max_recovery_points>< start_time>2000 -01-
01T11:48:00Z</start_time></auto_backup_preset>'

JSON Request Example

curl -i -XPOST -H 'Accept: application/json’ -H 'Content - type:
application/json’ - U user:userpass - url
http:  //onapp.test/settings/backups/resources/11/auto_backup_p resets.json -
d '{"auto_backup_preset":{"resource_id": 11,"period": "daily","frequency":
2,"max_recovery_points™: 1,"start_time": "2000 -01-01T11:48:00Z"}}

Where:

auto_backup_preset - the array of auto backup preset parameters
resource_id* - the ID of the backup resource for which the auto backup preset is configured
period* - the period for the auto backup preset that is daily

frequency* - the frequency of how often the auto backup preset is run. For example, set 1 to run
the auto backup preset every day, 2 - every second day, 3 - every third day, etc.

max_recovery_points - the maximum number of recovery points created for VS

start_time - the start time for running the auto backup preset in the
[YYYY][MM][DD]T[hh][mm][ss] format
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16.5Add Backup Resource Weekly Auto Backup Preset

To add a weekly auto backup preset, use the following request:
POST /settings/backups/resources/:resource_id/auto_backup_presets.xml
POST /settings/backups/resources/:resource_id/auto_backup_presets.json

XML Request Example

curl -i -XPOST -H 'Accept: application/xml' -H 'Content - type:

application/xml’ - U user:userpass - url

http:  //onapp.test/settings/backups/resources/13/auto_backup_presets.xml -d
'<auto_backup_preset><resource_id

type="integer">13</resource_id><period>weekl y</period><days_to_run_on><fix

num type="integer">1</fixnum><fixnum
type="integer">2</fixnum></days_to_run_on><max_recovery_points
type="integer">1</max_recovery_points><start_time>2000 -01-
01T11:48:00Z</start_time></auto_backup_preset>'

JSON Request Example

curl -i -XPOST -H 'Accept: application/json' -H 'Content - type:
application/json' - U user:userpass - url

http:  //onapp.test/settings/backups/resources/13/auto_backup_presets.json -
d {"auto_backup_preset":{"resource_id": 11,"period":

"weekly","days_to_run_on": [1,2,3],"max_recovery_points": 1,"start_time":

"2000 - 01- 01T11:48:00Z"}}'

Where:

auto_backup_preset - the array of auto backup preset parameters

resource_id* - the ID of the backup resource for which the auto backup preset is configured
period* - the period for the auto backup preset that is weekly

days_to_run_on* - the array of days when the auto backup preset is run. For example,
set 0 to run the auto backup preset
on Sunday, 1 - Monday, 2 - Tuesday, 3 - Wednesday, 4 - Thursday, 5 - Friday, or 6 - Saturday.

max_recovery_points - the maximum number of recovery points created for VS

start_time - the start time for running the auto backup preset in the
[YYYY][MM][DD]T[hh][mm][ss] format

16.6 Add Backup Resource Monthly Auto Backup Preset

To add a monthly auto backup preset, use the following request:
POST /settings/backups/resources/:resource_id/auto_backup_presets.xml

POST /settings/backups/resources/:resource_id/auto_backup_presets.json

XML Request Example
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curl  -i -XPOST -H 'Accept: a  pplication/xml’ -H 'Content - type:
application/xml' - U user:userpass - url
http:  //onapp.test/settings/backups/resources/11/auto_backup_presets.xml -d

'<auto_backup_preset><resource_id
type="integer">11</resource_id><period>monthly</period><day_to_run_on
type="integer">1</day_to_run_on><week to_run_on
type="integer">1</week_to_run_on><max_recovery_points
type="integer">1</max_recovery_points><start_time>2000 -01-
01T11:48:00Z</start_time>< /auto_backup_preset>'

JSON Request Example

curl -i -XPOST -H 'Accept: application/json' -H 'Content - type:
application/json' - U user:userpass - url
http:  //onapp.test/settings/backups/resources/11/auto_backup_presets.json -
d {"auto_backup_preset":{"resou rce_id": 11,"period":
"monthly”,"day_to_run_on": 1,"week_to_run_on": 1,"max_recovery_points":
1,"start_time": "2000 -01-01T11:48:00Z"}}

Where:

auto_backup_preset - the array of auto backup preset parameters
resource_id* - the ID of the backup resource for which the auto backup preset is configured
period* - the period for the auto backup preset that is monthly

day_to_run_on* - the day when the auto backup preset is run. For example, set 0 to run
the auto backup preset
on Sunday, 1 - Monday, 2 - Tuesday, 3 - Wednesday, 4 - Thursday, 5 - Friday, or 6 - Saturday.

week_to_run_on* - the week when the auto backup preset is run. For example, set 0 to run
the auto backup preset
on Sunday, 1 - Monday, 2 - Tuesday, 3 - Wednesday, 4 - Thursday, 5 - Friday, or 6 - Saturday.

max_recovery_points - the maximum number of recovery points created for VS

start_time - the start time for running the auto backup preset in the
[YYYY][MM][DD]T[hh][mm][ss] format

16.7Add Backup Resource Yearly Auto Backup Preset

To add a yearly auto backup preset, use the following request:
POST /settings/backups/resources/:resource_id/auto_backup_presets.xml
POST /settings/backups/resources/:resource_id/auto_backup_presets.json

XML Request Example

curl -i -XPOST -H 'Accept: application/xml' -H 'Content - type:
application/xml' - U user:userpass -- url
http:  //onapp.test/settings/backups/resources/12/auto_backup_presets xml -d

'<auto_backup_preset><resource_id
type="integer">12</resource_id><period>yearly</period><max_recovery_points
type="integer">1</max_recovery_points><day_to_run_on
type="integer">1</day_to_run_on><start_time>2000 -01-
01T11:48:00Z</start_time>'

123



OnApp Cloud 6.5 Edge 4 API Guide

JSON Request Example

curl  -i -XPOST -H 'Accept: application/json’ -H 'Content - type:
application/json' - U user:userpass - url

http:  //onapp.test/settings/backups/resources/12/auto_backup_presets.json

d '{"auto_backup_preset":{"resource_id": 12,"period":

"yearly ","day_to_run_on": 1,"start_time": "2000 -01-
01T11:48:00Z","max_recovery_points": 1}}'

Where:

auto_backup_preset - the array of auto backup preset parameters

resource_id* - the ID of the backup resource for which the auto backup preset is configured

period* - the period for the auto backup preset that is yearly

max_recovery_points - the maximum number of recovery points created for VS

day_to_run_on* - the day when the auto backup preset is run. For example, set 0 to run

the auto backup preset

on Sunday, 1 - Monday, 2 - Tuesday, 3 - Wednesday, 4 - Thursday, 5 - Friday, or 6 - Saturday.

start_time - the start time for running the auto backup preset in the
[YYYY][MM][DD]T[hh][mm][ss] format

Page History

v.6.1 Edge 2

1 added the following parameters:
0 day_to_run_on

0 start_time

16.8Edit Backup Resource Hourly Auto Backup Preset

To edit an hourly auto backup preset, use the following request:

PUT
[settings/backups/resources/:resource_id/auto_backup_presets/:auto_bac
kup_preset_id.xml

PUT
[settings/bac kups/resources/:resource_id/auto_backup_presets/:auto_bac
kup_preset_id.json

XML Request Example

curl  -i -XPUT -H 'Accept: application/xml' -H 'Content - type:
application/xml' - U user:userpass -- url

http:  //onapp.test/settings/backups/resources/9/auto_backup_presets/12.xml
- d '<auto_backup_preset><resource_id
type="integer">9</resource_id><max_recovery_points
type="integer">1</max_recovery_points></auto_backup_preset>'

JSON Request Example
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curl  -i -XPUT -H 'Accept: application/json’ -H 'Content - type:
application/json’ - U user.userpass - url

http:  //onapp.test/settings/backups/resources/9/auto_backup_presets/12.json

- d '{"auto_backup_preset":{"resource_id": 9,"max_recovery_points": 1}}'

Where:
auto_backup_preset - the array of auto backup preset parameters
resource_id* - the ID of the backup resource for which the auto backup preset is configured

max_recovery_points - the maximum number of recovery points created for VS

16.9Edit Backup Resource Daily Auto Backup Preset

To edit a daily auto backup preset, use the following request:

PUT
[settings/backups/resources/:resource_id/auto_backup_presets/:auto_bac
kup_preset_id.xml

PUT
[settings/backups/resources/:resource_id/auto_backup_presets/:auto_bac
kup_preset_id.json

XML Request Example

curl  -i -XPUT -H 'Accept: application/xml' -H 'Content - type:
application/xml’ - U user:userpass - url

http:  //onapp.test/settings/backups/resources/13/auto_backup_presets/45.xml
- d '<auto_backup_preset><resource_id

typ e="integer">13</resource_id><frequency
type="integer">2</frequency><max_recovery_points
type="integer">1</max_recovery_points><start_time>2000 -01-
01T11:48:00Z</start_time></auto_backup_preset>'

JSON Request Example

curl  -i -XPUT -H 'Accept: application/ json' -H 'Content -type:
application/json’ - U user:userpass - url

http:  //onapp.test/settings/backups/resources/13/auto_backup_presets/45.jso

n -d'{"auto_backup_preset":{"'resource_id": 11,"frequency":
"2","max_recovery_points": 1,"start_time": "2000 -01-01T11:48:00Z2"}}

Where:
auto_backup_preset - the array of auto backup preset parameters
resource_id* - the ID of the backup resource for which the auto backup preset is configured

frequency* - the frequency of how often the auto backup preset is run. For example, set 1 to run
the auto backup preset every day, 2 - every second day, 3 - every third day, etc.

max_recovery_points - the maximum number of recovery points created for VS

start_time - the start time for running the auto backup preset in the
[YYYY][MM][DD]T[hh][mm][ss] format
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16.10 Edit Backup Resource Weekly Auto Backup Preset

To edit a weekly auto backup preset, use the following request:

PUT
[settings/backups/resources/:resource_id/auto_backup_presets/:auto_bac
kup_preset_id.xml

PUT
[settings/backups/resources/:resource_id/auto_backup_presets/:auto_bac
kup_preset_id.json

XML Request Example

curl -i -XPUT -H 'Accept: application/xml' -H 'Content - type:
application/xml’ - U user:userpass - url
http:  //onapp.test/settings/backups/resources /13/auto_backup_presets/45.xml

- d '<auto_backup_preset><resource_id
type="integer">13</resource_id><days_to_run_on><fixnum
type="integer">1</fixnum><fixnum
type="integer">2</fixnum></days_to_run_on><max_recovery_points
type="integer">1</max_recovery_points ><start_time>2000 -01-
01T11:48:00Z</start_time></auto_backup_preset>'

JSON Request Example

curl  -i -XPUT -H 'Accept: application/json’ -H 'Content - type:

application/json' - U user:userpass - url

http:  //onapp.test/settings/backups/resources/13/auto_backup_ presets/45.jso

n -d'{"auto_backup_preset":{"resource_id": 13,"days_to_run_on":

[1,2,3],"max_recovery_points": 1,"start_time": "2000 -01-01T11:48:00Z2"}}
Where:

auto_backup_preset - the array of auto backup preset parameters
resource_id* - the ID of the backup resource for which the auto backup preset is configured

days_to_run_on* -the array of days when the auto backup preset is run. For example,
set 0 to run the auto backup preset
on Sunday, 1 - Monday, 2 - Tuesday, 3 - Wednesday, 4 - Thursday, 5 - Friday, or 6 - Saturday.

max_recovery_points - the maximum number of recovery points created for VS

start_time - the start time for running the auto backup preset in the
[YYYY][MM][DD]T[hh][mm][ss] format

16.11 Edit Backup Resource Monthly Auto Backup Preset

To edit a monthly auto backup preset, use the following request:

PUT
[settings/backups/resources/:resource_id/auto_backup_presets/:auto_bac
kup_preset_id.xml

PUT
[settings/backups/resources/:resource_id/auto_backup_presets/:auto_bac
kup_preset_id.json

XML Request Example
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curl  -i -XPUT -H 'Accept: application/xml' -H 'Content - type:
application/xml' - U user:userpass - url

http:  //onapp.test/settings/backups/resources/11/auto_backup_presets/45.xml
- d '<auto_backup_preset><resource_id

type="integer">11</resource_id ><day _to_run_on
type="integer">1</day_to_run_on><week to_run_on
type="integer">1</week_to_run_on><max_recovery_points
type="integer">1</max_recovery_points><start_time>2000 -01-
01T11:48:00Z</start_time></auto_backup_preset>'

JSON Request Example

curl -i -XPUT -H 'Accept: application/json’ -H 'Content - type:
application/json' - U user:userpass - url

http:  //onapp.test/settings/backups/resources/11/auto_backup_presets/45.jso

n -d'{"auto_backup_preset":{"resource_id": 11,"day_to_run_on":

1,"week _to_run_on™ 1," max_recovery_points™: 1,"start_time": 2000 -01-
01T11:48:00Z2"}}

Where:
auto_backup_preset - the array of auto backup preset parameters
resource_id* - the ID of the backup resource for which the auto backup preset is configured

day _to_run_on* - the day when the auto backup preset is run. For example, set 0 to run
the auto backup preset
on Sunday, 1 - Monday, 2 - Tuesday, 3 - Wednesday, 4 - Thursday, 5 - Friday, or 6 - Saturday.

week _to_run_on* - the week when the auto backup preset is run. For example, set 0 to run
the auto backup preset on the first week of the month, 1 - the second week, 2 - the third week,
or 3 - the fourth week.

max_recovery_points - the maximum number of recovery points created for VS

start_time - the start time for running the auto backup preset in the
[YYYY][MM][DD]T[hh][mm][ss] format

16.12 Edit Backup Resource Yearly Auto Backup Preset

To edit a yearly auto backup preset, use the following request:

PUT
[settings/backups/resources/:resource_id/auto_backup_presets/:auto_bac
kup_preset_id.xml

PUT
[settings/backups/resources/:resource_id/auto_backup_presets/:auto_bac
kup_preset_id.json

XML Request Example
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curl  -i -XPUT -H 'Accept: application/xml' -H 'Content - type:
application/xml' - U user:userpass - url
http:  //onapp.test/settings/backups/resources/ 12/auto_backup_presets/45.xml

- d '<auto_backup_preset><resource_id
type="integer">12</resource_id><max_recovery_points
type="integer">1</max_recovery_points><day_to_run_on
type="integer">1</day_to_run_on><start_time>2000 -01-
01T11:48:00Z</start_time>"

JSON Request Example

curl  -i -XPUT -H 'Accept: application/json’ -H 'Content - type:

application/json' - U user:userpass - url

http:  //onapp.test/settings/backups/resources/12/auto_backup_presets/45.jso

n -d'{"auto_backup_preset":{"resource_id": 12,"day_to_run_o n":

1,"start_time": "2000 -01-01T11:48:00Z","max_recovery_points": 1}}'
Where:

auto_backup_preset - the array of auto backup preset parameters
resource_id* - the ID of the backup resource for which the auto backup preset is configured

max_recovery_points - the maximum number of recovery points created for VS

day_to_run_on* - the day when the auto backup preset is run. For example, set 0 to run
the auto backup preset
on Sunday, 1 - Monday, 2 - Tuesday, 3 - Wednesday, 4 - Thursday, 5 - Friday, or 6 - Saturday.

start_time - the start time for running the auto backup preset in the
[YYYY][MM][DD]T[hh][mm][ss] format

Page History

v. 6.1 Edge 2

1 added the following parameters:
0 day_to_run_on

0 start_time

16.13 Delete Backup Resource Auto Backup Preset

To delete an auto backup preset, use the following request:

DELETE
[settings/backups/resources/:resource_id/auto_backup_presets/:auto_bac
kup_preset_id.xml

DELETE
[settings/backups/resources/:resource_id/auto_backup_presets/:auto_bac
kup_preset_id.json

XML Request Example
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curl -i -XDELETE -H 'Accept: application/xml’ -H 'Content - type:
application/xml' - U user:userpass - url
http:  //onapp.test/settings/backups/resourc es/11/auto_backup_presets/54.xml

JSON Request Example

curl  -i -XDELETE -H 'Accept: application/json' -H 'Content - type:
application/json' - U user:userpass - url

http:  //onapp.test/settings/backups/resources/11/auto_backup_presets/54.jso

n
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l17Backup Ressour ce

This chapter includes API request for creating and managing backup resources.

Get List of Backup Resources

Get Backup Resource Details

Add Backup Resource

Edit Backup Resource

Edit Backup Resource Advanced Options

= =4 4 -4 A -2

Delete Backup Resource

17.1Get List of Backup Resources

To get the list of backup resources, use the following request:
GET /settings/backups/resources.xml
GET /settings/backups/resources.json

XML Request Example

curl  -i -XGET -H 'Accept: application/xml' -H 'Content - type:
application/xml' - U user:userpass - url
http:  //onapp.test/settings/backups/resources.xml

JSON Request Example

curl  -i -XGET -H 'Accept:a  pplication/json’ -H 'Content - type:
application/json’ - U user:userpass - url
http:  //onapp.test/settings/backups/resources.json

XML Output Example

<resources type= "array" >
<resource>
<advanced_options>
<option_1> 9</option_1>
<option_2> 8</ option_2>
</advanced_options>

<resource_zone_id type= "integer"  >3</resource_zone_id>
<created_at type= "dateTime" >2018- 04-04T12: 01: 31+03: 00</created_at>
<enabled type=  "boolean" >true </enabled>

<id type= ‘integer"  >4</id>
<label>backup_resource</label>
<password>password</password>
<plugin>rlsoft</plugin>

<primary_host>http: 1169.169.247.107:9080</primary_host>
<secondary_host>http: 1/69.168.257.106:9080</secondary_host>
<updated_at type= "dateTime" >2018-04-04T12: 17: 27+03: 00</updated_at>
<username>username</username>
</resource>
<resource>...</resource>
</resources>
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Where:

resource - the array of parameters for the backup resource

advanced_options - the array of advanced options for the backup resource

resource_zone_id - the ID of the backup resource zone to which the backup resource is
assigned

created_at - the date when the backup resource was created in the
[YYYY][MM][DD]T[hh][mm][ss] format

enabled - the status that indicates whether the backup resource is enabled (true) or not (false)
id - the ID of the backup resource

label - the label of the backup resource

password - the password used to connect to the third-party backup system

plugin - the label of the backup plugin

primary_host - the primary address (either hostname or IP address) used to connect to the
third-party backup system

secondary_host - the secondary address (either hostname or IP address) used to connect to
the third-party backup system

updated_at - the date when the backup resource was updated in the
[YYYY][MM][DD]T[hh][mm][ss] format

username - the username used to connect to the third-party backup system

17.2Get Backup Resource Details

To get the backup resource details, use the following request:
GET /settings/backups/resources/:resource_id.xml
GET /settings/backups/resources/:resource_id.json

XML Request Example

curl -i -XGET -H 'Ac cept: application/xml’ -H 'Content - type:
application/xml' - U user:userpass - url
http:  //onapp.test/settings/backups/resources/4.xml

JSON Request Example

curl  -i -XGET -H 'Accept: application/json’ -H 'Content - type:
application/json' - U user:userpass - url
http:  //onapp.test/settings/backups/resources/4.json

XML Output Example
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<resources type=  "array" >
<resource>
<advanced_options>
<option_1> 9</option_1>
<option_2> 8</option_2>
</advanced_options>

<resource_zone_id type= "integer"  >3</backup_resource_zone_id>
<created_at type= "dateTime" >2018-04-04T12: 01: 31+03: 00</created_at>
<enabled type= "boolean" >true </enabled>

<id type= ‘integer"  >4</id>
<label>backup_resource</label>
<password>password</password>
<plugin>rlsoft</plugin>

<primary_host>http: 1/69.169.247.107:9080</primary_host>
<secondary_host>http: 1/69.168.257.106:9080</secondary_host>
<updated_at type= "dateTime" >2018-04-04T12: 17: 27+03: 00</updated_at>
<username>username</username>
</resource>
</resources>

Where:

resource - the array of parameters for the backup resource

advanced_options - the array of advanced options for the backup resource

resource_zone_id - the ID of the backup resource zone to which the backup resource is
assigned

created_at - the date when the backup resource was created in the
[YYYY][MM][DD]T[hh][mm][ss] format

enabled - the status that indicates whether the backup resource is enabled (true) or not (false)
id - the ID of the backup resource

label - the label of the backup resource

password - the password used to connect to the third-party backup system

plugin - the label of the backup plugin

primary_host - the primary address (either hostname or IP address) used to connect to the
third-party backup system

secondary_host - the secondary address (either hostname or IP address) used to connect to
the third-party backup system

updated_at - the date when the backup resource was updated in the
[YYYY][MM][DD]T[hh][mm][ss] format

username - the username used to connect to the third-party backup system

17.3Add Backup Resource

To add a backup resource, use the following request:
POST /settings/backups/resources.xml
POST /sett ings/backups/resources.json

XML Request Example
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curl  -i -XPOST -H 'Accept: application/xml' -H 'Content - type:
application/xml' - U user:userpass - url

http:  //onapp.test/settings/backups/resources.xml -d
'<resource><label>resource_label</label><enabled>true </enabled><plugin>bac

kup_plugin_label</plugin><primary_host>1.1.1.1</primary_host><secondary_ho
st>2.2.2.2</secondary_host><username>username</username><password>password
</password><resource_zone_id

type="integer">1</resource_zone_id></resource>'

JSON Request Example

curl  -i -XPOST -H 'Accept: application/json’ -H 'Content - type:
application/json' - U user:userpass - url
http:  //onapp.test/settings/backups/resources.json -d

"{"resource":{"label":"resource_label","enabled":"true","plugin":"plugin_|I
abel","prim ary_host":"1.1.1.1","secondary_host":"2.2.2.2","username":"user
name","password":"password","resource_zone_id":1}}'

Where:

resource - the array of parameters for the backup resource

label* - the label of the backup resource
enabled - set true to enable the backup resource, otherwise, false
plugin* - the label of the backup plugin

primary_host* - the primary address (either hostname or IP address) used to connect to the
third-party backup system

secondary_host - the secondary address (either hostname or IP address) used to connect to
the third-party backup system

username* - the username used to connect to the third-party backup system

password* - the password used to connect to the third-party backup system

resource_zone_id* - the ID of the backup resource zone to assign the backup resource to

17.4Edit Backup Resource

To edit a backup resource, use the following request:
PUT /settings/backups/resources/:resource_id.xml

PUT /settings/backups/resources/:resource_id.json

XML Request Example

curl  -i -XPUT -H 'Accept: application/xml' -H 'Content - type:
application/xml' - U user:userpass - url

http:  //onapp.test/settings/backups/resources/8.xml -d
'<resource><label>backup_resource_label</label><enabled>true</enabled><pri
mary_host>1.1.1.1</primary_host><secon dary_host>2.2.2.2</secondary_host><u
sername>username</username><password>password</password></resource>"'
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JSON Request Example

curl  -i -XPUT -H 'Accept: application/json’ -H 'Content - type:
application/json' - U user:userpass - url
http:  //onapp.test/settin gs/backups/resources/8.json -d

{"resource":{"label":"resource_label","enabled":"true","primary_host":"1.
1.1.1""secondary_host":"2.2.2.2","username":"username","password":"passwo

rd"}y

Where:

resource - the array of parameters for the backup resource

label* - the label of the backup resource

enabled - set true to enable the backup resource, otherwise, false

primary_host* - the primary address (either hostname or IP address) used to connect to the
third-party backup system

secondary_host - the secondary address (either hostname or IP address) used to connect to
the third-party backup system

username* - the username used to connect to the third-party backup system

password* - the password used to connect to the third-party backup system

17.5Edit Backup Resource Advanced Options

To edit the backup resource advanced options, use the following request:
PUT /settings/backups/resources/:resource_id/advanced_options.xml
PUT /settings/backups/resources/:resource_id/advanced_options.json

XML Request Example

curl  -i -XPUT -H 'Accept: application/xml' -H 'Content - type:
application/xml' - U user:userpass - url

http:  //onapp.test/settings/backups/resources/8/advanced_options.xml -d
'<advanced_options><option_1>9</option_1><option_2>8</option_2></advanced_

options>'

JSON Request Example

curl  -i -XPUT -H 'Accept: application/json’ -H 'Content - type:
application/json’ - U user:userpass - url
http:  //onapp.test/settings/backups/resources/8/advanced_options.json -d

"{"advanced_options":{"option_1":"9","option_2":"8"}}'

Where:
advanced_options - the array of advanced options for the backup resource
There are the following backup advanced options that you can edit for the Veeam plugin:

vsphere_template_job_name - a name of a vSphere backup job that is added to the Veeam
backup infrastructure
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backup_repository_name - a name of a backup repository that is added to the Veeam backup

infrastructure

power_on_after_restore - set to true if you want to power on virtual servers after restoring them

from recovery points, otherwise, false

quick_rollback - set to true if you want to perform an incremental restore of virtual servers from
recovery points, otherwise, false. For more information on the incremental restore, see Quick

Rollback.

Page History
v.5.9

1 added the following parameters for Veeam-based backup resources:

0 vsphere_template job_name
0 backup_repository_name

0 power_on_after_restore
o}

quick_rollback

17.6Delete Backup Resource

To delete a backup resource, use the following request:
DELETE /settings/backups/resources/:resource_id.xml

DELETE /settings/backups/resources/:resource_id

XML Request Example

json

curl -i -XDELETE -H 'Accept: application/xml'
application/xml' - U user:userpass -- url
http:  //onapp.test/settings/backups/resources/8.xml

-H 'Content - type:

JSON Request Example

curl -i -XDELETE -H 'Accept: application/json’
application/json’ - U user:userpass - url
http:  //onapp.test/settings/backups/resources/8.json

-H 'Content - type:
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18Backup Resource Zones

This chapter includes API request for creating and managing backup resource zones.

Get List of Backup Resource Zones

Get Backup Resource Zone Details

Add Backup Resource Zone

Edit Backup Resource Zone

Add Backup Resource to Backup Resource Zone

Remove Backup Resource from Backup Resource Zone

= =4 4 4 -—a -8 -

Delete Backup Resource Zone

18.1Get List of Backup Resource Zones

To get the list of backup resource zones, use the following request:
GET /settings/backup s/resource_zones.xml
GET /settings/backups/resource_zones.json

XML Request Example

curl  -i -XGET -H 'Accept: application/xml' -H 'Content - type:
application/xml’ - U user:userpass - url
http:  //onapp.test/settings/backups/resource_zones.xml

JSON Request Example

curl -i -XGET -H 'Accept: application/json’ -H 'Content - type:
application/json’ - U user:userpass - url
http:  //onapp.test/settings/backups/resource_zones.json

XML Output Example

<resource_zones type= "array" >
<resource_zone>
<created_at type= "dateTime" >2018-03-27T18: 12: 40+03: 00</created_at>

<id type= ‘"integer" >1</id>
<label>backup_resource_zone</label>
<location_group_id> 2</location_group_id>
<updated_at type= "dateTime" >2018- 03-28T14: 58: 33+03: 00</updated_at>
</resource_zone>
<resource_zone>...</resource_zone>
</resource_zones>

Where:
resource_zone - the array of parameters for the backup resource zone

created_at - the date when the backup resource zone was created in the
[YYYY][MM][DD]T[hh][mm][ss] format

id - the ID of the backup resource zone
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label - the label of the backup resource zone
location_group_id - the ID of the location group to which the backup resource zone is added

updated_at - the date when the backup resource zone was updated in the
[YYYY][MM][DD]T[hh][mm][ss] format

18.2Get Backup Resource Zone Details

To get the backup resource zone details, use the following request:
GET /settings/backups/resource_zones/:resource_zone_id.xml
GET /settings/backups/resource_zones/:resource_zone_id.json

XML Request Example

curl  -i -XGET -H 'Accept: application/xml' -H 'Content - type:
application/xml’ - U user:userpass - url
http:  //onapp.test/s ettings/backups/resource_zones/1.xml

JSON Request Example

curl -i -XGET -H 'Accept: application/json’ -H 'Content - type:
application/json' - U user:userpass - url
http:  //onapp.test/settings/backups/resource_zones/1.json

XML Output Example

<resource_zone stype= "array" >
resource_zone>
<created_at type= "dateTime" >2018-03-27T18: 12: 40+03: 00</created_at>
<id type= ‘integer" >1</id>
<label>backup_resource_zone</label>
<location_group_id> 2</location_group_id>
<updated_at type= "dateTime" >2018- 03-28T14: 58: 33+03: 00</updated_at>
</resource_zone>
</resource_zones>

Where:

resource_zone - the array of parameters for the backup resource zone

created_at - the date when the backup resource zone was created in the
[YYYY][MM][DD]T[hh][mm][ss] format

id - the ID of the backup resource zone
label - the label of the backup resource zone
location_group_id - the ID of the location group to which the backup resource zone is added

updated_at - the date when the backup resource zone was updated in the
[YYYY][MM][DD]T[hh][mm][ss] format
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18.3Add Backup Resource Zone

To add a backup resource zone, use the following request:
POST /settings/backups/resource_zones.xml
POST /settings/backups/resource_zones.json

XML Request Example

curl -i -XPOST -H 'Accept: application/xml' -H 'Content - type:
application/xml’ - U user:userpass - url

http:  //onapp.test/settings/backups/resource_zones.xml -d
'<resource_zone><label>resource_zone_| abel</label><location_group_id>2<loc

ation_group_id></resource_zone>'

JSON Request Example

curl -i -XPOST -H 'Accept: application/json' -H 'Content - type:
application/json' - U user:userpass - url
http:  //onapp.test/settings/backups/resource_zones.json -d
" {"resource_zone":{"label": "resource_zone_label","location_group_id":
2}y
Where:

resource_zone - the array of parameters for the backup resource zone

label* - the label of the backup resource zone

location_group_id - the ID of the location group where the backup resource zone will reside

18.4Edit Backup Resource Zone

To edit a backup resource zone, use the following request:
PUT /settings/backups/resource_zones/:resource_zone_id.xml
PUT /settings/backups/resource_zones/ resource_zone_id.json

XML Request Example

curl -i -XPUT -H 'Accept: application/xml' -H 'Content - type:
application/xml' - U user:userpass - url

http:  //onapp.test/settings/backups/resource_zones/1.xml -d
'<resource_zone><label>resource_zone_label</label><I ocation_group_id>3</lo

cation_group_id></resource_zone>'

JSON Request Example

curl  -i -XPUT -H 'Accept: application/json’ -H 'Content - type:
application/json’ - U user:userpass - url
http:  //onapp.test/settings/backups/resource_zones/1.json -d

{"resource_z one":{"label":"resource_zone_label","location_group_id": 3}}'
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Where:
resource_zone - the array of parameters for the backup resource zone

label* - the label of the backup resource zone
location_group_id - the ID of the location group where the backup resource zone will reside

18.5Add Backup Resource to Backup Resource Zone

To add a backup resource to a backup resource zone, use the following request:

POST
[settings/backups/resource_zones/:resource_zone_id/resources/:resource
_id/attach.xml

POST
[settings/backups/resource_zones/:resource_zone_id/resources/:resource
_id/attach.json

XML Request Example

curl -i -XPOST -H 'Accept: application/xml' -H 'Content -typ e:
application/xml’ - U user:userpass - url

http:  //onapp.test/settings/backups/resource_zones/12/resources/3/attach.xm

I

JSON Request Example

curl -i -XPOST -H 'Accept: application/json' -H 'Content - type:
application/json’ - U user:userpass - url

http: //on app.test/settings/backups/resource_zones/12/resources/3/attach.js
on

18.6Remove Backup Resource from Backup Resource Zone

To remove a backup resource from a backup resource zone, use the following request:

POST
[settings/backups/resource_zones/:resource_zone _id/resources/:attached
_resource_id/detach.xml

POST
[settings/backups/resource_zones/:resource_zone_id/resources/:attached
_resource_id/detach.json

XML Request Example

curl -i -XPOST -H 'Accept: application/xml' -H 'Content - type:
application/xml' -uuseriu serpass -- url

http:  //onapp.test/settings/backups/resource_zones/12/resources/3/detach.xm
I

JSON Request Example
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curl  -i -XPOST -H 'Accept: application/json’ -H 'Content - type:
application/json’ - U user.userpass - url

http:  //onapp.test/settings/backups/res ource_zones/12/resources/3/detach.js
on

18.7Delete Backup Resource Zone

To delete a backup resource zone, use the following request:
DELETE /settings/backups/resource_zones/:resource_zone_id.xml

DELETE /settings/backups/resources_zones/:resource_zone_id.json

XML Request Example

curl -i -XDELETE -H 'Accept: application/xml’ -H 'Content - type:
application/xml' - U user:userpass - url
http:  //onapp.test/settings/backups/resource_zones/12.xml

JSON Request Example

curl -i -XDELETE -H 'Accept: application/json' -H 'Content - type:
application/json' - U user:userpass - url
http:  //onapp.test/settings/backups/resource_zones/12.json
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19Backup Servers

The backup servers feature allows users to store their backups and templates on the backup
servers set up in the cloud. Backup servers can be organized into backup server zones.

All API calls are available to this class.

=

Get List of Backup Servers

Get Backup Server Details

Get Integrated Storage Settings Details
Add Backup Server

Edit Backup Server

Edit Integrated Storage Settings

Delete Backup Server

Search Backups

= =4 4 -4 A -a -8 -2

Create CloudBoot Backup Server

19.1Get List of Backup Servers
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To get the list of all backup servers in the cloud, use the following request:

GET /settings/backup_servers.xml
GET /settings/backup_servers.json

XML Request Example

curl  -i -XGET -H 'Accept: application/xml' -H 'Content - type:
application/xml' - U user:userpass - url
http:  //onapp.test/settings/backup_servers.xml

JSON Request Example
curl  -i -XGET -H 'Accept: app lication/json’ -H 'Content - type:
application/json’ - U user:userpass - url

http:  //onapp.test/settings/backup_servers.json

XML Output Example
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<backup_servers type= "array" >
<backup_server>
<label>bk1</label>

<created_at type= "datetime" >2012-01- 04T10: 18:59Z </created_at>
<updated_at type= "datetime"  >2012-01- 16T14: 11:30Z</updated_at>
<backup_server_group_id type= "integer"  >28</backup_server_group_id>

<id type= ‘"integer" >1</id>

<backup_ip_address> 192.168 . 123.1 </backup_ip_address>

<enabled type=  "boolean" >true </enabled>

<backups type= "array" >

<backup>

<marked_for_delete type= "boolean" >false </marked_for_delete>
<disk_id type= "integer"  >3908 </disk_id>

<built_at type= "datetime" >2012-02- 09T16: 05:21Z</built_at>
<operating_system_distro>rhel</operating_system_distro>

<created_at type= "datetime" >2012-02- 09T16: 03:45Z</created_at>
<template_id type= "integer"  >233</template_id>
<operating_system>linux</operating_system>

<updated_at type= "datetime"  >2012- 02- 09T16: 05:21Z</updated_at>
<backup_type>normal</backup_type>

<allowed_swap type= "boolean" >true </allowed_swap>
<allow_resize_without_reboot

type= "boolean" >false </allow_resize_without_reboot>

<id type= ‘"integer"  >1508 </id>

<backup_server_id type= "integer"  >1</backup_server_id>
<allowed_h ot_migrate type= "boolean" >false </allowed_hot_migrate>
<backup_size> 175264 </backup_size>

<min_disk_size type= "integer"  >5</min_disk_size>
<identifier>pkgOv4k4n34ym8</identifier>

<locked type=  "boolean" >false </locked>

<built type= "boolean" >true </built>

</backup>

</backup_server>

</backup_servers>

Where:

Backup server parameters:

label i the backup server label

created_at 1 the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format

updated_at i the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format
backup_server_group_id i the ID of a backup server group the backup server belongs to
id 1 the backup server ID

backup_server_ip_address i provisioning network IP address

enabled 1 backup server parameter; if "enabled" = true, the backup server is enabled; if
enabled = false, the backup server is disabled.

Backup parameters:

marked_for_delete i the backup is marked for deletion (for auto-backups)

disk_id i the ID of a disk backed up

built_at i the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format

operating_system_distro i the OS distribution of the VS from which the backup was created
created_at i the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format

template_id i the ID of the template the VS is based on

updated_at i the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format
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backup_type i disk backup type (hormal, Days auto-backup, Weeks auto-backup, Months auto-
backup, Years auto-backup)

allowed_swap i true if the template to which the backup can be restored will allow swap,
otherwise false.

allow_resize_without_reboot i true if the template to which the backup can be restored will
support resize without reboot option, otherwise false

id 7 the backup ID
backup_server_id i the ID of the backup server on which the backup is stored.

allowed_hot_migrate i true if the template to which the backup can be restored will support hot
migration, otherwise false.

backup_size i the size of the backup

min_disk_size T minimum disk size required for restoring a backup
identifier i the backup identifier

locked T true if the backup is being built, otherwise false

built i true if the backup is already built, otherwise false

19.2Get Backup Server Details

To get the details for a particular backup server, use the following request:

GET /settings/backup_servers/:id.xml
GET /settings/backup_servers/:id.json

XML Request Example

curl  -i -XGET -H 'Accept: application/json’ -H 'Content - type:
appl ication/json' - U user:userpass - url
http:  //onapp.test/settings/backup_servers/1526.xml

JSON Request Example

curl  -i -XGET -H 'Accept: application/json’ -H 'Content - type:
application/json’ - U user:userpass - url
http:  //onapp.test/settings/backup_servers /1526.json

XML Output Example

143



OnApp Cloud 6.5 Edge 4 API Guide

<backup_server>
<label>bk1</label>

<created_at type= "datetime"  >2012- 01- 04T1204T10: 18: 59+02:0059Z</created_at>
<backups type= "array" >

<backup>

<marked_for_delete type= "boolean" >false </marked_for_delete>
<disk_id type= "integer"  >4097 </disk_id>

<built_at nil= "true" />
<operating_system_distro>rhel</operating_system_distro>

<created_at type= "datetime" >2012-02- 11T00: 36:17Z</created_at>
<template_id type= "integer"  >211</template_id>
<operating_system>linux</operating_system>

<updated_at type= "datetime"  >2012- 03- 05T13: 42: 15+02: 0002 -

11T00: 36:17Z</updated_at>

<backup_type>months - autobackup</backup_type>
<allowed_swap type= "boolean" >true </allowed_swap>
<allow_resize_without_reboot

type= "boolean" >true </allow_resize_without_reboot>
<id type= ‘integer"  >1526 </id>

<backup_server_id type= "integer"  >1</backup_server_id>
<allowed_hot_migrate type= "boolean" >true </allowed_hot_migrate>
<backup_size nil= "true" />

<min_disk_size nil= "true" />

<identifier>gmkrf5k0s4hsn j<f/identifier>

<locked type=  "boolean" >true </locked>

<built type= "boolean" >false </built>

</backup>

</backups>

<updated_at type= "datetime"  >2012- 02- 14T14: 01:20Z</updated_at>

<backup_ip_address> 192.168 . 123.1 </backup_ip_address>
<backup_server_group_id

nil= "true" />type= ‘integer" >28</backup_server_group_id>
<id type= ‘"integer" = >1</id>

<enabled type= "boolean" >true </enabled>

<capacity type= "integer"  >460 </capacity>

<ip_address> 109.123 . 105.162 </ip_address>
</backup_server>

Where:

label i backup server label

created ati the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format

updated at i the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format

id 7 the backup server ID

backups i a list of backups stored on this backup server ID with the following details:
template_id i the ID of the template the VS from which the backup was created was based on
operating_system i the operating system of the VA from which the backup was created

backup_server_group_id i the ID of the backup server zone the backup server belongs to

enabled i backup server parameter; if "enabled" = true, the backup server will be enabled; if
enabled=false, the backup server iswill be disabled.

capacity i the backup server capacity
ip_address i1 the backup server IP

backup_server_ip_address - provisioning network IP address
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To view the list of backups with their details, please refer to the_Search
Backups section.

19.3Get Integrated Storage Settings Details

To view the details of integrated storage settings for a particular backup server, use the
following request:

GET

[settings/backup_servers/:backup_server_id/integrated_storage_settings

xml

GET

[settings/backup_servers/:b ackup_server_id/integrated_storage_settings
.json

XML Request Example

curl -i -uuser.userpass - X GET
http:  //onapp.test/settings/backup_servers/1/integrated_storage_settings.xm
| - H'Accept: application/xml’ -H'Content - type: application/xml'

JSON Request Example

curl -i -uuser.userpass - X GET
http:  //onapp.test/settings/backup_servers/1l/integrated_storage_settings.js
on - H 'Accept: application/json' - H'Content - type: application/json’

XML Output Example

<integrated_storage_settings>
<bonding_mode> 802 .3ad</bonding_mode>
<mtu type= ‘“integer" >1500</mtu>
<vlan nil=  "integer" >123</vlan>
</integrated_storage_settings>

Where:

bonding_mode - the type of bonding mode
mtu - the maximum transportation unit size
vlan - the ID of a VLAN number

19.4Add Backup Server

To create a backup server where users will be able to store backups and templates, use the
following request:

POST /settings/backup_servers.xml
POST /settings/backup_servers.json
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XML Request Example

curl -i -XPOST -u user:userpass

http:  //onapp.test/settings/backup_servers.xml -d
'<backup_server><label>az_val</label><enabled>1</enabled><capacity>40</cap
acity><ip_address>172.0.0.1</ip_address><backup_ip_address>192.168.123.1</
backup_ ip_address><integrated_storage>1</integrated_storage></backup_serve
r>' - H 'Accept: application/xml’ -H'Content - type: application/xml'

JSON Request Example

curl -i -XPOST -u user:userpass

http:  //onapp.test/settings/backup_servers.json -d
{"backup_serve r':{"label":"az_val", "enabled":"1", "capacity":"40",
"ip_address":"172.0.0.1","backup_ip_address":"192.168.123.1",

type: application/json'

"integrated_storage":"1"}}' - H 'Accept: application/json’ - H 'Content

Where:

label* T backup server label

ip_address* i valid Ipv4 address

backup_server_ip_address - provisioning network IP address

capacity* i set the backup server capacity

enabled i set the "enabled"” as 1 if you want the backup server to be enabled, or 0 if you want it
to be disabled. If you skip the enabled parameter, the backup server will be disabled by default.

integrated_storage - set to 1 to enable integrated storage on the backup server, or O if you want
it to be disabled. If you skip this parameter, the integrated storage will be disabled by default.

XML Output Example

<backup_server>

<label>az_val_1l</label>

<created_at type= "datetime"” >2012- 02- 10T15: 14:53Z</created_at>
<updated_attype= ‘"datetime" >2012-02-10T15: 14:53Z</updated_at>
<backup_ip_address> 192.168 . 123.1 </backup_ip_address>

<backup_server_group_id nil= "true" ></backup_server_group_id>
<id type= "integer"  >25</id>

<enabled type= "boolean" >true </enabled>

<backups type= "array" />

<capacity type= "integer"  >40</capacity>

<ip_address> 172.0 . 0.2 </ip_address>

<integrated_storage type= "boolean" >false </integrated_storage>

</backup_server>

Page History
v.6.1 Edge 2

I added the integrated_storage parameter
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19.5Edit Backup Server

To edit a backup server, use the following request:

PUT /settings/backup_server/:id.xml
PUT /settings/backup_server/:id.json

XML Request Example

curl -i -XPUT -uuser.userpass
http:  //onapp.test/settings/backup_servers/2.xml -d
'<backup_server><label>az_val _ue_xmil</label><enabled>1</enabled><capacity>

40</capacity><ip_address>172.0.0.2</ip_address><backup_ip_address>192.168.
123.1</backup_ip_address><integrated_storage>1</integrated_storage></backu
p_server>' - H 'Accept: application/xml’ -H'Content - type: appli cation/xml’

JSON Request Example

curl -i -XPUT -uuser.userpass

http:  //onapp.test/settings/backup_servers/2.json -d
{"backup_server":{"label":"az_val _ue_json", "enabled":"1",

"capacity":"40",
"Iip_address™:"172.0.0.1","backup_ip_address":"192.168.123.1","integrated_s
torage":"1"}}' - H 'Accept: application/json’ -H'Content -t ype:
application/json’

Where:
label i backup server label

enabled i set the "enabled" as 1 if you want the backup server to be enabled, or 0 if you it to be
disabled. If you skip the enabled parameter, the backup server will be disabled by default.

capacity* i set the backup server capacity
ip_address* i valid Ipv4 address
backup_server_ip_address - provisioning network IP address

You will get a 204 status response on success, and 404 if there is no such a backup server with
a requested ID or you entered incorrect URL.

integrated_storage - set to 1 to enable integrated storage on the backup server, or 0 if you want
it to be disabled. If you skip this parameter, the integrated storage will be disabled by default.

Page History
v6.1 Edge 2

I added the integrated_storage parameter

19.6Edit Integrated Storage Settings

To edit integrated storage settings, use the following request:

PUT
[settings/backup_servers/:backup_server_id/integrated_storage_settings
xml
PUT
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[settings/backup_servers/:backup_serv er_id/integrated_storage_settings
.json

XML Request Example

curl -i -X -uuser.userpass PUT
http:  //onapp.test/settings/backup_servers/1/integrated_storage_settings.xm
| - H'Accept: application/xml' -H'Content - type: application/xml'

JSON Request Example

curl -i -X -uuser:userpass PUT

http:  //onapp.test/settings/backup_servers/1l/integrated_storage_settings.js

on - H 'Accept: application/json' - H'Content - type: application/json’
Where:

bonding_mode - the type of bonding mode
mtu - the maximum transportation unit size
vlan - the ID of a VLAN number

19.7Delete Backup Server

To delete a backup server, use the following request:

DELETE /settings/backup_servers/:id.xml
DELETE /settings/backup_servers/:id.json

XML Request Example

curl -i -XDELETE -u user:userpass
http:  //onapp.test/settings/backup_servers/2.xml - H 'Accept:
application/xml' - H'Content - type: application/xml’

JSON Request Example

curl -i -XDELETE - u user:userpass
http:  //onapp.test/settings/backup_servers/2.json - H 'Accept:
applicatio n/json’ -H'Content - type: application/json’

You will get a 204 status response on success, and 404 if there is no such a backup server with
a requested ID or you entered incorrect URL.

19.8Search Backups

To find a backup stored at a particular backup server, use the following request:

GET /settings/backup_servers/:id/backups_search.xml
GET /settings/backup_servers/:id/backups_search.json

XML Request Example
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curl  -i -XGET -u 'user.userpass' - url
‘http://onapp.test/settings/backup_servers/2/backups_search.xm |?searching=
' test '&size[from]=1000&size[to]=10000&period[startdate]=2016 - 09-
21&period[enddate]=2016 -09- 21" -H 'Accept: application/xml' -H 'Content -

type: application/xml'

JSON Request Example

curl -i -XGET -u 'user.userpass' - url

‘http://onapp.test/set tings/backup_servers/2/backups_search.json?searching

=' test '&size[from]=1000&size[to]=10000&period[startdate]=2016 - 09-
21&period[enddate]=2016 -09-21" - H 'Accept: application/json’ -H 'Content -

type: application/json’

Where:

size 1 set the size [from] and [to] backup search parameters to search backups by their size.
The size should be indicated in MB.

date i set the date [startdate] and [enddate]backup search parameters to search for backups
created between two dates. The date should be indicated in the YYYY-MM-DD format.

Please be aware that some Unix command shells can output an error

because of square brackets. To prevent the error, use the backslash
escape symbol. The example curl with backslashes is as follows:

XML Request Example

curl -i -XGET -u 'user.userpass' -- url
'http://onapp.test/settings/backup_servers/2/backups_search.xml?searching=

' test '&size \[from \]=1000&size \[to \]=10000&period \ [startdate \ ]=2016 - 09-
21&period \ [enddate \]=2016 - 09-21' -H 'Accept: application/xml' -H 'Content -
type: application/xml'

JSON Request Example

curl -i -XGET -u 'user.userpass' - url
‘http://onapp.test/settings/backup_servers/2/backups_search.json?searching

='test '&size \[from \]=1000&size \[to \]=10000&period \ [startdate \ ]=2016 - 09-
21&period \ [enddate \]=2016 - 09-21' -H 'Accept: application/json’ -H
'‘Content - type: application/json’

XML Output Example
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<backups type= "array" >
<backup>
<allow_resize_without_reboot
type= "boolean" >true </allow_resize_without_reboot>

<allowed_h ot_migrate type= "boolean" >true </allowed_hot_migrate>
<allowed_swap type= "boolean" >true </allowed_swap>
<backup_server_id type= "integer"  >1</backup_server_id>
<backup_size type= "integer"  >4976984 </backup_size>

<built type= "boolean" >true </built>

<built_at type= "datetime" >2016-09-21T12: 26:11Z</built_at>
<created_at type= "datetime"  >2016-09-21T12: 08:06Z</created_at>

<data_store_type>lvm</data_store_type>
<id type= ‘"integer"  >872</id>
<identifier>dyhy150m</identifier>

<i nitiated>manual</initiated>

<ignnil=  "true" />

<locked type=  "boolean" >false </locked>

<marked_for_delete type= "boolean" >false </marked_for_delete>
<min_disk_size type= "integer"  >9</min_disk_size>
<min_memory_size type=  "integer" >384 </min_memory_size>

<note>zaza50patch76</note>
<operating_system>linux</operating_system>
<operating_system_distro>rhel</operating_system_distro>
<target_id type= "integer"  >9287 </target_id>
<target_type>Disk</target_type>

<template_id type= "integer"  >28</template_id>

<updated_at type= "datetime"  >2016- 09- 21T12: 26:15Z</updated_at>
<user_id type=  "integer"  >3</user_id>
<volume_id nil= "true" />
<backup_type>normal</backup_type>
<disk_id type= "integer"  >9287 </disk_id>

</back up>

<backup>...</backup>

</backups>

Where:

allow_resize_without_reboot - true if the template to which the backup can be restored will
support resize without reboot option, otherwise false

allowed_hot_migrate - true if the template to which the backup can be restored will support hot
migration, otherwise false.

allowed_swap - true if the template to which the backup can be restored will allow swap,
otherwise false.

backup_server_id - the ID of the backup server on which the backup is stored.
backup_size - the size of the backup

built - true if the backup is already built, otherwise false

built_at - the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format
created_at - the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format
data_store_type - data store type: lvm, vmware or solidfire

id - the backup ID

identifier - the backup identifier

initiated - period when backup is initiated: days, weeks, months, or years
ign - volume ISCSI qualified name (SolidFire-related parameter)

locked - true if the backup is being built, otherwise false

marked_for_delete - the backup is marked for deletion (for auto-backups)
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min_disk_size - minimum disk size required for restoring a backup

min_memory_size - minimum memory size required for restoring a backup

note - an optional note to the backup

operating_system - the OS of the VS from which the backup was created
operating_system_distro - the OS distribution of the VS from which the backup was created
target_id - ID of a backup target

target_type - target for which the backup was taken; For normal backups it is a disk. For
incremental backups it's virtual server.

template_id - the ID of the template the VS is based on

updated_at - the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format
user_id - the ID of a user the storage server belongs to

volume_id - data store ID

backup_type - disk backup type (normal, Days auto-backup, Weeks auto-backup, Months auto-
backup, Years auto-backup)

disk_id - the ID of the backed up disk

For details refer to Get The List Of Backup Servers section.

Note that the backup search returns only the list of backups, stored on a
specified backup server, which a user has permission to see ( own
backups or all backups). For instructions on how to see the list of all
backup servers, refer to Get The List of Backup Servers section.

19.9Create CloudBoot Backup Server

To create a backup server where users will be able to store backups and templates, use the
following request:

POST /settings/backup_servers.xml
POST /settings/backup_servers.json

Before creating a Cloud Boot backup server, you have to create new KVM
compute resource with an IP address from the dynamic range.

XML Request Example

curl -i -XPOST -u user:userpass

http:  //onapp.test/settings/backup_servers.xml -d
'<backup_server><label>az_val</label><enabled>1</enabled><capacity>40</cap
acity><backup>true</backup><ip_address>172.0.0.1</ip_address><backup_ip_ad
dress>192.168.123.1</backup_ip_address></backup_server>' -H'Acc ept:
application/xml' -H 'Content - type: application/xml'

JSON Request Example
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curl  -i -XPOST - u user.userpass

http:  //onapp.test/settings/backup_servers.json -d
{"backup_server":{"label":"az_val", "enabled™:"1", "capacity":"40",
"ip_address":"172.0.0.1" ,"backup_ip_address":"192.168.123.1"}} -H
'‘Accept: application/json’ - H'Content - type: application/json’

Where:

label* T backup server label

ip_address* i IP address of a KVM compute resource
backup i set true to create a Cloud Boot backup server
backup_server_ip_address i provisioning network IP address
capacity* i set the backup server capacity

enabled i set the "enabled" as 1 if you want the backup server to be enabled, or 0 if you want it
to be disabled. If you skip the enabled parameter, the backup server will be disabled by default.

PLEASE NOTE: You should configure some local or remote attached
storage for persistent backups on the provisioning/backup server.

XML Output Example

<backup_server>
<label>az_val_1</label>

<created_at type= "datetime"  >2012- 02-10T15: 14:53Z</created_at>
<updated_at type= "datetime"  >2012- 02- 10T15: 14:53Z</updated_at>
<backup_ip_address> 192.168 . 123.1 </backup_ip_address>
<backup_server_group_id nil= "true" ></backup_server_group_id>

<id type= ‘integer"  >25</id>

<enabled type= "boolean" >true </enabled>
<backups type= "array" />

<capacity type= "integer"  >40</capacity>
<ip_address> 172.0 . 0.2 </ip_address>
</backup_server>
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20Backup Server Zones

Backup server zone consists of several backup servers that share the same user permissions

and are assigned to one billling plan. Backup server zones can be used for organizing and

managing backup servers and creating different tiers of servers for customers.

Get List of Backup Server Zones

Get Backup Server Zone Details

Add Backup Server Zone

Edit Backup Server Zone

Delete Backup Server Zone

Get List of Servers Assigned to Backup Server Zone

Assign Backup Server to Backup Server Zone

= =4 -4 A4 A -a -8 -2

Unassign Backup Server from Backup Server Zone

20.1Get List of Backup Server Zones

To get the list of backup server zones, use the following request:

GET /settings/backup_server_zones.xml
GET /settings/backup_server_zones.json

XML Request Example

curl  -i -XGET -H 'Accept: application/xml’ -H 'Content - type:
application/xml' - U user:userpass - url
http:  //onapp.test/settings/backup_server_zones.json

JSON Request Example

curl  -i -XGET -H 'Accept: application/json’ -H 'Content - type:
application/json’ - U user:userpass - url
http:  //onapp.test/settings/backup_server_zones.json

XML Output Example

<backup_server_groups type= "array" >
<backup_server_group>
<label>bsz</label>

<location_group_id type= "integer"  >1</location_group_id>
<created_at type= "datetim e">2012-01- 04T11: 50:40Z</created_at>
<updated_at type= "datetime"  >2012- 01- 04T11: 50:40Z</updated_at>

<id type= ‘"integer"  >28</id>
</backup_server_group>
</backup_server_groups>

Where:
label i backup server zone title

location_group_id i ID of a location group the backup server zone is assigned to
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id T backup server zone ID

Page History
v.3.1

1 added the location_group_id parameter

20.2Get Backup Server Zone Details

To get the backup server zone details, use the following request:

GET /settings/backup _server_zones/:id.xml
GET /settings/backup_server_zones/:id.json

XML Request Example

curl  -i -XGET -H 'Accept: application/xml' -H 'Content - type:
application/xml’ - U user:userpass - url
http:  //onapp.test/settings/backup_server_zones/28.xml

JSON Request Example

curl -i -XGET -H 'Accept: application/json’ - H 'Content - type:
application/json’ - U user:userpass - url
http:  //onapp.test/settings/backup_server_zones/28.json

XML Output Example

<backup_server_group>
<label>bsz</label>

<location_group_id type= "integer"  >1</location_group_id>
<created_at type= "datetime" >2012- 01- 04T11: 50:40Z</created_at>
<updated_at type= "datetime"  >2012-01- 04T11: 50:40Z</updated_at>

<id type= "integer"  >28</id>
</backup_server_group>

Where:
label i backup server zone title
location_group_id 1 ID of a location group the backup server zone is assigned to

id T backup server zone ID

Page History
v.3.1

i added the location_group_id parameter

20.3Add Backup Server Zone

To create a backup server zone, use the following request:
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POST /settings/backup_server_zones.xml
POST /settings/backup_server_zones.json

XML Request Example

curl -i -XPOST -u user.userpass

http:  //onapp.test/settings/backup_server_zones.xml -d
'<backup_server_group><label>az_val_xmil</label><location_group_id>1</locat
ion_group_id></backup_server_group>' - H 'Accept: application/xml’ -H
'‘Content - type: application/xml'

JSON Request Example

curl -i -XPOST -u user:userpass

http:  //onapp.test/settings/backup_server_zones.json -d
{"backup_server_group":{"label":"az_val_json","location_group_id":"1"}}'

- H 'Accept: application/json’ -H'Content - type: application/json'

Where:
label* T specify a new label of the backup server zone
server_type 1 specify the type of this backup zone, it can be either virtual or smart.

location_group_id 7 ID of a location group you wish to assign the backup server zone to

Page History
v. 5.3

I added the server_type parameter
v.3.1

I added the location_group_id parameter

20.4Edit Backup Server Zone

To edit backup server zone, use the following request:

PUT /settings/backup_server_zones/:id.xml
PUT /settings/backup_server_zones/:id.json

XML Request Example

curl -i -XPUT -u user:userpass

http:  //onapp.test/settings/backup_server_zones/2.xml -d
'<backup_server_group><label>az_val_change</label><location_group_id>1</lo
cation_group_id></backup_server_group>' - H 'Accept: application/xml’ -H
'‘Content - type: application/xml'

JSON Request Example
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curl -i -XPUT -uuser.userpass
http:  //onapp.test/settings/backup_server_zones/2.json -d
{"backup_server_group":{"label":"az_val_change","location_group_id":"1"}}
- H 'Accept: application/json’ -H'Content - type: application/json'
Where:

label * i specify a new label of the backup server zone

location_group_id 7 ID of a location group you wish to assign the backup server zone to. You
can change the already assigned location only if there are no backups or templates stores on
backup servers of current zone.

Returns HTTP 204 response on successful processing, and HTTP 404 when there is no backup
server zone with a requested ID, or URL is incorrect.

Page History
v. 3.1

I added the location_group_id parameter

20.5Delete Backup Server Zone

To delete a backup server zone, use the following request:

DELETE /settings/backup_server_zones/:id.xml
DELETE /settings/backup_server_zones/:id.json

XML Request Example

curl -i -XDELETE - u user:userpass
http:  //onapp.test/settings/backup_server_zones/2.xml - H 'Accept:
application/xml' - H'Content - type: application/xml’

JSON Request Example

curl -i -XDELETE -u user:userpass
http:  //onapp.test/settings/backup_server_zones/2.json - H 'Accept:
application/json' -H'Content - type: application/json’

Returns HTTP 204 response on successful processing, and HTTP 404 when there is no backup
server zone with a requested ID, or URL is incorrect.

20.6Get List of Servers Assigned to Backup Server Zone

To get the list of servers assigned to the backup server zone, use the following request:

GET
/settings/backup_server_zones/:backup_server_zone_id/backup_servers.xm
I
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GET
[settings/backup_server_zones/:backup_server_zone_id/backup_servers.js
on

XML Request Example

curl -i -XGET -uuser.userpass
http:  //onapp.test/settings/backup_server_zones/12/backup_servers.xml -H
'Accept: application/xml’ -H'Content - type: application/xml'

JSON Request Example

curl -i -XGET -uuser.userpass
http:  //onapp.test/settings/backup_server_zones/12/ba ckup_servers.json -H
'Accept: application/json’ -H'Content - type: application/json’

XML Output Example

<backup_servers type= "array" >
<backup_server>
<label>az_val_ue_xmi</label>

<created_at type= "datetime"  >2012- 02- 10T15: 14:53Z</created_at>
<updated_at type= "datetime"  >2012- 02- 10T15: 31:13Z</updated_at>
<backup_server_group_id type= "integer"  >55</backup_server_group_id>
<id type= ‘integer"  >25</id>

<enabled type=  "boolean" >true </enabled>

<backups type= “array" />

<capacity type= "int eger" >40</capacity>

<ip_address> 172.0 . 0.2 </ip_address>
</backup_server>
</backup_servers>

Where:

backup_servers i the array of backup servers assigned to this zone with the following details:
label i backup server label

created ati the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format

updated at i the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format

backup_server_group_id 1 the ID of the backup server zone the backup server belongs to

id 7 the backup server ID

enabled i backup server parameter; if "enabled" = true, the backup server is enabled,; if
enabled=false, the backup server is disabled.

backups i the list of backups stored at the backup server
capacity 1 the backup server capacity

ip_address i1 the backup server IP

20.7Assign Backup Server to Backup Server Zone

To assign a backup server to a backup server zone, use the following request:
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POST
[settings/backup_server_zones/:backup_server_zone_id/backup_servers/:b
ackup_server_id/attach.xml

POST

[setti  ngs/backup_server_zones/:backup_server_zone_id/backup_servers/:b
ackup_server_id/attach.json

Using this request you attach an unassigned backup server (:backup_server_id *) to a backup
server zone (:backup_server_zone_id *).

When you add a backup server to a backup server zone, it inherits the zone's type. For more
information refer to Zone Types.

XML Request Example

curl -i -XPOST -u user:userpass
http:  //onapp.test/settings/backup_s erver_zones/2/backup_servers/12/attach.
xml - H 'Accept: application/xml' -H'Content - type: application/xml'

JSON Request Example

curl  -i -XPOST - u user:userpass
http:  //onapp.test/settings/backup_server_zones/2/backup_servers/12/attach.
json - H'Accept: application/json’ -H'Content - type: application/json'

20.8Unassign Backup Server from Backup Server Zone

To unassign a backup server from a backup server zone, use the following request:

POST

/settings/backup_server_zones/backup_server_zone_id/backup_server/ :bac
kup_server_id/detach.xml

POST

/settings/backup_server_zones/backup_server_zone_id/backup_server/:bac
kup_server_id/detach.json

Using this request you detach an assigned backup server (:backup_server_id *) from a backup
server zone (:backup_server_zone_id *)

XML Request Example

curl -i -XPOST -u user:userpass
http:  //onapp.test/settings/backup_server_zones/12/backup_servers/1/detach.
xml - H 'Accept: application/xml’ -H'Content - type: application/xml'

JSON Request Example

curl -i -XPOST -u user:userpass
http:  //onapp.test/settings/backup_server_zones/12/backup_servers/1/detach.
json - H 'Accept: application/json' - H'Content - type: application/json’
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21Bar emet al Server s

Baremetal servers are physical servers deployed for a single user, that reside directly on the
hardware without the virtualization layer.

NOTE: VLANSs are not configured automatically on baremetal servers. You

need to configure them manually in accordance with your OS and
hardware settings.

Get List of Baremetal Servers

Get Baremetal Server Details

Create Baremetal Server

Delete Baremetal Server
Add/Edit Admin/User Note for Baremetal Server

Enable Recovery Mode for Baremetal Server

= =4 -4 4 A -8 -

Disable Recovery Mode for Baremetal Server

21.1Get List of Baremetal Servers

To get the list of all baremetal server in the cloud, use the following request:

GET /baremetal_servers.xml
GET /baremetal_servers.json

XML Request Example

curl -i -XGET -H 'Accept: application/xml' -H 'Content - type:
application/xml' - U user:userpass - url
http:  //onapp.test/baremetal_servers.xml

JSON Request Example

curl  -i -XGET -H 'Accept: application/json’ -H 'Content - type:
application/json’ - U user:userpass - url
http:  //onapp.test/baremetal_servers.json

XML Output Example
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<baremetal_servers type= "array" >
<baremetal_server>

<admin_note nil= "true" />

<allowed_swap type= "boolean" >true </allowed swap>
<built type= "boolean" >true </built>

<cpu_sockets nil= "true" />

<cpu_threads  nil= "true" />

<cpu_units nil= "true" />

<created_at type= "datetime"  >2015- 03- 04T17: 10: 24+02: 00</created_at>
<deleted_at nil= "true" />
<hostname>zaza</hostname>

<hypervisor_id type= "integer"  >123</hypervisor_id>

<id type= ‘integer" >3842</id>
<identifier>vjktmvdIfOpyg3</identifier>
<initial_root_password>gwaszx!Q2</initial_root_password>
<initial_root_password_encrypted

type= "boolean" >false </initial_root_password_encrypted>
<label>zaza_BM</label>

<local_remote_access_ip_address nil= "true" />
<lo cked type= "boolean" >false </locked>
<note nil=  "true" />

<operating_system>linux</operating_system>
<operating_system_distro>ubuntu</operating_system_distro>
<recovery_mode nil= "true" />

<state>delivered</state>

<template_id type= "integer"  >19</template_id>
<template_label>debian -7.0-x64-14 -
xen.kvm.kvm_virtio.tar.gz</template_label>

<updated_at type= "datetime"  >2015- 03- 04T17: 15: 26+02: 00</updated_at>
<user_id type=  ‘"integer"  >1</user_id>
<ip_addresses type= "array" >

<ip_address>

<address> 109.123 . 105.156 </address>

<broadcast> 109.123 . 105.159 </broadcast>

<created_at type= "datetime" >2014-01-15T11: 18: 12+02: 00</created_at>
<customer_network_id nil= "true" />

<disallowed_primary type= "boolean" >false </disallowed_primary>
<gateway> 109.123 . 105.145 </gateway>

<hypervisor_id nil= "true" />

<id type= ‘integer"  >324</id>

<ip_address_pool_id nil= "true" />

<network_address> 109.123 . 105.144 </network_address>

<network_id type= "integer"  >4</network_id>

<pxe type= "boolean" >false </pxe>

<updated_at type= "datetime"” >2014-01-15T11: 18: 12+02: 00</updated_at>
<user_id nil= "true" />

<free type= "boolean" >false </free>

<netmask> 255.255 . 255.240 </netmask>
</ip_address>

</ip_addresses>

</baremetal_server>

</baremetal_servers>

Where:
admin_note - an optional note of the administrator

allowed_swap - true if swap disk is allowed (depends on the template the server is based on);
otherwise false

built - true if the server is built; otherwise false

cpu_sockets - the amount of CPU sockets per core. This parameter can be set for KVM
compute resources only by those users who have Enable CPU topology permission granted
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cpu_threads - the amount of CPU threads per core. This parameter can be set for KVM
compute resources only by those users who have Enable CPU topology permission granted

cpu_units - the amount of CPU units per core if the CPU priority is replaced with CPU units in
user billing plan.

created_at - the date in the [YYYY][MM][DD]T[hh][mm][ss]Z format
deleted_at - time when the VS was deleted

hostname - the name of your host

hypervisor_id - the ID of the compute resource used by this baremetal server
id - the baremetal server ID

identifier - the baremetal server identifier

initial_root_password - the baremetal server root password

initial_root_password_encrypted - true, if the baremetal server root password is encrypted,
otherwise false

label - the baremetal server label

local_remote_access_ip_address - IP address used for remote access

locked - true if the baremetal server is locked; otherwise false

note - an optional reminder for this baremetal server made by a user account
operating_system - operating system used by the baremetal server
operating_system_distro - the distribution of the OS from which this baremetal server is built
template_id - the ID of the template the baremetal server is based on

template_label - the name of the template from which this baremetal server is built

updated_at - the date when the baremetal server was updated in the
[YYYY][MM][DD]T[hh][mm][ss]Z format

ip_addresses - an array of IP addresses with their details assigned to this baremetal server:
I addressi baremetal server IP

9 broadcasti a logical address at which all devices connected to a multiple-access
communications network are enabled to receive datagrams.

I created_ati time when the IP address was created in the [YYYY][MM][DD]T[hh][mm][ss]Z
format

customer_network_id - customer network ID

disallowed_primary i true if not allowed to be used as primary (for baremetal server),
otherwise false

1 gateway - gateway address

1 hypervisor_id - the ID of a compute resource the IP address is associated with

1 idithe ID of the IP address

1 ip_address_pool_id - ID of the IP address pool the IP address is associated with

1 pxe - true, if this compute resource address can be used for cloudbooting a compute
resource

i ;deated at - time when the IP address was updated in the [YYYY][MM][DD]T[hh][mm][ss]Z
ormat

user_id - the ID of the user this IP address is assigned to

free i true if free, otherwise false
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T netmask 8 netmask for the IP address

21.2Get Baremetal Server Details

To get the details of a particular baremetal server, use the following request:

GET /baremetal_servers/:id.xml
GET /baremetal_servers/:id.json

XML Request Example

curl  -i -XGET -H 'Accept: application/xml' -H 'Content - type:
application/xml' - U user:userpass - url
http:  //onapp.test/baremetal_servers/3842.xml

JSON Request Example

application/json' - U user:userpass - url
http:  //onapp.test/baremetal_servers/3842.json

curl -i -XGET -H 'Accept: application/json’ -H 'Content - type:

XML Output Example
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<baremetal_servers type= "array" >
<baremetal_server>

<admin_note nil= "true" />

<allowed_swap type= "boolean" >true </allowed swap>
<built type= "boolean" >true </built>

<cpu_sockets nil= "true" />

<cpu_threads nil= "true" />

<cpu_units nil= "true" />

<created_at type= "datetime"  >2015- 03- 04T17: 10: 24+02: 00</created_at>
<deleted_at nil= "true" />
<hostname>zaza</hostname>

<hypervisor_id type= "integer"  >123</hypervisor_id>

<id type= ‘integer" >3842</id>
<identifier>vjktmvdIfOpyg3</identifier>
<initial_root_password>gwaszx!Q2</initial_root_password>
<initial_root_password_encrypted

type= "boolean" >false </initial_root_password_encrypted>
<label>zaza_BM</label>

<local_remote_access_ip_address nil= "true" />
<locked type=  "boolean" >false </locked>
<note nil=  "true" />

<operating_system>linux</operating_system>
<operating_system_distro>ubuntu</operating_system_distro>
<recovery_mode nil= "true" />

<state>delivered</state>

<template_id type= "integer"  >19</template_id>
<template_label>debian -7.0-x64-14 -
xen.kvm.kvm_virtio.tar.gz</template_label>

<updated_at type= "date time" >2015-03-04T17: 15: 26+02: 00</updated_at>
<user_id type=  ‘"integer"  >1</user_id>

<ip_addresses type= "array" >

<ip_address>

<address> 109.123 . 105.156 </address>

<broadcast> 109.123 . 105.159 </broadcast>

<created_at type= "datetime" >2014-01-15T11: 18: 12+02: 00</created_at>
<customer_network_id nil= "true" />

<disallowed_primary type= "boolean" >false </disallowed_primary>
<gateway> 109.123 . 105.145 </gateway>

<hypervisor_id nil= "true" />

<id type= ‘integer"  >324</id>

<ip_address_pool_id nil= "true" />

<network_address> 109.1 23. 105.144 </network_address>
<network_id type= "integer"  >4</network_id>

<pxe type= "boolean" >false </pxe>

<updated_at type= "datetime"  >2014-01-15T11: 18: 12+02: 00</updated_at>
<user_id nil= "true" />

<free type= "boolean" >false </free>

<netmask> 255.255 . 255.240 </netmask>

</ip_address>

</ip_addresses>

</baremetal_server>

</baremetal_servers>

Where:
admin_note - an optional note of the administrator

allowed_swap - true if swap disk is allowed (depends on the template the server is based on);
otherwise false

built - true if the server is built; otherwise false

cpu_sockets - the amount of CPU sockets per core. This parameter can be set for KVM
compute resources only by those users who have Enable CPU topology permission granted
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